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Safety instructions

Important Information

Notice: Read these instructions carefully, and look at the equipment to
become familiar with the device before trying to install, operate, or
maintain it. The following special messages may appear throughout this
documentation or on the equipment to warn of potential hazards or to call
attention to information that clarifies or simplifies a procedure.

The addition of this symbol to a Danger or Warning safety label

A indicates that an electrical hazard exists, which will result in
personal injury if the instructions are not followed.

f This is the safety alert symbol. It is used to alert you to potential

personal injury hazards. Obey all safety messages that follow
this symbol to avoid possible injury or death.

DANGER indicates an imminently hazardous situation which, if not
avoided, will result in death or serious injury.

A WARNING

WARNING indicates a potentially hazardous situation which, if not avoided,
can result in death or serious injury.

A CAUTION

CAUTION indicates a potentially hazardous situation which, if not avoided,
can result in minor or moderate injury.
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Copyright of Integrated Software

Open Source Software used in the product

The product contains, among other things, Open Source Software files, as defined
below, developed by third parties and licensed under an Open Source Software
license. These Open Source Software files are protected by copyright. Your right to
use the Open Source Software is governed by the relevant applicable Open Source
Software license conditions.

Your compliance with those license conditions will entitle you to use the Open Source
Software as foreseen in the relevant license. In the event of conflicts between other
Hirschmann Automation and Control GmbH license conditions applicable to the
product and the Open Source Software license conditions, the Open Source Software
conditions shall prevail. The Open Source Software is provided royalty-free (i.e. no
fees are charged for exercising the licensed rights). Open Source Software contained
in this product and the respective Open Source Software licenses are stated below.

If Open Source Software contained in this product is licensed under GNU General
Public License (GPL), GNU Lesser General Public License (LGPL), Mozilla Public
License (MPL) or any other Open Source Software license, which requires that source
code is to be made available and such source code is not already delivered together
with the product, you can order the corresponding source code of the Open Source
Software from Hirschmann Automation and Control GmbH - against payment of the
shipping and handling charges - for a period of at least 3 years since purchase of the
product. Please send your specific request, within three years of the purchase date of
this product, together with the name and ID number of the product to be found at the
label of the product to:

Hirschmann Automation and Control GmbH
Head of R&D

Stuttgarter Strasse 45-51

72654 Neckartenzlingen

Germany

Warranty regarding further use of the Open Source Software

Hirschmann Automation and Control GmbH provides no warranty for the Open Source
Software contained in this product, if such Open Source Software is used in any
manner other than intended by Hirschmann Automation and Control GmbH. The
licenses listed below define the warranty, if any, from the authors or licensors of the
Open Source Software. Hirschmann Automation and Control GmbH specifically
disclaims any warranty for defects caused by altering any Open Source Software or
the product's configuration. Any warranty claims against Hirschmann Automation and
Control GmbH in the event that the Open Source Software contained in this product
infringes the intellectual property rights of a third party are excluded.
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The following disclaimer applies to the GPL and LGPL components in relation to the
rights holders:

"This program is distributed in the hope that it will be useful, but WITHOUT ANY
WARRANTY:; without even the implied warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE. See the GNU General Public License and the GNU Lesser
General Public License for more details."

For the remaining open source components, the liability exclusions of the rights holders in
the respective license texts apply.

Technical support, if any, will only be provided for unmodified software.

Software contained in the product

You can find the software components which are part of the product and the applicable
license terms in the licenses_HILCOS_10_34.txt file respectively license folder that is
included in the HILCOS 10.34 software bundle.
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Related Documents

Further documentation can be found as PDF files for downloading on
the Internet at:
https://www.doc.hirschmann.com
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Key

The designations used in this manual have the following meanings:

List
O Work step
Subheading
Link Cross-reference with link
Note: A note emphasizes an important fact or draws your attention to a dependency.

Courier ASCIIrepresentation in user interface

- Execution in the Graphical User Interface (Web-based Interface user interface)
Execution in the Command Line Interface user interface

Symbols used:

WLAN access point
(p)

Router with firewall

Switch with firewall

Router

Switch

Bridge
o
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[¥]

Hub

A random computer

m D

Configuration Computer

@)

Server

PLC -
Programmable logic
controller

o

110 -
Robot
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Device Roles

1 Device Roles

Wireless local area networks (WLANS) can either extend or replace a
traditional cable-based network. In some cases, a wireless LAN provides
new application design possibilities, providing streamlined work flows and
cost savings.

Note: Graphics displayed in the manual may differ from those displayed on
your PC as a consequence of hardware and firmware revisions.

You can use the OpenBAT device in many different roles, depending upon
the specific features and the requirements of your network design. These
roles include:

Access Point:
The OpenBAT device enables Client devices to gain wireless access to a
cable-based local area network.

WLAN Bridge:
Two OpenBAT devices provide a wireless point-to-point communication
link between two typically cable-based LANSs.

WLAN Bridge Relay:

Two or more dual-radio OpenBAT devices serve as message relay
stations, providing a communication link between two typically cable-
based LANSs.

WLAN Distribution Point:
A single master OpenBAT device connects multiple slave Access Points
to a central LAN in a point-to-multipoint design.
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Device Roles

WLAN Client:
A OpenBAT device is designed or configured to serve as Ethernet

adapter and provide a wireless communication link to a WLAN Access
Point.

WLAN Roaming Client:

WLAN clients wirelessly connect one or more mobile units as they move
between multiple WLAN access points, providing continuous, dynamic
communications.

Each of these roles is briefly described below. The following chapter
describes how to configure OpenBAT devices to perform each of these roles.

32
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Device Roles 1.1 Access Point

1.1 Access Point

The OpenBAT device can function as central Access Point, connected to
multiple wireless clients. In this application example, a OpenBAT device
provides client access to one or more WLANS and regulates:

— each client's rights to access the radio cell
— communications between clients
— access to networks linked to other networks

In larger scale WLAN scenarios (e.g. in companies with facilities extending
between several buildings or floors), multiple Access Points can provide
WLAN Clients with access to a common, shared network. The clients can
roam between the different Access Points, if necessary. Such a design is
commonly referred to as campus coverage because this solution has been
adopted by a large number of colleges and universities to provide students
and staff with network access.

Figure 1: A single access point connected to wireless clients
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Device Roles 1.2 WLAN Bridge (point-to-point)

1.2 WLAN Bridge (point-to-point)

Outdoor WLAN systems are especially useful for providing a point-to-point
(P2P) link between two Access Points. This design makes it possible, for
example, to easily integrate a remote production building into the company
network using two OpenBAT devices.

Figure 2: A wireless link between two access points

You can also use a point-to-point connection to span difficult terrain (such as
mountainous areas or water) to provide network access in areas where
cabling would be too expensive. With a direct line of sight between the two
access points and a sufficient Fresnel zone, you can bridge distances of
several kilometers by this type of wireless link.
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Device Roles

1.2 WLAN Bridge (point-to-point)

()

=

()

Figure 3: Point-to-point connection with a direct line of sight
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Device Roles 1.3 WLAN Bridge Relay

1.3 WLAN Bridge Relay

Sometimes the required distance between two Access Points may exceed
the maximum radio range of a wireless link. Also, physical obstacles may
exist that prevent an uninterrupted line-of-sight connection between two
Access Points.

In these cases, you can connect the two end points by stringing together
multiple Access Points, where each intermediate Access Point is equipped
with two radios. Because the intermediate Access Points often operate solely
as relay stations, this design is referred to as Relay mode.

| ’ ((‘1’))

Figure 4: WLAN bridge in relay mode

OpenBAT Devices can run several P2P connections simultaneously on each
wireless module, in addition to supporting WLAN Clients. However, for
performance reasons, we recommend the use of OpenBAT devices with two
wireless modules for the relay stations. If you use directional antennas, the
relay station needs to be equipped with two radios.
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Device Roles 1.4 WLAN Distribution Point - (Point-
to-Multipoint)

1.4 WLAN Distribution Point -
(Point-to-Multipoint)

A special type of wireless link is the connection of several distributed access
points to a central point—the point-to-multipoint (P2MP) WLAN or Wireless
Distribution System (WDS). With this mode of operation you can establish
connections for several buildings on a company's premises with the central
administrative building, for example. This mode of operation makes it
possible, for example, for several buildings on a company's premises to be
connected to the central administrative building. The central access point or
wireless router is configured as 'master’ and the remote stations as 'slaves’.

m
i

() ST

()
((‘T’)) ! ” Il

[
m

bl |

Figure 5: Point-to-multipoint wireless LAN

Note: A device can simultaneously establish both point-to-point and point-to-
multipoint links.
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Device Roles 1.5 WLAN Client

1.5 WLAN Client

A WLAN Client can be either:
equipped with an Ethernet interface (for example, a PC or printer), or

an Access Point that is configured to serve as conventional wireless LAN
adapter and not utilize its full capability as Access Point.

You can purchase special OpenBAT devices that can operate exclusively as
WLAN Clients.

1: Authentication, Authorization and Accounting server 3: WLAN client with printer
2: WLAN device in Access Point mode 4: WLAN client with PC
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Device Roles 1.6 WLAN Roaming Clients

1.6 WLAN Roaming Clients

Using OpenBAT devices, you can develop WLAN systems in industrial
environments for the transmission of data to mobile objects. In the following
logistics example, fork-lift trucks remain continuously connected to the
company network via the WLAN. When combined with mobile barcode
scanners, this system permits real-time monitoring of the inventory flow
within a warehouse. Data obtained in this system pass through to an
inventory control system, which continuously provides up-to-the-minute
information on current inventories.

ann !
AR RRRR DOD

Figure 6: A WLAN client roaming between access points
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Device Roles

1.6 WLAN Roaming Clients

40

Configuration Guide HILCOS



Configuration Tools

2 Configuration Tools

The OpenBAT devices support a broad range of configuration software.

LANconfig: OpenBAT device parameters can be set quickly and easily
using this Windows-based application. Outband, inband and remote
configurations are simultaneously supported, even for multiple devices.

WEBconfig: This software is permanently installed in the device. All that
is required on the configuration workstation is a web browser. In HILCOS
version 8.80 and above you can alternatively use the LANconfig-internal
browser for accessing WEBconfig.

WEBconfig itself works independently of the OS you run. Inband and
remote configurations are supported.

Configuring via SNMP: Device-independent applications for the
management of IP networks are generally based on the SNMP protocol.
The SNMP-based configuration of OpenBAT devices can be
accomplished by both inband and remote access.

Terminal program, Telnet: You can configure a OpenBAT device with a
terminal program via the configuration interface (e.g. HyperTerminal) or
within an IP network (e.g. Telnet).

tftp: Trivial file transfer protocol (tftp) can also be used within IP networks
(inband and remote configuration) to configure a OpenBAT device.

The following chapters of this manual present numerous configuration
instructions for the OpenBAT devices. These instructions are presented
using the LANconfig software.
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Configuration Tools

The LANconfig menu structure for configuring an OpenBAT device:

Q@ © - 2 Quickfinder

i Configuration

a %5 Management
&3 General
@ Admin
@ Console
@, Costs

b & Wireless LAN
> @ Interfaces

» () Date & Time

5 [ Log & Trace

» @ Communication
» @ TepP

» G IP Router

» 3 Firewall/QoS

» R Certificates

Display

Display

B - S—

Figure 7: New Configuration of a Device

The WEBconfig menu structure for configuring an OpenBAT device:

_
€5 | (R htp/92168.250/c ONF 2961 760000080 77 - || [ M- Google

42

# Setup Wizards
@ System information Management

Confgustion HIRSCHM/
@ LCOS Menu Tree 43 Logout ACTaTIEE
I File management
7 Extras

@ HTTP-Session
43 Logout

General Admin
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Configuration Tools

2.1 Startup Behavior

When an OpenBAT device is shipped from the factory, it comes pre-
configured with the following default settings:

Each WLAN radio interface is turned OFF.
The WLAN operation mode is set to ‘Managed’.

Consequently, the initial configuration of an OpenBAT device cannot be
performed over the WLAN. Instead, use another means of access (e.g., via
a wired LAN connection) to perform the initial configuration.

Alternatively, you can use a BAT controller to configure the Access Points
conveniently from a central instance. You will find information on configuring
the BAT controller under ,Central WLAN Management".
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Configuration Tools 2.2 Online versus Offline Configura-
tion

2.2 Online versus Offline
Configuration

You can configure an OpenBAT device either online or offline. Each
approach has its advantages:

Online configuration is immediate—you are configuring device properties
in real time.

Offline configuration can be conducted in the controlled environment of
your configuration PC. Offline configuration produces a configuration file
that can be modified and re-used for similar devices.
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Configuration Tools 2.3 Downloading the Configuration

File

2.3 Downloading the

Configuration File

After you have created a configuration file offline, you can assign this
configuration to a specific device using the LANconfig software.

O

O

Use automatic discovery to ‘find’ the device:

L] SelectrFile : Find devices. The LANconfig software searches
for all devices and lists the devices found.

Select the device you want to configure, then go to the main menu and
select: Device : Configuration Management : Restore from
file

In the ‘Restore Configuration’ dialog, navigate to and select the saved
configuration file for the selected device, and click ‘Open’.

The selected configuration file settings are applied to the device.

Note: For a more detailed description of the process of loading a
configuration file to a device, see the “HILCOS Operation and Maintenance
Guide”.
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Configuration Tools 2.3 Downloading the Configuration
File
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Configuring the Device

3 Configuring the Device

The following examples describe how you can configure OpenBAT devices
in offline mode for use in the following specific applications.

WLAN Bridge (same subnet): Two OpenBAT devices configured as
Access Points, forming a point-to-point WLAN bridge connecting two
segments of the same subnet

WLAN Bridge (different subnets): Two OpenBAT devices in router mode
configured as Access Points, forming a point-to-point WLAN bridge
connecting two segments of different subnets

WLAN Bridge Relay (same subnet): Two OpenBAT devices configured as
Access Points, connected via a third OpenBAT device that serves as a
relay device. Together, they form a point-to-point WLAN bridge.

Point-to-Multipoint (same subnet): A single OpenBAT device configured
as an Access Point for WLAN Clients, where both the wireless network
and the wired network backbone are part of the same subnet

Point-to-Multipoint (different subnets): A single OpenBAT device
configured both as Access Point and as DHCP server for WLAN Clients.
In this example, WLAN and wired network are located on different
subnets.

Roaming Client (different subnets): An example of a WLAN device that is
configured to access a wireless LAN and obtain its IP address from a
DHCP server.

In each of these examples, an OpenBAT device is configured offline, then the
configuration file is downloaded to the individual device.
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Configuring the Device 3.1 Creating a Configuration File

3.1 Creating a Configuration File

For all offline configurations, begin by creating a configuration file. The
configuration file will contain the settings required to configure the device for
service in a specific role. There are two ways to begin to create a new file:

In the LANconfig tool's main menu, select:
Edit :New Configuration File, Or

In Windows Explorer, within a folder that you have created to hold your
configuration files, click the right mouse button to open a pop-up menu,
then select:

New : Hirschmann LANconfig Configuration

In either case, the ‘New Configuration File’ dialog opens. Follow the work-
steps, set forth below, to create a new LANconfig file.

U In the ‘New Configuration File’ dialog, specify both the ‘Device type’ and
the ‘Firmware version’ of the OpenBAT device you want to configure:

Select the device that wou want to create a new configuration file For,

2]
Device bype: Firrwate version:  Counkry settings:
F- §.50 w Mone w
BAT-Controller WLEL00 | Software options:
BAT-Controller WLZ1000 -
BAT-Contraller WLC200 [CIPublic Spot ¥L
BAT-Controller WLE2S [IWLC AP Upgrade

BAT-Controller WLCS0

BAT-Controller WLCS00

BAT300-F

BATZ00-F (FCC) v

AATAAA e

QK ] [ Cancel

In this example, do the following:
— Device Type: Select a device.
— Firmware version: 8.80
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Configuring the Device 3.1 Creating a Configuration File

— Country settings: Select a country. To ensure your device operates
WLAN networks with the correct parameters, the device must be
introduced to its national site. If you don't select any country settings,
the device will allow only parameters that are permitted worldwide!

— Software options: Add configuration settings for additionally
purchased software options to the basic configuration dialog by
selecting its dedicated entry.

— Click ‘OK".

The following dialog opens:

@O- 2 |
{7 Configuration
= ’ﬂg’ Management Location: | |
xR aeneral
P Admin
3 Console
éJ Costs
E Display
& Wireless LAN
2 Interfaces Commets
(%) Date & Time | | | |
[ Log & Trace
Q Cammunication | | | |
| | | |
| | | |

Device name: | |

Adrinistratar: | |

@ 1Pv4

@ 1Py

5 1P Router
E Eg;wall,l‘QoS |nfarmation

ﬁ Certificates Device type:

(@ COMPorts Hardware release:
[ metBIOS
‘™) Public-Spok )
i RADIUS Server Serial number:
@& Least-Cost-Router Froduct code:

Firmwaare wersion:
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Configuring the Device 3.1 Creating a Configuration File

1 Do the following:
1 Type in a Device name. In this example, type in ‘LEFT".
[ Click ‘OK’ to save the device configuration file.

1 Do one of the following:

— If you are working in the LANconfig tool, the ‘Save Configuration File
dialog opens. After navigating to the desired storage location, click
‘Save’ to save the new file.

— If you are working in Windows Explorer, the 'Advanced’ dialog opens.
Click 'Cancel’ to close this dialog. The new LANconfig file is saved in
the Windows Explorer folder in which you are working.

You have created and saved a new LANconfig file. The following sections
describe how to configure this file for use in a specific role.
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

3.2 Access Point for Multiple
Wireless Clients

This example describes the configuration of a single OpenBAT device (AP-
1) to serve as Access Point connecting multiple WLAN Clients to a wired
network. Both the wired and wireless networks are part of the same subnet.
Each WLAN Client needs to select the network name (SSID) and input a pre-
configured passphrase to gain access to the wireless network.

The particular IP address of any device, including both the Access Point and
any WLAN Client, is not important to this design. Although the IP address for
the Access Point is manually input in this example, it could instead be
assigned by a DHCP server.

By deploying the completed device configuration file to multiple Access
Points connected to your wired network backbone — and only changing the
IP address for each Access Point — a WLAN Client could roam and stay
connected to the network through a number of different Access Points.

SSID = Company_1
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

Refer to the sample WLAN Client configuration (see on page 89) for
instructions on how to set-up the clients.

The significant configuration settings for the device are as follows:

Station Name: AP-1

Role: Access Point
Number of interfaces/channels used: 1/1

Network name (SSID): Company_1
WPA passphrase: CompanyPW

Perform the following tasks to create a configuration for a OpenBAT device
used in this role:

L1 Create a new configuration file
[0 Configure the basic settings

I Configure the wireless LAN settings

3.2.1 Creating a New Configuration File
There are two ways to create a new configuration file:

0 In the LANconfig tool's main menu, select:
Edit :New Configuration File, Or

O In Windows Explorer, within a folder that you have created to hold your
configuration files, click the right mouse button to open a pop-up menu,
then select:

New : Hirschmann LANconfig Configuration
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

In either case, the ‘New Configuration File’ dialog opens. Follow the work-
steps, set forth below, to create a new LANconfig file.

0 In the ‘New Configuration File’ dialog, specify both the ‘Device type’ and
the ‘Firmware version’ of the OpenBAT device you want to configure:

New Configuration File

Select the device that wou want to create a new configuration File For.

Device bype: Eirmware version:  Counkry settings:

R EED v [one v

BAT-Controller WLC100
BAT-Controller wWLC1000 -
BAT-Contraller WLC200 ClPublic Spat XL
BAT-Cantroller WLC25 [WLC AP Upgrade
BAT-Controller WLZS0
BAT-Controller WLZS00
BAT300-F

BAT300-F (FCC)

AT

Software options:

oK l [ Cancel

In this example, do the following:

— Device Type: Select a device.

— Firmware version: 8.80

— Country settings: Select a country. To ensure your device operates
WLAN networks with the correct parameters, the device must be
introduced to its national site. If you don't select any country settings,
the device will allow only parameters that are permitted worldwide!
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Configuring the Device

3.2 Access Point for Multiple Wireless

Clients

— Software options: Add configuration settings for additionally
purchased software options to the basic configuration dialog by
selecting its dedicated entry.

— Click ‘'OK’.

The following dialog opens:

@ ©- [Rown
{7 Configuration
= ‘Qg fManagement

& Admin
3 Console
55; Costs
@ Display
& Wireless LAN
2 Interfaces
(%) Date & Time
[ Log & Trace
@ Communication
@ 1Pv4
@ 1Py
5 1P Router
B FirewallfQos
¥ VPN
B cCertificates
™ COMPorts
[ metBIOS
‘™) Public-Spok
f2y RADILS Server
@& Least-Cost-Router
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Device name:
Location:

Adrinistratar:

Camments

Infarmation
Device type:
Hardware releaze:
Firmwaare wersion:
Serial number:

Product code:
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

1 Do the following:
I Type in a Device name. In this example, type in 'AP-1".

[0 Click 'OK’ to save the device configuration file.

1 Do one of the following:

— If you are working in the LANconfig tool, the ‘Save Configuration File’
dialog opens. After navigating to the desired storage location, click
‘Save’ to save the new file.

— Ifyou are working in Windows Explorer, the 'Advanced’ dialog opens.
Click 'Cancel’ to close this dialog. The new LANconfig file is saved in
the Windows Explorer folder in which you are working.

[0 Open Windows Explorer, navigate to the new file, and change its name to
AP-1.1cf.

You have created and saved a new LANconfig file. The following sections
describe how to configure this file for use as a wireless access point.

3.2.2 Configuring Basic Settings

Use the LANconfig Setup Wizard to configure the following basic settings for
the device configuration file:

— device name

— password

— DHCP mode

— TCP/IP settings
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

— time synchronization settings

— optional device descriptions

0 To start the Setup Wizard:
I In Windows Explorer, select the newly created LANconfig file, then

I Click the right mouse button to open a pop-up menu, then select
Setup Wizard.

O In the Setup Wizard, select 'Basic settings’:

% Setup Wizard for AP-1. lcf El

Setup Wizard for AP-1.Icf

Thiz wizard lets vou configure your device for specific
applications quickly and eazily.

what do you want to do?

' Ltirg:
?g{ Configure 'WLAN
?g{ Setup Intermet access

?g{ Remove remote site or access
‘ﬁ. Check security settings

g‘{ Configure: Dynamic DMNS

Click 'Next'.

O The wizard displays the following introduction:

N

Setup Wizard for AP-1_Icf
Bazic settings

Before wou can set up your new device, a few settings must be made for operation
within yoLr mebwork.

Thig wizard will prompt vou to enter all of the necesszany settings.
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

Click 'Next'.

O Input a device name:

% Setup Wizard for AP-1. Icf

Setup Wizard for AP-1_Icf
B asic zettingz

Fleaze specify the name of your device

Device name: |.t’-'«F'-1

The device name is a helpful identification attibute, particularly if you manage
multiple devices of the same wpe. Otherwize the divice name will remain the:
standard name.

For the purpose of this example, use the name 'AP-1".

Note: The default device name is a concatenation of the device
part number and the last 3 octets of the device MAC address.

Click 'Next'.
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

I The following screen opens, where you need to enter a password in one
of the following ways:

Select 'Show’ (below) to display the default password ('private’) then
do one of the following:

- accept the default password

- type in a new password

- click 'Generate password'’ to let the wizard input a new password

_ Setup Wizard

Basic settings
Configuration access

Enter a paszward to pratect thiz device's configuration. Afterwards, the configuration
can anly be read or changed using thiz passward.

Pazsword: private Show

[ Generate password ]I

Allow device access via follwing network s:

() Local networks

() Local and remate netwarks [anly via WPH]

{7 Local and remate networks [only encrvpted protocals)

Send config changes via command line interface to SYSLOG server

De-select 'Show’ (below) then either accept the default password
(‘private’) or type in a new one. In either case, re-type the password in
the 'Repeat’ field.
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Configuring the Device 3.2 Access Point for Multiple Wireless
Clients

_# Setup Wizard for, MyDevice

Basic settings
Configuration access

Enter a pagzword to protect this device’s configuration. Aftenwardz, the configuration
can only be read or changed uzing thiz password.

Faszzwoard: TTIIIL D Show
Bepeat: [TITITTTY

Allow device access via following networks:

() Local networks

(") Local and remate networks [anly via WPH)
() Local and remate netwarks [only encrupted protacals)

Send config changes via command line interface to SYSLOG zerver

Set the networks permitted to access the device. If you restrict access
to local networks, only PCs that are directly connected to the local area
network by cable or wireless can access the device configuration.

Note: The assistent indicates the different security levels of passwords
color-coded. Insecure passwords are highlighted in red, conditionally
secure ones are highlighted in yellow, and secure to very secure ones are
highlighted in white.

O Identify the DHCP mode of the OpenBAT device:
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% Setup Wizard for AP-1. lcf

Setup Wizard for AP-1_Icf
Bazic settings

Select the DHCP mode of your device.

Az pou do already operate a DHCP zerver whithin vour local network., you should
operate this device in 'DHCP client made' or 'DHCP server off',

DHEP mad: R ~ |

@ When zet to 'Client’, all further TCPAP settings will be configured by your device
itzelf autamatically. *When zet to 'O, you have to configure further TCPAP
zettings an the following pages.

@ IF there iz not already 8 DHCP zerver whithin your local network, you may select
the operating mode "Server’. If the device works as a DHCP server it will dothe
TCPAP configuration of ather dervices in your local nebwark. automatically. For thiz
device vou have to canfigure further TCPAP zettingz an the following pages.

Select one of the following DHCP modes:

— Off:
The device functions neither as DHCP client nor as DHCP server. In
this mode, you need to manually input the IP address settings.

— Server:
The OpenBAT device functions as DHCP server and provides
IP address settings to other network devices.

— Client:
This setting causes the OpenBAT device to request the IP address
settings from a DHCP server on the network.

If a DHCP server exists on your network, select the ‘DHCP mode’ of ‘Off’.
The default ‘DHCP mode’ setting of ‘Client’ can override a manually
assigned IP address.

Note: Your DHCP mode selection determines the next screen displayed
by the Setup Wizard.

For the purpose of this example, select 'Off’, then click 'Next'.

U Input the TCP/IP settings for the OpenBAT device:
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%  Setup Wizard for AP-1.1cf

Setup Wizard for AP-1.Icf
Bazic zettings

Flease assign a local network [P address to this device, along with the relevant

netmask.
IP address: [192.168.200.100
Netmask: | 255.255.255.0

The default gateway addreszs of your local network, iz needed, for example, to use an
external DMS zerver,

Gateway address: |1 92.168.2001

A DMNE zerver Addiezs iz needed, for example, to resolve the domain name of an
external time server.

DM zerver |192.188.2DEI.‘|

For the purpose of this example, these settings are:
— IP address: 192.168.200.100

— Netmask: 255.255.255.0

— Gateway address: 192.168.200.1

— DNS server: 192.168.200.1

Click 'Next'.
[0 The wizard prompts you to identify your national timezone, prevailing

changeover rules and a time synchronization server that will set the
system time for the OpenBAT device:
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_* Setup Wizard

Basic settings
Syater Time Settings

Please select the appropriate time zone and davhght zaving bme of your location,

Time zone: | +07: Berlin, Bruzsels, Paris, » |

Daylight zaving time: |Autnmatic -Europe [EL) » |

Here you may chooze the domain name ar enter the 1P address of the time server for
zynchronizing the device time.

Time zemver ||:u:un|.ntp.org w |

ﬁi)The prezelected walue will be a good choice in most cazes.
\h_.'

Select a time server from the list, or type in its IP address.

Click 'Next'.

1 The wizard shows the following screen for optional information on the
location of the device, its administrator, and any comments relating to the
OpenBAT device.

% Setup Wizard for AP-1. Icf

Setup Wizard for AP-1_Icf
B asic zettings

These fields are aptional but recaommended ta bl if vou have to manage mare than only
ohe device,

Location: ||

Administrator:

Comments:
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Click 'Next'.

O Click 'Finish’ to complete configuration of the basic settings (below):

% . Setup Wizard for AP-1. lcf

Setup Wizard for AP-1.Icf

‘rou have configured all necessary basic zettings required for a
proper device startup.

Flease select Finizh' to apply the new settings.

The process may take about B0 seconds. After that the
zetup wizard restartz and further sethings may be done.

3.2.3 Configuring Wireless LAN Settings

WLAN settings can be made using either the LANconfig tool’'s discrete
configuration screens or the Setup Wizard. This task is most easily
accomplished using the wizard.
[ To start the Setup Wizard:
I In Windows Explorer, select the current LANconfig file, then
LI Click the right mouse button to open a pop-up menu, then select
Setup Wizard.

I In the wizard, select 'Configure WLAN’ (below):
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< Setup Wizard for AP-1.lcf 3

Setup Wizard for AP-1.Icf

Thigz wizard letz pou configure pour device for specific
applications quickly and eazily.

‘what do you want to do?

?;‘{. Baszic seftings
*~ Configure WwLAN

?;‘{. Setup Intermet access

?;‘{. Remove remote site or access
?;‘{. Check security settings

?}Q Configure Dynamic DMNS

Click 'Next'.

[0 Select the country in which the OpenBAT device is operated:

= Setup Wizard for AP-1. lcf

Configure WLAN
Edit phyzical WLAN settings

The device muzt know itz country lacation in order bo use the comect wireless base
zettings.

Please select the country in which the desvice will be operated.

County T ~ |

Note: The country designation determines the available frequencies.

Click 'Next'.

[0 Select a WLAN interface to configure:
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_* Setup Wizard for AP-1.Icf

Configure WLAN o
WLAN interface selection \

The device supportz bwo physical wiLAN interfacesz. Pleaze zelect the one to configure.

WLAM interface to change: | PR EARRGIEEREN]

Current 'WLAN interfaces settings:
WLAM interface 1: Managed [fccess point)
WLAM interface 2; Managed [fccess point)

A device can have multiple WLAN interfaces. Here, the selected device
has two (2) interfaces. By default, both interfaces are enabled.

Note: You can configure one WLAN interface at a time. After selecting an
interface, proceed through the wizard’'s remaining pages and finish
configuration for the selected interface. Thereafter, re-start the Configure
WLAN wizard and configure the other WLAN interface.

Select 'WLAN interface 2’ as the WLAN interface to configure (above),
then click 'Next'.

[0 The next step is to enable or disable the selected WLAN interface:
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% Setup Wizard for, AP-1. Icf

H

Configure WLAN
Edit phyzical WLAN settings

Select the operating mode of the WLAN nterface.

WLAN operation mode: o

@ IF pou gelect ‘Bocess point' [default], clientz [e.g. notebooks] can login to this
interface and wou will be able to establizh WLAN point-to-point or relay
cohnections via this interface.

@ IF wou zelect "Station' and the connected AP 1z aTCS too, you wall have the
pozgihility bo zelect the ransparent chent mode later on. This mode will not replace
all trangmitted MALC addrezzes with the one of the WwWLAN adapter.

@ IF pou gelect Managed', no further configuration will be made here, The AP then
tries to connect to a WLAM contraller [WLE] to configure this WLAN interface.

A point-to-point WLAN bridge requires just a single interface. In this
example, the currently selected interface—WLAN interface 2—will be
disabled. (You will later configure WLAN interface 1 to support the point-
to-point WLAN bridge.)

Disable WLAN interface 2 by setting its "'WLAN operation mode’ to 'Off’
(above), then click ‘Next'.

The wizard notifies you that you are about to disable interface 2:

% Setup Wizard for AP-1. Icf

66

Configure WLAN
wiarning - WLAM interface dizabled

& r'ou hawve selected to dizable the WLAM interface. Please take into account that it
iz no longer possible for any client station to connect ta thiz WLAN interfface of the
AP. Configured WLAN Paint-2-Point tunnels will na longer be available.

Click 'Next'.
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1 Complete the configuration of WLAN interface 2:

% . Setup Wizard for AP-1. lcf

Setup Wizard for AP-1.Icf

rou have successfully changed the \WLAMN zettings.

Open the following table to get an overview of the changes
made.

Surnmary of zettings...

Select Finizh' to apply the new settings.

Click 'Finish’.

O Return to the Windows Explorer folder where the file LANconfig file is
saved, then do the following:

— select the LANconfig file (aP-1.1cf)
— click the right mouse button to open a pop-up menu

— select Setup Wizard

O In the LANconfig Setup Wizard:
[0 select 'Configure WLAN’

O click 'Next’ two times, or until the wizard displays the WLAN interface
selection screen

_* Setup Wizard for AP-1.Icf

Configure WLAN
WLAN interface selection

The device supportz bwo physical wiLAN interfacesz. Pleaze zelect the one to configure.

WLAM interface to change: | PR EARRGIEEREN]

Current 'WLAN interfaces settings:

WLAM interface 1: Managed [fccess point)
WLAMN interface 2: Off
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Note: This screen indicates that WLAN interface 2 has been turned off.
The next step is to configure WLAN interface 1.

Select 'WLAN interface 1’ as the "'WLAN interface to change’.

Click 'Next'.

1 Specify an operation mode for the interface (WLAN interface 1):

% . Setup Wizard for AP-1. Icf

68

Configure WLAN

Edit phyzical WLAM settings

Select the operating mode of the WLAN interface.

WLAM operation maode:

@ IF wou zelect ‘Bocess: point’ [default], clientz [e.g. notebooks] can login to this
interface and wou will be able to establizh WLAN point-to-point or relay
cohnections via this interface.

@ IF pou zelect 'Station' and the connected AF iz a TCS too, you will have the
pozsibility to select the transparent chent mode later on. This mode will nat replace
all trangmitted MAC addrezses with the one of the WLAN adapter.

@ IF pou gelect Managed', no further configuration will be made here, The AP then
tries to connect to a WLAM contraller [WLE] to configure this WLAN interface.

WLAN operation modes include:

Access Point:

The device serves as a base station, and can establish links to another
access point (point-to-point), to remote clients, or to both remote
access points and remote clients.

Client:

The device serves as Client and needs to log into an Access Point. In
this role, the device can link a cabled network to a WLAN over a
wireless connection.

Managed (Access point):
The device operates as an Access point, but searches for a central
WLAN controller it can obtain a configuration from.
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Select 'Access point’, then click 'Next'.

O Enter settings for the wireless frequency and channels over which the
device will operate, and indicate whether you wish to configure additional
performance-enhancing settings:

~ Setup Wizard for AP-1.Icf

Configure WLAN
Edit phyzical WLAM settings

Select the frequency band and a radio channel for your first wirgless netwark interface.
Fleaze naote that in some countries not all available channel: may be used.

Frequency band: 24 GHz (80211a/b/n]  »

Channel nurmber: Channel 10 [2.457 GHz]  +

Automatic Channel S election warks only for DFS enabled channels. Ta verify if you
need to configure a fiked channel, pleaze use the “'show wlan'' command an the CLI of
the device. The target country has to be configured in advance for this.

kW ake further expert settings to increaze the wiLaM performance.

The specific antennas you plan to use will determine how you complete
this dialog. For the purpose of this example, enter the following settings:

— Frequency band: 2.4 GHz
— Channel number: Channel 10 (2.457 GHz)

— Select ‘Make further explicit settings to increase the WLAN
performance’.

(This option gets the set-up wizard to display additional configuration

screens for QoS and IGMP snooping.)

— Choose: ‘Antennas other than the default antennas are connected to

the device.’
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_* Setup-Assistent fiin AP-1.Icf

WwWLAN konfigurieren
Phwsik alizche WLaN-Eingtellungen bearbeiten

WWelche Antennen vensenden Sie?
() Die mitgelieferten Standard- bzw. internen Antennen werden verwendet

() Andere alz die Standard-Antennen sind mit dem Gerat verbunden [Experten-Einstell.)

[0 Check the antenna settings:

_* Setup Wizard for AP-1.Icf

Configure WLAN
Edit phyzical WLAN settings

Pleaze check the follmying necessary antenna sethings.

Antenna gain: |E1 dBi

The operatar of a WLAM radio installation iz responzible for the accordance to

S regulatory T power limitations. Hirschmann supports wou in this by adapting the
T power of the WLAN interface if country settings and comect input of the
antenna gain [= antenna gain - cable attenuation - atterwation of a ightning
arester] are made.

the calculated antenna gain is 8 dBi for this example

[ Click 'Next'.
The wizard presents settings that can be used to increase data
transmission rates:
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_* Setup Wizard for AP-1.Icf

Edit physical WLAN settings
Additional settings far your wirgless network, interface.

Select from the further optional methods to improwve data transmizsion rates.

Enable QoS5 according to 802,11 MWHME)

Data packets with the highest priority are forwarded before packets with lower
= pricrity. On disabled QoS the packet prionization iz not taken into account. Al
packets are treated equal.

IGMP shooping enabled
Packets that are part of the Internet Group Management Protocal [IGMP] narmally

= are flooded to all ports tppically at a low rate. IGMP shooping can smartly reduce
thiz traffic by tracking IGMFP relevant ports.

You can enable or disable the following services:
— QoS
— IGMP Snooping

For the purpose of this example, all available data rate enhancing options

are selected.

Click 'Next'.

O Indicate what will be configured—a point-to-point site or a WLAN network:
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% Setup Wizard for, AP-1. Icf

Setup Wizard for AP-1_Icf
Configure 'WLAN

EachWL&N interface can span 'WLAN networks [S510s] and connect to Point-to-Point
remaote access poinks.

" Configure WLAN network
(™ Configure WLAN Point-to-Paint remate zite

IF pou configure your "WLAN network, for the first time and intend to connect
several WLAN access points via 'WLAN Point-to-Point, it iz recommended to start
configuring the *WLAN Point-to-Point remote sites.

Select 'Configure WLAN network’, then click 'Next'.

[0 Select the network to configure:

% Setup Wizard for, AP-1. Icf

Configure WLAN
WLAN network, selection

Select the wLAN network to edit.
WLAN network:

Flease take into account that the enciyption zettings of the 1. WLAN netwark, are
alzo uzed for all WLAN Point-to-Point connections on this WLAN interface, even if
thiz WLAN network 1z switched off far client login.

For the WLAN network, select 'WLAN-1-1". This indicates that this access
point will use channel 1 on interface 1.

Click 'Next'.

U Indicate that changes are to be made to the WLAN network:
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% Setup Wizard for, AP-1. Icf

Configure WLAN
Edit WLAN netwark

Wehat do o want bo dao with thiz active wilaM nebworky
{* Change the WLAN networki
(" Deactivate the WILAN nebwark

Select 'Change the WLAN network, then click 'Next'.

1 Enter the Network name (also known as the Service Set Identifier or
'SSID’):

_* Setup Wizard

Configure WLAN
Edit WLAN network,

Enter a netwark, name far your wirgless netwark.

Ay name can be used, but the same name must be uzed with all other stations in the
network.

MHetwark name [S5100: Company_1

Handling of 5510 broadoast and probe requests:

() On this radio netwark an 5510 broadeast is perfarmed. The clients will be able to
wiew the network name. Empty probe requests are answered with the S510.

{3 Mo 5510 broadeast is performed. The clients will not be able ta view the netwaork
name [closed network). Empty probe requests are answered without contents.

{7 Ma S5ID broadcast is performed. The clients will nat be able ta view the network
name [closed network). Empty probe requests are not answered at all [reduces net
load if marw clientz expected e.g. at public places or in a stadium).

Also, select whether the device should propagate the specified SSID in its
wireless network. If you disable the SSID broadcast, the device does not
transmit any SSID. This can help keep rogue wireless client devices from
detecting the existence of this network.
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For the purpose of this example:
— Change the SSID to 'Company_1’
— Option "No SSID broadcast is performed [...]".

Click 'Next'.
[0 Specify the transmission encryption protocol:

% Setup Wizard for, AP-1. Icf

Configure WLAN
Edit WLAN netwark. security settings

Activate encreption for pour wirglezs nebwork to allow access only bo authonzed chents
and enciypt all data tranzmisgionz.

o {seWPA-2 [802.111) Enhanced Security with Advanced Enciyption Standard
M PASAES] For encruption

" UseWEP [Wired Equivalent Privacy] for encryption [not recommended!)

" Do not activate encrption for the wirgless LAN [only for public access)

Note: Hirschmann recommends the use of WPA-2 to provide enhanced
security.

Click 'Next'.
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[ The following screen opens, where you enter a password in one of the
following ways:

— Select 'Show’ (below) to enter a WPA passphrase then either:
- type in a new passphrase
- click 'Generate password’ to let the wizard input a new passphrase

_* Setup Wizard

Configure WLAN
Edit WLAN netwark. security settings

E nter the wPa pazzsphraze that will be used to encropt all data tianzmizsions in pour
wirelesz netwark. Thiz passphrase must aleo be get in al WLAN clients.

WA passphraze: Company_1Fw Shiow
Generate pazsward ] ‘

@Ynu muszt enter between 8 and 63 A5 CI characters for this key.

Far higher securniby it iz recommended to use a long key containing zome special
= characters and nurmbers.

-

— deactivate the ‘Show’ checkbox (below) and enter a new WPA
passphrase. For this you use a key with 8 to 63 ASCII characters,
using special characters and numbers if possible. Then repeat the
entry in the ‘Repeat’ field.
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_* Setup Wizard

Configure WLAN
Edit WLAN netwark. security settings

E nter the wPa pazzsphraze that will be used to encropt all data tianzmizsions in pour
wirelesz netwark. Thiz passphrase must aleo be get in al WLAN clients.

WA passphraze: [TTTTTTTITYS [] Show

Bepeat: [TTTTTTTTTYY

@Ynu muszt enter between 8 and 63 A5 CI characters for this key.

Far higher securniby it iz recommended to use a long key containing zome special
"= characters and numbers.

The role of an OpenBAT device in the point-to-point connection
determines how the passphrase is used. If the device is configured as:

— Master: the passphrase is used to check a slave's authorization to
access the network.

— Slave: the passphrase is transferred to the Master to gain wireless
access to the network.

In this example, accept the default password, then click 'Next'.
O Indicate whether the MAC filter will be used by this WLAN:

% Setup Wizard for, AP-1. Icf

Configure WLAN
Edit WLAN netwark. security settings

Ag a further zecunty measure it iz pozsible to filter the client MAC addresses. Thereby
you can selectively grant or refuse access to clients for this WLAN network.

Fou will have the opartunity to edit the client addrezs table an ane of the follawing
pages.
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The OpenBAT device can filter WLAN Client devices based on a list of
MAC addresses. The list can be either a:

blacklist, denying network access to listed MAC addresses, or

whitelist, limiting network access exclusively to listed MAC addresses

Select the '"MAC filter enabled’ checkbox. Later, the MAC filter will be
configured for use as a blacklist.

Click 'Next'.

O Indicate whether client bridge support will be enabled:

% Setup Wizard for AP-1. lcf

Configure WLAN
Edit WLAN netwark

It iz pozsible to negatiake the clisnt bridge mode against TCS stations running in clisnt
mode,

If thiz mode establishes, all Ethernet packets are tranzmitted transparently. The MAC
address of the packets iz not replaced by the MAC address of the WLAM card az usual
in all WlaMs.

Client bridge support; o

@ IF'E xcluzive’ iz selected for this WLAM network only clients supporting this mode
are accepted.

Thiz mode iz currently supported only by TCS stations which must have enabled
client bridge support in client mode zettings far thiz to function,

Client bridge support relates to a network design that consists of:
— an OpenBAT device in the role of Access Point
— an OpenBAT device in the role of client

— one or more remote Ethernet devices connected to the client
OpenBAT device in client mode

Typically, packets sent from a remote Ethernet device to the access point
via the wireless client contain the MAC address of the wireless client,
exclusively. Enabling client bridge support also includes the MAC address
of the remote device.
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Client bridging options are:

— No: client bridging support by the access point is disabled

— Yes: client bridging support by the access point is enabled

— Exclusive: wireless clients with enabled client bridging can
communicate with the access point

For this example, select 'No’ to disable client bridging, then click 'Next'.

[0 Specify how transmission speed between the access point and wireless
clients will be determined:

% Setup Wizard for AP-1. Icf

Configure WLAN +¥

Edit WLAN netwark, \

Tranzmizzion speed iz normally controlled dynamically on each client depending on
radio reception. You can dizable this automatic and set the communication speed

manually.
Miriirnum trarmit rate; I -
A aximum tratsmit rate: |ﬁ1‘-.ut0 j

Select 'Auto’ for both the ‘Minimum transmit rate’ and the
‘Maximum transmit rate’, then click 'Next'.

L Enter settings for the MAC filter:
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% Setup Wizard for, AP-1. Icf

Configure WLAN
Edit global WLAM settings

[ ata hraffic between the wirgless LaM and your local network. can be restricted as

required by excluding individual stations PwfLaM clientz] ar only enabling specified
statians,

Operation of station list [MAL filter]:

(s Filter out the stations listed in the following table

" Allow only the stations listed in the following table

Stationz...

@ Here you alzo can enter individual pazzphrazes [LEPS] for each physical address
[MALC), which will be used with 802,11 AWPASAES-PSK protected netiwarks,

[0 Select 'Filter out the stations listed in the following table’ (above), then
click the 'Stations..." button to open the following table:

Stations

MAC address | Mame | Passphrase | TX bandwidth limit | R bandwidth limit | Comment | WLAM ID | oK
Cancel
2
2

| | |

O Click 'Add..." (above) to open the ‘New Entry’ dialog (below):
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Stations - Mews Entry

MAC address:

QK |

Cancel |

Marne:

T¥% bandwidth limit: 0

R bandwidth lirnit:

|
|
Passphrase (optional); |
|
|0

‘fau can comment on this entry as desired,

Cornrment: |

WLAN 10 |o

Use the’ New Entry’ dialog to add individual wireless client stations
that will be denied access to the network. The lone parameter that
needs to be configured for access denial is 'MAC address’.

Note: When creating a 'whitelist', you can use:

- the Passphrase field to assign a device-specific passphrase
- the Bandwidth fields to restrict transmissions to a specific bandwidth

- the VLAN ID field to assign a client device to a VLAN

Click 'OK’ to add a station. After all stations are added (one at a time),
click 'OK’ to close the list and return to the Configure WLAN wizard.

You are now ready to complete the configuration of the access point for

the wireless network:

80
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% Setup Wizard for, AP-1. Icf

Setup Wizard for AP-1.Icf

rou have successfully changed the \WLAN zettings.

Open the fallowing table to get an overview of the changes
made.

Summary of zettings...

Select Finizh' to apply the new settings.

O Click on the 'Summary of settings...” button to display a list of all WLAN
configuration settings:

Summary of settings

fiction |~ ok |

Counktrys Europe’)

The Following settings apply ko interface: WLAM-1

WLAN operation mode: Access poink

Frequency band: 2.4 GHz

Channel number: Channel 10 (2, 457 GHz)

T# burst (Bundling of WLAN frames): OFF

Hardware compression: OFF “

Click 'OK’ to close the ‘Summary of settings’ window.

Click 'Finish’ to complete the wizard and save the settings for this wireless
network access point.
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3.3 Access Point & DHCP Server
for Multiple Wireless Clients

This example builds on the previous configuration of an Access Point for
multiple WLAN clients (see on page 51), by configuring the OpenBAT device
(in this example, AP-2) to perform the additional role of DHCP server. In this
example, the wired and wireless networks are located on different subnets.
As before, each WLAN Client needs to select the network name (SSID) and
input a pre-configured passphrase to gain access to the wireless network.

When a WLAN Client initially accesses the wireless network, the Access
Point - in its role as DHCP server - dynamically assigns the client an IP
address. Because the WLAN Clients are located on their own subnet, WLAN
Clients are not able to transmit broadcasts or other unwanted data traffic that
might flood the wired network backbone.

The tasks to be performed in this configuration example include:

Create a new configuration file (aP-2.1cf) by copying the previously
created file (AP-1. 1cf).

Edit the existing INTRANET' IP network to serve exclusively as wired
LAN.

Create and configure a new DHCP network to serve exclusively as
wireless LAN.
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3.3.1 Creating a New Configuration File
To create a new LANconfig configuration file, follow these steps:

O In Windows Explorer, navigate to the folder where the file Ap-1.1cf is
located and copy it.

[0 Paste the copied file into your choice of folder in Windows Explorer.
0 Rename the new file ApP-2.1cf.

If you copied the new file into the same folder as the old one, Windows
Explorer contains the following files:

% | ANConfig E| =] _|
File Edit Wew Fawvorites Tools Help ,'
- ) B g ;
O Back > lj‘ 7 Search ‘ H_ Folders > P x n E
address |_J C:iLANConfig vl G
Falders s Marme
L) Fonks_unused ~ || B AP-1.IcF
I3 inskall E AP-2.IcF
155 Intel
I IPM3
)| AN Config = (= »
2 objects (Disk free space: 112 GE) 132 KB ;J My Computer

3.3.2 Changing the Existing Network to a Wired
LAN

Configure the existing INTRANET IP network to serve exclusively as a wired
LAN:

I In Windows Explorer, double-click the file AP-2 . 1c £ to open it for editing.

[0 Openthe Configuration : Management : General dialog:
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General
Device name:  |AP-2
Lacation: |
l J Adriiniztrator: |
A=
=
Comments

Change the Device name to 'AP-2’.

[ Openthe Configuration : IPv4 : General.

O addreszes

In thiz table you can defing IF networks, Thoze will be
referenced by other modules [DHCP server, RIF, MetBI0S etc.]
via the netwark, name.

[ IP metwaork s ]

T'ou can configure alternative addresses at thiz table.

[ Loopback addreszes ]

Mrtinnz

Click the 'IP networks’ button (above) to open the ‘IP networks’ window
(below):
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IP networks @

92 00,100 z 0 Any Loose 1
DMZ 0.0.0.0 255,255.255.0 DMZ [u] Ay Loose o Cancel

add... ‘ Edit... | Copy... | Remove |

[0 Select the INTRANET' network in the list, then click on 'Edit...” to open
the ‘Edit Entry’ dialog, below:

IP networks - Edit Entry

Metwork name: | INTRAKET oK |

1P address: | 139,158.11,123 Cancel |
Metmiask; | 255.255.255.0

Metwork bype; |Intranet j

WLAN ID:

Interface assignment;

Address check:

Interface tag:

Cornrment: |

Convert the existing INTRANET network to a wired Ethernet LAN by
editing the following settings:

— IP address: 139.158.11.123
— Interface assignment: LAN-1 (ETH-1)

Click 'OK’ to close the ‘Edit Entry’ dialog and return to the ‘IP networks’
window, below:
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IP networks

Mebwork name | IP address Metmask Metwork bype | VLA ID | Interface Address check | Tag | Comme O
INTRAMET 139,158 255,255,255,0 Intranet 0 LAN-1 (ETH-1) &

3 11,127 05e 0
oMZ 0.0,0.0 255,255,255.0 DMZ 1] Any Loose u] Cancel

[~

>

Add. .. | Edit. .. | Copy... Remove

Leave the ‘IP networks’ window open.

3.3.3 Create a New DHCP Wireless LAN
Next, create a new DHCP network to be used exclusively as a Wireless LAN:
I In the ‘IP networks’ window, click 'Add..." to open the ‘New Entry’ dialog.

I In the ‘New Entry’ dialog, below, create a new wireless LAN network:

IP networks - Hewr Entry

Metwork name: | WLAN Ok |

IP address: |10.10.10.1

Cancel |

Metmask: | 255.255.255.0

Metwark bvpe: |Intranet j

WLAN ID:

Interface assignment:

Address check:

Interface tag:

Cornrment: |
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Enter the following settings for the new wireless LAN network:
Network name: "WLAN’
IP address: '10.10.10.1"
Network type: ’Intranet’

— Interface assignment: "'WLAN-1’

Click 'OK’ to close the ‘New Entry’ dialog and add the new wireless LAN
network to the IP network list (below):

IP networks @
Metwork name | IP address Metmask Metwork bype | WLAN ID | Interface | Address check | Tag | Comment OF
INTRAMET 139.158.11,123 255.255.285.0 Intranet o] Ay Loose 0
10.10,10.1 25! 5.0 Intranet 0 Loose 0 Cancel
Dz 0.0.0.0 2595.255.255.0 DMZ o Ay Loose o
Add... Edit... | Copy... | Remaove |

Click 'OK’ again to close the ‘IP networks’ window (above).

O The DHCP server is enabled inside the
Configuration : IPv4 : DHCPv4 dialog.

DHCP client/server

The interfaces which should be applied to the DHCP zerver
settings is selected in thiz table,

[ Port table i ]

I thiz table you can define DHCP settings and selact which
network, they apply to,

[ DHCP network ]

DHCF options can be used to zend additional configuration
parameters bo the clients.

[ DHCF options ]

Click the 'DHCP networks...” button (above) to open the ‘DHCP networks’
window (below):
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DHCP networks

Netwark name | DHCP server enabled | Eroadcast | Cluster | First address | Last addvess | Netmask | Eraadcast | Defaul gateway | Prinary DS _| Secondary DNS | Primary NENS | 5

dory NBN5 | Server address [ Buffer [ Adapt oK

O In the ‘DHCP networks’ window (above), click 'Add..."” to open the ‘New
Entry’ dialog (below):

DHCP networks - Hew Entry

Mekwork name: | WLAN ﬂ ok |
DHCP server enabled: e cancel

[ Evaluate broadcast bit
[ DHCP cluster

Edit the following fields by making the following selections:
— Network name: "WLAN’
— DHCP server enabled: 'Yes’

Click 'OK’ to close the ‘New Entry’ dialog.
A new DHCP network appears in the DHCP networks window, below:

DHCP. networks

| Metwerk name | DHCP server enabled | Broadcast | Cluster | First address | Lask address | Netmask | Broadcast Primary DS Primary NENS ‘Server address | Buffer | Adapt | oK
INTRANET  Ho Ho [ 0 0000 192.168.200.1 192.168.2001 0.0.00 00,00 0.0.00 0000 W No
Ho Ha Mo 0000 0000 0000 0000 0000 0.0 00,00 0.0.00 0000 N0 No Cancel
El

0 Click 'OK’ to close the DHCP networks window.
Click 'OK’ again to close the LANconfig file and save your edits.

The ap-2.1cf file is configured for use as both a Wireless access point
and a DHCP server.
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3.4 Wireless Client

This example shows you how to configure a OpenBAT device that is
designed exclusively for the role of WLAN Client. The most significant
settings to be configured are the:

— SSID or name of the wireless network to which the Client will be
connected, and

— DHCP mode (in this case DHCP client), indicating the source of the
device's IP address settings
The following tasks are described in this example:
Create a new LANconfig file
Configure basis settings for the client device
Configure WLAN settings for the client device

3.4.1 Creating a New LANconfig File
for a Client

Follow these steps to create a new client LANconfig file:
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In either case, the 'New Configuration File’ dialog opens. Follow the work-
steps, set forth below, to create a new LANconfig file.
O In Windows Explorer, do the following:

0 Navigate to, or create, a folder where you save the new client
LANCconfig file. In this example, the file is stored in the folder
'C:\LANconfig’

I Click the right mouse button, then select:
New : LANconfig Configuration

The New Configuration File dialog opens.

I In the ‘New Configuration File’ dialog, specify both the ‘Device type’ and
the ‘Firmware version’ of the OpenBAT device you want to configure:

0B Select the device that wou want to create a new configuration file For,
ts

Device bype: Firrwate version:  Counkry settings:

o §.80 s Mone w

BAT-Controller WLC100 # | Software options:

BAT-Controller WLZ1000 -

BAT-Cortraller WLC200 LClPublic Spat XL

BAT-Cortraller WLC2S [WLC AP Upgrade

BAT-Controller WLZS0

BAT-Controller WLCS00

BAT300-F

BATZ00-F (FCC) v

QK ] [ Cancel

In this example, do the following:

— Device Type: Select a device.

— Firmware version: 8.80

— Country settings: Select a country. To ensure your device operates
WLAN networks with the correct parameters, the device must be
introduced to its national site. If you don't select any country settings,
the device will allow only parameters that are permitted worldwide!

— Software options: Add configuration settings for additionally
purchased software options to the basic configuration dialog by
selecting its dedicated entry.

— Click ‘OK".
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The following dialog opens:

5]
GO 2

{§ Configuration
[=-#5 Management

P adrin
{3 Console
b, Costs
@ Display
& Wircless LAN
(3 Interfaces
() Date & Time
[ Log & Trace
Q Cammunication
@ IPvd
@ Pvs
3 1P Router
£ Firewal{Qos
Fa wPn
R Certificates
() COMPorts
] MetBIOS
‘™) Public-Spok
f2y RADILS Server
@ Least-Cost-Router

I Do the following:

Commernts

Device name:
Location:

Administrator:

Irformation

Device type:

Hardware release:

Firmwaare wersion:

Serial number:

Product code:

[0 Type in a Device name. In this example, type in 'Client’.

O Click 'OK’ to save the device configuration file.

I In Windows Explorer, navigate to the new file
(New LANconfig Configuration.lcf, and change its name to

Client.lcft:
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&% | ANConfig

Fil= Edit Miew Faworites Tools Help ‘.'
= ) =, =
e Back => | l_? P ) search |H_ Folders k- x n B
Address |hi'l C:iLANCanFig o | a0
Folders e Marne
|C5) Fonks_unused ~|| = Client. I
=5 install
[ Intel =
5 IPMx3
(&} ariconfio 2 | | >
1 objects {Disk free space: 112 GE) 69,2 KB j My Computer

You have created and saved a new LANconfig file. The following sections
describe how to configure this file for use as a wireless client.

3.4.2 Configuring Basic Settings

Use the LANconfig Setup Wizard to configure the following basic settings for
the device configuration file:

— device name

— password

— DHCP mode

— TCP/IP settings

— time synchronization settings

— optional device descriptions

0 To start the Setup Wizard:
— In Windows Explorer, select the newly created LANconfig file, then

— Click the right mouse button to open a pop-up menu, then select
Setup Wizard.
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I In the Setup Wizard, select 'Basic settings’:

% . Setup Wizard for Client. lcf @l

Setup Wizard for Client.Icf

This wizard lets you configure your device for specific
applications quickly and easily.

what do you want to do?

‘ﬁi Configure WLk

*ﬁi Setup Intermet access

*ﬁi Provide remote acceszs [RAS, VPN

3& Connect bwo local area netwarks [VPN)

fgi Remove remote site or access
?;‘{. Check security settings
?;‘{. Configure Dynamic DMNS

[0 Click 'Next'. The wizard displays the following introduction:

% .Setup Wizard for, Client. lcf

Setup Wizard for Client._Icf
Bazic settings

Before wou can set up your new device, a few settings must be made for operation
within your nebwork,

Thig wizard will prompt pou to enter all of the neceszany settings.

Click 'Next'.

O Input a device name:
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% Setup Wizard for, Client. lcf

Setup Wizard for Client._Icf
Bazic settings

Fleasze specify the name of your device

Device name: Clien
The device name iz a helpful identification attibute, particularly if you manage
rultiple devices of the zame twpe. Othenwize the divice name will remain the

standard name.

For the purpose of this example, use the name 'Client’.

[0 Click 'Next'. The following screen opens, where you need to enter a
password in one of the following ways:

Select 'Show’ (below) to display the default password ('private’) then
do one of the following:

- accept the default password

- type in a new password

- click 'Generate password'’ to let the wizard input a new password

~# Setup Wizard

Basic settings
Configuration access

Enter a paszward to pratect thiz device's configuration. Afterwards, the configuration
can anly be read or changed using thiz passward.

Password: ||:uri\-'ate | Show

[ Generate password ]I

Allow device access via follwing network s:

() Local networks

() Local and remate netwarks [anly via WPH]

{7 Local and remate networks [only encrvpted protocals)

Send config changes via command line interface to SYSLOG server
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De-select 'Show’ (below) then either accept the default password
('private’) or type in a new one. In either case, re-type the password in
the 'Repeat’ field.

_ Setup Wizard for MyDevice

Basic settings
Configuration access

Enter a paszward to pratect thiz device's configuration. Afterwards, the configuration
can anly be read or changed using thiz passward.

Pazsword: ssssssne [ 5how
Bepeat: [TITYTY Y]

Allow device access via follwing network s:

(%) Local networks

() Local and remate netwarks [anly via WPH]
{7 Local and remate networks [only encrvpted protocals)

Send config changes via command line interface to SYSLOG server

Set the networks permitted to access the device. If you restrict access
to local networks, only PCs that are directly connected to the local area

network by cable or wireless can access the device configuration.

Note: The assistent indicates the different security levels of passwords

color-coded. Insecure passwords are highlighted in red, conditionally

secure ones are highlighted in yellow, and secure to very secure ones are

highlighted in white.

In this example, accept the default password, then click 'Next'.
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I Configure the OpenBAT device as DHCP client:

% . Setup Wizard for Client. lcf

Setup Wizard for Client.Icf
B asic zettings

Select the DHCP maode of wour device.

Az pou do already operate a DHCP zerver whithin vour local network., you should
operate thiz device in 'DHCP client made' or 'DHCP server off',

DHCP mode: =

@ When zet to 'Client’, all further TCPAP settings will be configured by your device
itzelf autamatically. ‘when et to 'O, you have to configure further TCPAP
zettings an the following pages.

@ IF there is not already a DHCP zerver whithin your local network, you may select
the operating mode "Server’. If the device works as a DHCP server it will dothe
TCPR/IP configuration of ather dervices ik your local netwark, aukarnatically, For thiz
device pou have to configure further TCPAP zettings on the following pages.

When the device is turned on, it will request its IP address settings from a
DHCP server on the network.

Click 'Next'.

1 The wizard prompts you to identify your national timezone, prevailing
changeover rules and a time synchronization server that will set the
system time for the OpenBAT device:
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_* Setup Wizard

Basic settings
Syater Time Settings

Please select the appropriate time zone and davhght zaving bme of your location,

Time zone: | +07: Berlin, Bruzsels, Paris, » |

Daylight zaving time: |Autnmatic -Europe [EL) » |

Here you may chooze the domain name ar enter the 1P address of the time server for
zynchronizing the device time.

Time zemver ||:u:un|.ntp.org w |

@The prezelected walue will be a good choice in most cazes.

Select a time server from the list, or type in its IP address.

[0 Click 'Next'. The wizard shows the following screen for optional
information on the location of the device, its administrator, and any
comments relating to the OpenBAT device.

[ ¥k arao 1

Setup Wizard for Client.Icf
B asic zettings

These fieldz are optional but recommended to fill if pow have to manage more than only
one device.

Location:

Adminiztrator:

Comments:

Click 'Next'.
0 Click 'Finish’ to complete configuration of the basic settings (below):
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x|

Setup Wizard for Client.Icf

“'ou have configured all neceszany basic settings required for a
proper device gtartup,

Fleaze zelect 'Finizh' to apply the new zettings.

@ The process may take about B0 secondz. After that the
zetup wizard restarts and further zettings may be done.

3.4.3 Configuring Wireless LAN Settings

WLAN settings can be made using either the LANconfig tool’s discrete
configuration screens or the Setup Wizard. This task is most easily
accomplished using the wizard.
0 To start the setup wizard:
— InWindows Explorer, selectthe Client.1lcf configuration file, then
— Click the right mouse button to open a pop-up menu, then select
Setup Wizard.
U In the LANconfig Setup Wizard:
00 select 'Configure WLAN’

LI click 'Next’ two times, or until the wizard displays the WLAN interface
selection screen
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_# Setup Wizard for Client. lcf

Configure WLAN
WLAN interface selection

The device supports bwo physical WLAN interfaces. Pleaze select the one to configure.

WLAM interface to change: | PRGN

Current WLAN interfaces settings:

WLAM interface 1; Access point, 2.4 GHz. 1 network active

Select "'WLAN interface 1’ as the 'WLAN interface to change’.

Click 'Next'.
1 Specify an operation mode for the interface (WLAN interface 1):

_* Setup Wizard|for Client. lcf

Configure WLAN
Edit phyzical WLAM settings

Select the operating mode of the WLAN interface.

WwLAM operating mode: Station [Client mode)

IF wou zelect 'docess: point’ [default], chentz [e 0. notebookz] can login to this
= interface and pou will be able to establish WLAN point-to-point ar relay
connections via this interface.

|F pou select 'Station' and the connected AP iz a BAT too, vou will have the
= possibility bo select the bansparent client mode later on. This mode will not replace
all tranzmitted MALC addresses with the one of the WLAN adapter.

i IF wou zelect Managed', no further configuration will be made here. The AP then
= s bo connect toa WLAN contraller fA/LC] to configure this WLAN interface.
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WLAN operation modes include:

— Access Point:
The device serves as a base station, and can establish links to another
access point (point-to-point), to remote clients, or to both remote
access points and remote clients.

— Client:
The device serves as Client and needs to log into an Access Point. In
this role, the device can link a cabled network to a WLAN over a
wireless connection.

— Managed (Access point):
The device operates as an Access point, but searches for a central
WLAN controller it can obtain a configuration from.

Select 'Client’, then click 'Next'.
[J Check the antenna settings:

_* Setup Wizard|for Client. lcf

Configure WLAN
Edit phyzical WLAM settings

Which antennas are pou using?
() The pravided default respectively internal antennas are used

(%) Other than the default antennas are connected ta the device [expert seftings)

b ake further expert gettings to increaze the wiLaM performance.
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I Check the antenna settings:

~ Setup Wizard for AP-1.Icf

Configure WLAN
Edit phyzical WLAM settings

Fleaze check the following necessary antenna settings.

Antenna gain: q dBi

The operator of a LA radio ingtallation iz responszible for the acocordance to
= regulatary T power limitations. Hirschmann supports vou in this by adapting the
T poweer of the WLAN interface if country settings and comrect input of the
antenna gain [= antenna gain - cable attenuation - attenuation of a lightning

anester] are made.

the calculated antenna gain is 8 dBi for this example

0 Click 'Next'.
The wizard presents settings that can be used to increase data
transmission rates:

_* Setup Wizard|for Client. lcf

Edit physical WLAN settings
Additional settings for pour wireless nebwork, interface,

Select from the further optional methods to imprave data transmission rates.,
Enable QoS according to 802.11e [WME)

i Data packets with the highest priority are forwarded before packets with lower
5 priarity. On disabled QoS the packet prionization iz not taken into account. Al
packets are treated equal.

IGMP snooping enabled
Packets that are part of the Internet Group Management Protocal [IGMP] normally

= are flooded to all ports tppically at a low rate. IGMP shooping can smartly reduce
thiz traffic by tracking IGMP relevant ports.
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You can enable or disable the following services:
— QoS
— IGMP Snooping

For the purpose of this example, all available data rate enhancing options
are selected.

Click 'Next'.

LI The wizard presents the following screen:

% . Setup Wizard for Client. lcf

Edit physical WLAN settings
Client mode settings

Chooze which frequency bands will be searched in order ta establish a connection,

Scan bands: 2.4 GHz only

If you specify the MALC addrezs of the WLAN card of an access point [B55]. the client
will login bo this access point excluzivel.

Exrclusive BSS [D: |EIDEIEIDEIEIDEIEIDEI

Wwihen the following option iz uzed, dummy packets will be gent to the access paint
reqularly to prevent the access point from disconnecting due to inactivity, This could be
uzeful far connecting a printer which will nat zend data itzelf.

Iv Keep client connection alive

In this screen, enter settings for the following fields:

— Scan bands: Select the frequency bands to be scanned by the client

when it attempts to establish a connection. In this example, select
'2.4 GHz only’.

— Exclusive BSS ID: If you want the client to connect to a specific access

point, type in its MAC address. In this example, type in a value
consisting exclusively of zeroes, indicating no device is specified, to
configure a roaming client.

— Select 'Keep client connection alive’.
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Click 'Next'.
[0 De-select the 'Negotiate client bridge mode’ option, below:

% .Setup Wizard for, Client. lcf

Edit physical WLAN settings
Client mode settings

If thiz station connects to a TCS access point, it iz poszible bo negaotiate the client bridge
mode.

If this mode establishes, all Ethermet packets are transmitted transparently. The MAC
address of the packets iz not replaced by the MAC address of the WLAM card az usual
in all'wiLaks.

I Megotiate client bridge mode

@ Thiz miode iz currently zupported only by T G5 APz which must have enabled chent
bridge suppart for this to function.

Client bridge support relates to a network design that consists of:
— an OpenBAT device in the role of Access Point
— an OpenBAT device in the role of Client

— one or more remote Ethernet devices connected to the Client
OpenBAT device in Client mode

Typically, packets sent from a remote Ethernet device to the access point
via the wireless client contain the MAC address of just the wireless client.
Enabling client bridge support also includes in the packet the MAC
address of the remote device.

For this example, de-select 'Negotiate client bridge mode’, then click
‘Next'.
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[ Use the next screen to enable soft roaming for the client:

% Setup Wizard for, Client. lcf

Configure WLAN
Edit phyzical WLAN settings

The roaming settings control if and when the client will change its access point, if it can
reach more than one access point.

[v Enable saft raaming

Fioaming preset;

Enabling soft roaming helps provide a seamless transition for a wireless
client when it roams between access points. Do the following:

— Select 'Enable soft roaming’

— Set the Roaming preset field to 'Normal moving client station’.

Click 'Next'.

O Enter the Network name (also known as the Service Set Identifier or
'SSID’):

% Setup Wizard for, Client. lcf

Configure WLAN
Edit WLAN netwark,

Enter the network name of vour wirgless network.,

Thiz network, name iz provided by an accezs point for the wirgless network that thiz
device should connect to.

Metwork, name [S510]: |Eu:umpan_l,l_1

For the purpose of this example, use the SSID 'Company_1'.

Click 'Next'.
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1 Specify the transmission encryption protocol:

% Setup Wizard for, Client. lcf

Configure WLAN
Edit \wWLAN netwark, securnity zettings

Activate enciyption for your wirgless network, to allow access only to authorized clients
and enciypt all data transmisgions.

(¥ Ige WPA-2 [B02 111 Enhanced Security with Advanced Encryption Standard
MWW PAJAES] for encryption

™ Use WEP [Wired Equivalent Privacy) for encryption [not recommended!]

" Do not activate encrption for the wirgless LAN [only for public access)

Note: Use WPA-2 for increased security.

Click 'Next'.
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I The following screen opens, where you need to enter a WPA passphrase
in one of the following ways:

— Select 'Show’ (below), then do one of the following:
- type in a new WPA passphrase
- click 'Generate password'’ to let the wizard input a new passphrase

_* Setup Wizard

Configure WLAN
Edit WLAN netwark. security settings

E nter the wPa pazzsphraze that will be used to encropt all data tianzmizsions in pour
wirelesz netwark. Thiz passphrase must aleo be get in al WLAN clients.

WA passphraze: Company_1Fw Shiow

Generate pazsward ] ‘

@Ynu muszt enter between 8 and 63 A5 CI characters for this key.

Far higher securniby it iz recommended to use a long key containing zome special
"= characters and numbers.

— De-select 'Show’ (below) then type in a new WPA passphrase. In this
case, re-type the password in the 'Repeat’ field:

~# Setup Wizard

Configure WLAN
Edit ‘wWLAN netwark, security zettings:

Enter the WP pazsphraze that will be uzed to encropt all data transmiszions in waur
wireless network. This passphrase must alzo be set in all WLAN clients.

WP pazsphraze: LLITTTTT YT [] Shaw

Repeat: [T Y

(i)"h:uu muzt enter bebween 8 and B3 ASCI characters for this ke,

i Far higher security it iz recommended to uze a lang key containing some special
"5 characters and numbers.
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In this example, type in the passphrase 'CompanyPW’, then click 'Next'.

O Specify how transmission speed between the wireless client and any
access point will be determined:

% .Setup Wizard for, Client. lcf

Configure WLAN
Edit WLAN netwark

Tranzmizzion zpeed = normally contralled dynamically on each client depending on
radio reception. “ou can dizable this automatic and zet the communication zpeed

manLaly.
Minimumm trarsmit rake: o -
td axirmum tranzmit rate: |Aut|:| ﬂ

Select 'Auto’ for both the Minimum transmit rate and the
Maximum transmit rate, then click 'Next'.

I You are now ready to complete the configuration of the wireless client:

% . Setup Wizard for Client. lcf

Setup Wizard for Client.Icf

o have successtully changed the WAN setlings.

Open the following table to get an overdew of the changes
made.

Surnmary of zettings...

Select Finizh' to apply the new settings.

I Click on the 'Summary of settings...” button to display a list of all
configuration settings for the wireless client device:
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Summary of settings

Action

Country: USA config.wlan_country')

The Following settings apply tointerface: WLAN-1
Frequency band: 2.4 GHz

Channel number: Aukomatic selection 0
Saft roaming: On

Roaming preset: Mormal moving client skation
keep client connection alive: Yes

| £

Click 'OK’ to close the Summary window.

Click 'Finish’ to complete the wizard and save the settings for this wireless
client.
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3.5 WLAN Bridge: Single Subnet

This example shows how to configure two OpenBAT devices as Access
Points to form a point-to-point WLAN bridge connecting two segments of the
same subnet. Each Access Point is configured to allow access only by its
direct bridge partner. None of the devices is configured to provide routing
functionality.

m 7T
an ([ ]]
o= J N

LEFT
192.168.200.100

RIGHT
192.168.200.110

The significant configuration settings for each device are as follows:

Station Name: LEFT RIGHT

Role: Access Point Access Point

IP address: 192,168,200,100 192,168,200,110
Subnet Mask: 255.255.255.0 255.255.255.0
Channel Selection Scheme Master Slave
Point-to-Point Partner RIGHT LEFT

3.5.1 Configuring the LEFT Device

Create a new device configuration file using either the LANconfig software’s
individual configuration pages or its Setup Wizard. The easier approach is to
use the Setup Wizard to configure the following groups device settings:

Basic Settings
WLAN Settings
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Configuring Basic Settings

After you have created a new configuration file (see on page 48), the next
task is to input the basic Ethernet communication settings for the
OpenBAT devices. Basic settings include:

O

O

110

device name

password

DHCP mode

TCP/IP settings

time synchronization settings

optional device descriptions

In Windows Explorer, do the following:

— Select the configuration file.

— Click the right mouse button and select Rename.
— Type in a new name for the file: P2P-LEFT. 1cf.

To start the Setup Wizard, click the right mouse button to open a pop-
up menu, then select Setup Wizard.

In the Setup Wizard, select 'Basic settings’

= Setup Wizard for P2P-LEFT. lcf, E‘

Setup Wizard for P2P-LEFT.Icf

Thigz wizard letz pou configure pour device for specific
application: quickly and easzily.

‘what do you want to do?

:*~ Basic settir

fgi Configure WA
fgi Setup Intermet access

?;‘{. Remove remote site or access
?;‘{. Check security settings

?;‘{. Configure Dynamic DMNS

Click 'Next'. The wizard displays the following introduction:
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% Setup Wizard for, P2P-LEFT. Icf

Setup Wizard for P2P-LEFT lcf
Bazic settings

Before you can set up your new device, a few settings must be made for operation
waithin your nebwork.

Thig wizard will prompt vau to enter all of the necessany settings.

O Click ‘Next'.

O Confirm the device name:

% Setup Wizard for, P2P-LEFT. Icf

Setup Wizard for P2P-LEFT lcf
Bazic settings

Please specity the name of your device

Device name:; |LE FT

The device name is a helpful identification attibute, particularly if you manage
rultiple devices of the same twpe. Otherwize the divice name will remain the
standard name.

The wizard displays the Device name you previously input (LEFT).

Note: The default device name is a concatenation of the device
part number and the last 3 octets of the device MAC address.
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I Click 'Next'. The following screen opens, where you need to enter a
password in one of the following ways:

Select 'Show’ (below) to display the default password ('private’)
then do one of the following:

- accept the default password

- type in a new password

- click 'Generate password’ to let the wizard input a new password

_ Setup Wizard

Basic settings
Configuration access

Enter a paszward to pratect thiz device's configuration. Afterwards, the configuration
can anly be read or changed using thiz passward.

Pazsword: private Show

[ Generate password ]I

Allow device access via follwing network s:

() Local networks

() Local and remate netwarks [anly via WPH]

{7 Local and remate networks [only encrvpted protocals)

Send config changes via command line interface to SYSLOG server

De-select 'Show’ (below) then either accept the default password
(private’) or type in a new one. In either case, re-type the password
in the 'Repeat’ field.
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_# Setup Wizard for, MyDevice

Basic settings
Configuration access

Enter a pagzword to protect this device’s configuration. Aftenwardz, the configuration
can only be read or changed uzing thiz password.

Faszzwoard: TTIIIL Dghgw

Bepeat: [TITITTTY

Allow device access via following networks:

() Local networks

(") Local and remate networks [anly via WPH)

() Local and remate netwarks [only encrupted protacals)

Send config changes via command line interface to SYSLOG zerver

Set the networks permitted to access the device. If you restrict
access to local networks, only PCs that are directly connected to
the local area network by cable or wireless can access the device
configuration.

Note: The assistent indicates the different security levels of
passwords color-coded. Insecure passwords are highlighted in red,
conditionally secure ones are highlighted in yellow, and secure to very
secure ones are highlighted in white.
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In this example, accept the default password, then click 'Next'.

0 Define the DHCP mode of the OpenBAT device:

% . Setup Wizard for P2P-LEFT. lcf

Setup Wizard for P2P-LEFT lcf
Bazic settings

Select the DHCP mode of your device.

DHCP mode: R -

@ [F the: device works a3 a DHCP server it will do the TCP/IP configuration of other
dervices in vour local network. automatically. For this device vou have to configure
further TCPAIP settings on the following pages.

@ IF there iz already a DHCP server whithin your local network, you may operate this
device as DHCP client or switch the DHCP operating mode o 'off’. When set to
‘Clent', all further TCPAP zettingz will be configured by wour device itzelf
automatically. When zet to '0FF, pou have to configure further TCPAP zettings on
the following pages.

Select one of the following DHCP modes:

- Off:
The device functions neither as DHCP client nor as DHCP server.
In this mode, you need to manually input the IP address settings.

— Server:
The OpenBAT device functions as DHCP server, and assigns
IP address settings to other network devices.

— Client:
This setting causes the OpenBAT device to request the IP address
settings from a DHCP server on the network.

If a DHCP server exists on your network, select the ‘DHCP mode’ of
‘Off'. The default ‘DHCP mode’ setting of ‘Client’ can override a
manually assigned IP address.
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Note: Your DHCP mode selection determines the next screen

displayed by the Setup Wizard.

Click ‘Next'.

If you selected 'Off' for the DHCP mode, manually input the TCP/IP

settings for the OpenBAT device:

% . Setup Wizard for P2P-LEFT. lcf

Setup Wizard for P2P-LEFT .Icf
B asic zettings

Flease azsign a local netwark 1P address to this device, along with the relevant

netmask.
P address: [192.168.200.100
Netmask: | 255,255,255,

The default gateway address of vour local network, is needed, for example, to uge an
external DMS server.

G ateway address: |D.D.D.D

& DMS server Address i needed, for example, to rezolve the domain name of an
external time server.

DMS server |EI.D.EI.EI

Enter values for both the 'IP address’ and the 'Netmask'.
For the purpose of this example, these settings are:

— |IP address: 192.168.200.10
— Netmask: 255.255.255.0

+4

Note: For a point-to-point link, settings for Gateway address and DNS

server are not required.

Click ‘Next'.

If you selected 'Server’ for the DHCP mode, the wizard displays the

following screen for TCP/IP settings:
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% Setup Wizard for, P2P-LEFT. Icf

Setup Wizard for P2P-LEFT lcf
Bazic settings

Flease specity an |F addresz and a netmaszk for the device, which zpecify pour local

rietwiork.
P address: |192.168.200.100
Netmask: | 255, 255.255.0

I Configure default gateway

Configuring a default gateway iz neceszary only if you use another router as
default gateway.

Do the following:
O Enter values for the 'IP address’ and 'Netmask’'.

U For a point-to-point link, settings for ‘Gateway address’ and ‘DNS
server’ are not required.

[ Click 'Next'.
[0 The wizard prompts you to identify your national timezone, prevailing

changeover rules and a time synchronization server that will set the
system time for the OpenBAT device:
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_* Setup Wizard

Basic settings
Syater Time Settings

Please select the appropriate time zone and davhght zaving bme of your location,

Time zone: | +07: Berlin, Bruzsels, Paris, » |

Daylight zaving time: |Autnmatic -Europe [EL) » |

Here you may chooze the domain name ar enter the 1P address of the time server for
zynchronizing the device time.

Time zemver ||:u:un|.ntp.org w |

ﬁi)The prezelected walue will be a good choice in most cazes.
\h_.'

Select a time server from the list, or type in its IP address.

Click 'Next'.

1 The wizard shows the following screen for optional information on the
location of the device, its administrator, and any comments relating to
the OpenBAT device.

% Setup Wizard for, P2P-LEFT. Icf

Setup Wizard for P2P-LEFT lcf
Bazic settings

These fields are optional but recommended ta Al if you have to manage mare than only
one device.

Location:

Adminizstrator:

|
|
Carnrnetts: |
|
|
|
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Click ‘Next'.

[0 Click 'Finish' to complete the configuration of the basic settings
(below):

% . Setup Wizard for P2P-LEFT. lcf

Setup Wizard for P2P-LEFT.Icf

‘rou have configured all neceszsary basic settingz required far a
proper device startup,

Flease select Finizh' ta apply the new settings.

@ The process may take about B0 seconds. After that the
setup wizard restarts and further settings may be done.

Configuring WLAN Settings

WLAN settings can be made using either the LANconfig tool’s discrete
configuration screens or the Setup Wizard. This task is most easily
accomplished using the wizard.

[ To start the Setup Wizard:

— In Windows Explorer, select the P2P-LEFT. 1cf LANconfig file,
then

— Click the right mouse button to open a pop-up menu, then select
Setup Wizard.

O In the wizard, select 'Configure WLAN’ (below):
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% . Setup Wizard for P2P-LEFT. Icf El

Setup Wizard for P2P-LEFT.Icf

Thiz wizard lets vou configure your device for specific
applications quickly and eazily.

‘what do you want to do?

?;‘{. Baszic seftings
:~ Configure wLAN

?}Q Setup Intermet access

?gii Remove remote site or access
?gii Check security settings

?g{ Configure Dynamic DMNS

Click ‘Next'.

1 Select the country in which the OpenBAT device is operated:

% . Setup Wizard for P2P-LEFT. lcf

Configure WLAN
Edit phyzical WLAM settings

The device must know its country lacation in order to use the comect wireles: basze
zettings.

Pleaze select the country in which the device will be operated.

County T ~ |

Note: The country designation determines both the available
frequency bands, and the limits for output power considered by the
device.

Click ‘Next'.

LI The wizard prompts you to select a WLAN interface to configure:
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% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN
WLAN interface selection

The device supportz bwo physical wiLAN interfacesz. Pleaze zelect the one to configure.

WLAM interface to change: |8 B RRETEE N

Current uzage of the WLAM interfaces:
WLAMN interface 1: Accesz point, 2.4 GHz, 1 netwark. active
WLAM interface 2: Access point, 2.4 GHz, 1 network active

A device can have multiple WLAN interfaces. Here, the selected
device has two interfaces. By default, both interfaces are enabled.

Note: You can configure just one WLAN interface at a time. After
selecting interface 2, proceed through the wizard's remaining pages
and finish configuration for that interface. Next, re-start the Configure
WLAN wizard and configure interface 1.

Select 'WLAN interface 2’ as the WLAN interface to configure, then
click 'Next'.

LI The next step is to enable or disable the selected WLAN interface:
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% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN
Edit phyzical WLAN settings

Select the operating mode of the WLAN nterface.

WLAN operation mode: T

@ IF wou select ‘Access point' [default], clientz (e g. notebooks] can login to this
interface and wou will be able to establizh WLAN point-to-point or relay
connections via this interface,

@ IF wou zelect "Station' and the connected AP 1z a TGS too, you wall have the
pozgibility to zelect the ransparent client mode later on. Thig mode will not replace
all trangmitted MALC addrezzes with the one of the WwWLAN adapter.

@ IF you zelect Managed', no further configuration will be made here, The AP then
tries to connect to a WLAM contraller [WLE] to configure this WLAN interface.

A point-to-point WLAN bridge requires just one interface. In this
example, the currently selected interface—WLAN interface 2—uwiill be
disabled. (You will later configure WLAN interface 1 to support the
point-to-point WLAN bridge.

Disable WLAN interface 2 by setting its "WLAN operation mode’ to
"Off".

Click ‘Next'.

[0 The wizard notifies you that you are about to disable interface 2:

% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN
‘Wwarning - WLAN interface disabled

r'ou have selected to dizable the WLAN interface. Please take into account that it
iz no longer pozsible for any client station to connect to thiz WLAN interface of the
AP. Configured WLAN Point-2-Point tunnels will no longer be available.
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Click ‘Next'.

[0 Complete the configuration of WLAN interface 2:

% . Setup Wizard for P2P-LEFT. lcf

Setup Wizard for P2P-LEFT.Icf

rou have successfully changed the 'WLAMN zettings.

Open the fallowing table to get an overview of the changes
made.

Summary of settings. ..

Select Fimzh' to apply the new sethings.

Click 'Finish’.

[ Return to the Windows Explorer folder where the file LANconfig file is
saved, then do the following:

— select the LANconfig file (AP-1.1cf)
— click the right mouse button to open a pop-up menu

— select Setup Wizard

U In the LANconfig Setup Wizard:
— select 'Configure WLAN’

— click 'Next’ two times, or until the wizard displays the WLAN
interface selection screen
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% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN
WLAN interface selection

Current uzage of the WLAM interfaces:

WLAMN interface 1: Accesz point, 2.4 GHz, 1 netwark. active
WLAM interface 2: (Ife

Note: This screen indicates that WLAN interface 2 has been turned

off. The next step is to configure WLAN interface 1.

Select "WLAN interface 1' for the configuration and click 'Next'.

I Specify an operation mode for the interface (WLAN interface 1):

% Setup Wizard for P2P-LEFT. Icf

Configure WLAN
Edit phyzical WLAM settings

Select the operating mode of the WLAN interface.

WLAM operation mode: I point

@ IF wou zelect 'docess: point’ [default], chentz [e 0. notebookz] can login to this
interface and pou will be able to establizk \WLAN point-to-point or relay
connections via this interface.

@ |F pou select 'Station' and the connected AP iz aTCS too, vou will have the
pozsibility to select the transparent client mode later on. This mode will nat replace
all tranzmitted MALC addresses with the one of the WLAN adapter.

@ IF wou zelect Managed', no further configuration will be made here. The AP then
triez to connect to & WLAN controller [w/LC] to configure thiz wLAN interface,
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WLAN operation modes include:

— Access Point:
The device serves as Access Point and can establish connections
to other Access Points (point-to-point), to remote clients, or to both
Access Points and Clients.

— Client:
The device serves as Client and needs to log into an Access Point.
In this role, the device can connect a cabled network to a WLAN
over a wireless connection.

Select 'Access point’, then click 'Next'.

[ Enter settings for the wireless frequency and channels over which the
device will operate, and indicate whether you wish to configure
additional performance-enhancing settings:

* Setup Wizard for P2P-LEFT. Icf

Configure WLAM
Edit phwyzical WLAM settings

Select the frequency band and a radio channel for your first wirgless netwark, interface.
Please naote that in zome counties nat all available channels may be uzed.

Frequency band: 24 GHz (80211a/b/n)

Channel number: Channel 11 (2462 GHz] |+

Automatic Channel S election warks only for DFS enabled channels. Ta werify if you
need to configure a fiked channel, please uze the "show wlan" command on the CLI of

the device. The target country has to be configured in advance far this.

Make further expert settings to increaze the WLAN perfarmance.
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The specific antennas you plan to use will determine how to complete
this dialog. Depending upon the capacity of your chosen antennas,
complete the following settings:

Frequency band: 2.4 GHz or 5 GHz

Channel number: A list of available channels. When the frequency
band is set to 5 GHz, this field is set to 'Automatic selection’.

Make further explicit settings to increase the WLAN performance:
Selecting this causes the Configure WLAN wizard to display
additional configuration screens relating to hardware compression,
QoS and IGMP snooping.

For the purpose of this example, the settings displayed (above) are
used.

Click ‘Next'.

1 The specific antennas you plan to use will determine how you
complete this dialog. For the purpose of this example, enter the
following settings:

Frequency band: 2.4 GHz
Channel number: Channel 10 (2.457 GHz)

Select ‘Make further explicit settings to increase the WLAN
performance’.

(This option gets the set-up wizard to display additional
configuration screens for QoS and IGMP snooping.)

Choose: ‘Antennas other than the default antennas are connected
to the device.’

* Setup-Assistent fiir AP-1. lcf

WwWLAN konfigurieren
FPhyzik alizche WLAN -Einstellungen bearbeiten

Welche Antennen verwenden Sie?
() Die mitgelieferten Standard- bzw. internen Antennen werden verwendet

(%) Andere als die Standard-Antennen sind mit dem Gerat verbunden [Experten-Einstell.)
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I If you elected to use 'Other than the default antennas...’, specify how
your antennas will be used:

* Setup Wizard for P2P-LEFT. Icf

Configure WLAN
Edit phyzical WLAM settings

Fleaze check the following necessary antenna settings.

Antenna gain: 20 dBi

The operatar of a % LAMN radio ingtallation iz responsible for the accordance to
= regulatary T power limitations. Hirschmann supports vou in this by adapting the
T power of the WLAN interface if country settings and comrect input of the
antenna gain [= antenna gain - cable attenuation - attenuation of a lightning

anester] are made.

How you configure this dialog depends on:
— the calculated antenna gain of the selected antennas
For the purpose of this example:

— antenna gain is 20 dBi

Click ‘Next’.

LI If you elected to 'Make further expert settings...’, the wizard presents
settings that can be used to increase data transmission rates:
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_# Setup Wizard for, P2P-LEFT. Icf

Edit physical WLAN settings
Additional settings far your wirgless network, interface.

Select from the further optional methods to improwve data transmizsion rates.

Enable QoS5 according to 802,11 MWHME)

Data packets with the highest priority are forwarded before packets with lower
“= priarity. On disabled QoS the packet prionization iz not taken into account. Al
packets are treated equal.

IGMP shooping enabled
Packets that are part of the Internet Group Management Pratocal [IGMP] normally

5 are flooded to all ports typically at & low rate. IGMP snooping can smartly reduce
thiz traffic by tracking IGMFP relevant ports.

You can enable or disable the following services:
— QoS
— IGMP Snooping

For the purpose of this example, all available data rate enhancing
options are selected.

Click ‘Next'.

[ Specify how this WLAN interface will be used:
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% Setup Wizard for, P2P-LEFT. Icf

Setup Wizard for P2P-LEFT lcf
Configure 'WLAN

EachWL&N interface can span 'WLAN networks [S510s] and connect to Point-to-Point
remaote access poinks.

" Configure WLAN network
(¥ Configure WLAN Point-to-Paint remote: sitel

@ IF pou configure your "WLAN network, for the first time and intend to connect
several WLAN access points via 'WLAN Point-to-Point, it iz recommended to start
configuning the *WLAN Point-to-Point remote sites.

Select 'Configure WLAN Point-to-Point remote site’, then click 'Next'.

[0 Specify the devices that will be permitted to communicate with this
OpenBAT device:

% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN
Edit Paint-ta-Paoint settings

Faint-to-Point operation mode:

" 0Off - This access point can only communicate with WLAN clients [e.g. notebooks).

" On - This access point can also communicate with other access points to connect
zeveral local wireless networks.

* Exclusive - Thiz access point can only communicate with other access points;
WLAM clients cannot connect ta this access paint [pure "WLAM bridge].

P2P radia ID: |LEFT

[ Do nat forward between P2P links on the same interface

Channel Selection Scheme: |Ma$ter ﬂ
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Configure the following configuration settings:

Point-to-Point operation mode: determines which remote devices
can wirelessly communicate with this WLAN device. The following
options can be selected:

- Off: only Clients

- On: both Access Points and Clients

- Exclusive: other Access Points exclusively

P2P radio ID: a user-defined name for this OpenBAT device.

Do not forward data between P2P connections of the same WLAN
interface.

Channel Selection Scheme: because both OpenBAT devices
forming the point-to-point connection are Access Points, one needs
to be configured as the master and one as the slave.

For the purpose of this example, the displayed settings (above) are
selected.

Click ‘Next'.

O Specify the maximum distance—in km—between the two access
points forming the point-to-point WLAN bridge.

% . Setup Wizard for P2P-LEFT. lcf

Configure WLAN

23
Edit Paint-to-Paint settings \

IF you plan to establizh a long range connection [above 1 km), you hawve to fill thiz
particular wLAM radio zefting.

t aximum distance: |'I 0 km

Mone of pour wirgless stations should exceed thiz distance. Otherwize it will be
imposzible to reach thiz station.

In this example, a value of 10 km is used.
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Click ‘Next'.

[0 Specify the transmission encryption protocol:

% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN
Edit WLAN network zecurity settings

Activate encryption for pour wirgless nebwork, to allow access: only bo authonzed clients
and encipt all data tranzmisgions,

o {seWPA-2 [802.111) Enhanced Security with Advanced Enciyption Standard
[ PAAES] for encryption

" Use WEP [Wired Equivalent Privacy] for encryption [not recommended!)
" Do not activate encrption for the wirgless LAN [only for public acoess)
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Note: Hirschmann recommends the use of WPA-2, to provide
enhanced security.

Click ‘Next'.

If you selected the WPA-2 encryption protocol, the following screen
opens, where you enter a WPA passphrase—a string from 8 to 63
ASCII characters long—in one of the following ways:

— Select 'Show’ (below), then do one of the following:
- type in a new WPA passphrase
- click 'Generate password’ and the wizard inputs a new string

_ Setup Wizard

Configure WLAN
Edit WLAN network zecurity settings

E nter the wPa pazzphraze that will be used to encropt all data triansmizsions in paur
wirelessz netwark, Thiz paszphrasze must aleo be getin al WLAN clients.

WA pazsphrase: Company_1Pw Shiow
Generate paszward ] ‘

(DYUu muzt enter bebween 8 and B3 ASCI characters for this ke,
s

Far higher zecurity it iz recammended to uge a long key containing some special
"5 characters and numbers.

— De-select 'Show’ (below) then type in a new WPA passphrase. In
this case, you also re-type the password in the 'Repeat’ field:
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_ Setup Wizard

Configure WLAN
Edit WLAN netwark. security settings

E nter the wPa pazzsphraze that will be used to encropt all data tianzmizsions in pour
wirelesz netwark. Thiz passphrase must aleo be get in al WLAN clients.

WA passphraze: [TTTTTTTITYS [] Show

Bepeat: [TTTTTTTTTYY

@Ynu muszt enter between 8 and 63 A5 CI characters for this key.

Far higher securniby it iz recommended to use a long key containing zome special
"= characters and numbers.

The role of the OpenBAT device in the point-to-point connection
determines how the passphrase is used. If the device is configured as
a

— Master: the passphrase is used to check a slave's authorization to
access the network.

— Slave: the passphrase is transferred to the Master to gain wireless
access to the network.

In this example, type in the passphrase 'CompanyPW’, then click
‘Next'.

If you selected the WEP encryption protocol, the wizard prompts you
to configure WEP keys:
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% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN
Edit WLAN netwark. security settings

Default key:

The length of the "WEP keys uzed must be configured the zame way for the access
point and your wirelezs clientz, Pleaze note that not all wirgless client cards suppart the
highest key length.

Keyw 1 length: | j
Kewl: |

@ Key lengths: WEPT52 - 16 ASCI aor '0%' + 32 heradecimal characters
WEPT28 - 13 ASCI or '0x' + 26 hexadecimal characters
WEP B4 - 5ASCI or '0x' + 10 hexadecimal characters.

Use the WEP encryption configure the following settings:

— Default key: Select the key to be used for encrypting the packets
sent by the access point. In this example, ‘Key 1'.

— Key 1 length: Select the key length to be used for the encryption of
data packets on the WLAN. Please be aware that not every
wireless card supports all key lengths.

— Key 1: Type in a passphrase value, for example, ‘private’.

Click 'Next'.

L1 Assign a point-to-point identifier to this WLAN interface:

% Setup Wizard for P2P-LEFT. Icf

Configure WLAM
Point-to-FPaint remote access pointz

The phyzical WLAN interface can connect to up ta B Paint-to-Paint remote access
pointz. It will tranzparently tranzmit all packets to the remote APz [WwWLAM bridge).

Select the Point-to-Point remote access points [AP] bo edit.

Faint-to-Foint &F:
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Each OpenBAT device supports up to 6 point-to-point channels.
Select an available point-to-point channel for this WLAN interface.

In this example, select the first available channel (P2P-1-1"), then click
‘Next'.

[0 Enable the assigned point-to-point channel:

% Setup Wizard for, P2P-LEFT. Icf

Configure WLAN + 5

Edit Paint-to-Paint settings

|v Enable this Paint-2-Paint channel
Recognize remote site by;

(& P2P radio ID of remate site

™ MAC address of remote site

P2F radio ID: |RIGHT

MAL address: |

Select the 'Enable the Point-2-Point channel’ checkbox. Then indicate
how to identify the remote access point at the other end of the point-
to-point WLAN bridge, either by:

— its MAC Address

— auser-defined P2P radio identifier

In this example, use a user-defined P2P radio ID (RIGHT"), then click
‘Next'.

J You are now ready to complete the WLAN configuration.
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% Setup Wizard for, P2P-LEFT. Icf

Setup Wizard for P2P-LEFT.Icf

rou have successfully changed the 'WLAMN zettings.

Open the fallowing table to get an overview of the changes
made.

Summary of settings. ..

Select Fimzh' to apply the new sethings.

Click on the 'Summary of settings... ’ button to display a list of all the
settings for this device.

Summary of settings

fiction |~ ok |

Counkeys USA

The Following settings apply ko interface: WLAM-1

WLAN operation mode: Access poink

Frequency band: 5 GHz (was ‘2.4 GHz"

Channel number: Automatic selection (was 'Channel 10 (2,457 GHz)"
108Mbitfsecond turbo mode: On {was 'OFF)

T burst (Bundling of WPLAN Frames): OFF “

Click 'OK’ to close the summary.

Click 'Finish’ to close the wizard and save your settings.
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3.5.2 Configuring the RIGHT Device
Both the LEFT and RIGHT OpenBAT devices are of the same device type
equipped with the same firmware version. Consequently, the quickest way to

create a configuration file for the RIGHT device is to copy the configuration
file of the LEFT device and edit a few settings.

Creating a New Configuration File

To begin the process of configuring the RIGHT device, locate the
LANCconfig file for the LEFT device on your PC’s hard drive.

[0 Open Windows Explorer and navigate to the folder containing the
LANconfig file P2P-LEFT. 1cf.

J Copy the LANconfig file P2P-LEFT. 1cf:
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@ LANConfig Z

File Edit Wiew Favorites Tools Help

@ Back - \_/J l.ﬁ /:__\J Search

B

3
'1:
> 3 X B @

FE:‘_ Folders

Address |B CHALANConfig v| =0
Folders X Marne
) Intel A | o EXEENE
) IPMxc3 Open
23 LAMConfig Print
() MET_wark, what's This?
[23) Michael Setup Wizard
[ Ms0Cache 7-Zip »
h Mult_i-SitePM " Corwert bo Adobe POF
D Music ) Convert to Adobe PDF and EMail
[ Motes
|53 Program Files L3 Scan for Wiruses. .
[C3) RECYCLER Open With 3
£ SE_galf ) Wingip 3
) SvsPREP . send To N
[C5) System Yolume Information |
[y TCT-Errors | |21

Copies the selecked ikems to the Clipboard. To puk them in the

L1 Paste the copied file into the same folder in Windows Explorer.
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&% LANConfig
File Edit

Wiew

eBack - \_J

Favarites

5

Tools  Help

;\J Search ‘E[i‘ Folders

> ¥ X 9 [@E-

BIX
@

Address |[a CHiLAaNConfig

v|Go

Falders

[ dotnet
[ downloads
3 DM
() DTP_safeky
[ﬁ Firrnwareiersions
[ fontholder
[5) Forts
[ Fonts_unused
[ install
[ Intel
) 1PM3
(23 LAMCanfig

B3

Mame
£ P2P-LEFT Icf |

Wiew

Arrange Icons By
Refresh

Customize This Folder, ..

Paste Shaortcut
Undo Rename

Mew

Properties

Chrl+2

£

[0 Rename the copied file to P2P-RIGHT. 1cf.
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&% | AMConfig

File  Edit Wjew Favorikes Tools Help A f
> y ) =, -
e Back (=] lﬁ - Search |[L__ Folders = 1 x i)
Address |lf} CHLaMConfig vl ’_> e
Folders = Marne
) Fonks || E P2P-LEFT.IcF
£ Fonts_unused F3 PZP-RIGHT IcF
I install -
I Intel
I IPMx3
(@} qricConfig 2 | = | >
2 objects (Disk free space: 112 GE) 138 KB 3 My Compuker

L1 Select the P2P-RIGHT.1cf file in Windows Explorer, then double-
click the left mouse button. The LANconfig software opens for editing
the RIGHT device configuration file.

[l Openthe Configuration : Management : General.

General

Device name:  |RIGHT

Lacation: |

Adminiztrator: |

Camments

Type in 'RIGHT’ as the new 'Device name’.
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[ Edit the device IP address. To do this, navigate through several
software screens, as follows:

0 Openthe Configuration : IPv4 : General dialog.

Owr addreszes

Ir thiz table you can defing IP netwarks. Thoze will be
referenced by ather madules [DHCP server, RIP, MetBI0S etc.]
wia the network name.

[ IP metwaark.s l

Yol can configure alternative addresses at this table.

[ Loopback addresses l

Mntinnz

O Click onthe ’IP networks..." button (above) to open the ‘IP networks’
window (below):

X

Metwork name | IP address Metrnask, Metwork bype | WLAN ID | Interface | Address check | Tag | Comment [o]'4 |

INTRAMET e 1 Intranet Loose 0
3 Ay Loose Cancel

IP: networks

Add... ‘ Edit... | Copy... | Remove |

O Click on the 'Edit..." button (above) to open the ‘Edit Entry’ dialog
(below):
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IP networks - Edit Entry

Metwaork name: | INTRAMET

IP address: |192.168.ZDD.110
Metmask: | 255.255.255.0
Metwark bvpe: |Intranet j
WLAN 10 |0

Interface assignment: |.ﬁ.n\; ﬂ
Address check: |LDCISE j
Interface tag: | 0

Comment;: |

In the ‘Edit Entry’ dialog change the IP address to 192.168.200.110.

Click 'OK'’ to close the ‘Edit Entry’ dialog.

Click 'OK’ a second time to close the ‘IP networks’ dialog and return to
the Configuration : IPv4
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[ Edit the station name and channel selection scheme for this OpenBAT
device. In this case, the station name is 'RIGHT’ and the channel
selection scheme is 'Slave’. As before, navigate through the following

software screens:

[ Openthe Configuration : Wireless LAN : General

dialog:

General

General

Thiz iz where you can program common settings for all wirgless
LaM interfaces.

Cauntry: US4 - FCC |
v ARP handling

[ Indoar arly mode activated

Email address for WLAN events: |

Interfaces

Thiz iz where you can program further settings for each physical
wirgless LAMN interface,

Physgical WLaN settings - |

Puoint-to-Point partners - |

Thiz iz wihere you can program further settings for each logical
wireless LAN nebwork, (MultiSSI0).

Logical \WLAN settings - |

[0 Click on the 'Physical WLAN settings’ button (above). If your

device has two WLAN interfaces,

Interfaces

select "'WLAN interface 1’:

Thig iz wihere pou can program further settings for each physical
wireless LaN interface,

| Phugical WLAN zettings -

wirelezs LAN network, [MuliSSI0]).
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Logical WLAMN settings -

A dialog for editing the physical WLAN settings of WLAN

interface 1 opens:
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«5 Physical WIAN settings - WLAN interface 1 |E|E|

Operation IHadio ] Perfnrmance] F'oint-to-F'oint] Client mode]

v wiLAN interface enabled

WLAM operation mode:; |.-’-‘-.|:|:E$$ paint j
Broken LAN link detection: |N0ne ﬂ
Link LED function: |I:nnnec:tion count ﬂ

[ Select the 'Point-to-Point’ tab (above) to display a dialog for where
you can configure point-to-point operation settings (below):

Configuration Guide HILCOS

143



Configuring the Device 3.5 WLAN Bridge: Single Subnet

Physical WLAN settings - WLAN interface 1 E]E|

Dperatinn] Radio ] Performance  Foint-to-Paint ICIient mnde]

Puoint-to-FPaoint operation mode:

" 0Ff - Thiz access point can only communicate with mobile
stations.

(" On - Thiz access point can alzo communicate with other
access points to connect several local wireless nebworks.

{* Excluzive - This access point can only communicate with other
acceszs points; mobile stations cannot connect to this access
paint [pure 'WwLAMN bridge).

Station name: |FHGHT

@ Configure the Point-to-Point partners outside thiz dialog in the
comezponding table.

[ Do not foreward between P2P links on the same interface

Channel Selection Scheme:

Make the following edits:.
- Station name: 'RIGHT’
-Channel Selection Scheme: 'Slave’

Click ‘Next’.
[0 The final edit is to change the station name of the point-to-point

partner. In this case, the partner is the 'LEFT’ device. Navigate to the
screen where you can make this edit, as follows:

0 In the Wireless LAN configuration dialog, click on the 'Point-to-
Point partners’ button, and select 'P2P-1-1" (below):
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Interfaces

Thig iz wihere pou can program further settings for each physical
wireless LaN interface,

Physical WLAN settings -

| Point-to-Paint partners -

This iz where you c. " PZP-1-1: Point-to-Paint 1 - 1 {00}
wireless LAN netwo 'T‘,i= P2P-1-2: Paint-to-Paink 1 - 2 (OFF)

I~ P2P-1-3: Point-to-Paint 1 - 3 (CFF)
- P2P-1-4: Paink-to-Paoink 1 - 4 (OFF)

1 The next dialog for editing the Point-to-Point channels opens:

&£ Point-to-Point partners

Point-to-FPoint | Alarms

Enable this Point-2-Paint channel

Enter the wiLaM access point to be interconnected via
Paint-to-Faint connection here.

Recognize by:
() MALC address
(&) Station name

(3 Serial auto-configuration

If wou use recognition by MAC address, enter the WLAN

adapter's MAC addrezs and not the device MAC address.

Station name: |

Change the partner 'Station name’ to 'LEFT".

Click 'OK’ to close the dialog.

Click 'OK’ again to close the file and save your edits.
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3.6 WLAN Bridge: Two Subnets

This example shows the creation of a WLAN bridge between 2 OpenBAT
devices that are situated in different subnets by:

[0 creating a dedicated transfer network connecting the two OpenBAT
devices, then

O routing the data traffic from one subnet to the other over the newly created
transfer network

The transfer network’s single purpose is to connect the two OpenBAT
devices and thereby establishing a connection between the two subnets.

As before, each Access Point is configured to deny access to devices other
than its bridge partner. This example builds on the previous configurations of
the RIGHT and LEFT devices (see on page 109) and enables routing
between these two devices.

a
m

|

A
m

(tr) = it

LEFT

192.168.200.100 RIGHT
192.168.100.110

The significant configuration settings for the device are as follows:

Station Name: LEFT RIGHT

Role: Access Point Access Point

IP address: 192,168,200,100 192,168,100,110
Subnet Mask: 255.255.255.0 255.255.255.0
Channel Selection Scheme Master Slave
Point-to-Point Partner RIGHT LEFT
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3.6.1 Creating Two LANconfig Files

Creating a WLAN bridge between two different subnets involves the creation
and configuration of two LANconfig files, one for the LEFT device and one for
the RIGHT device. Because these two files contain virtually the same Basic
settings (see on page 110) and WLAN settings (see on page 118) as in the
previous example, the easiest way to begin is to copy and re-name
previously created files. After new files are created, their configuration
settings can be edited.

To create two LANconfig files, follow these steps:

[0 Create a new LANconfig file: P2P-Routing-LEFT.1cf:

— In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

— Copy the file P2P-LEFT. 1cf.
— Paste the copied file into the same Windows Explorer folder.
— Rename the new file P2P-Routing-LEFT.1lcf.

L1 Create a new LANconfig file: P2P-Routing-RIGHT. lcf.

— In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

— Copy the file P2P-RIGHT. 1cf.
— Paste the copied file into the same Windows Explorer folder.
— Rename the new file P2P-Routing-RIGHT.1lcf.

Windows Explorer now contains the following files:
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% | ANConfig |'_| |'E| _|
File Edit View Faworites Tools Help 1',’
e Back - L/'I lﬁ P ! Search |[Ei‘ Falders = | P x n -
Address |l'f} CHLAMConfig vl o
Folders s Mame

I Fonts A || B P2P-LEFT.IcF
L) Fonks_unused F3 P2P-RIGHT.IcF
1= install F2 PZP-Routing-LEFT. lcf
I Inkel £ PZP-Routing-RIGHT . Icf
I3 IPM3
i ~ | £ | 3>
4 objects (Disk free space: 112 GB) Z76 KB 3 Iy Computer

1 The next step is to edit the IP address of the RIGHT device:

I In Windows Explorer, double-click on the file:
P2P-Routing-RIGHT. lcf.

[0 Openthe Configuration : IPv4 : General dialog.

O addreszes

In thiz table you can defing IF networks, Thoze will be
referenced by other modules [DHCP server, RIF, MetBI0S etc.]
via the netwark, name.

[ IP metwaork s ]

T'ou can configure alternative addresses at thiz table.

[ Loopback addreszes ]

Mrtinnz

O Click the 'IP networks...: button (above) to open the ‘IP networks’
window (below):

IP networks

Add... Edit. .. Copy... Remove
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I In the ‘IP networks’ window (above) select the INTRANET network,
then click on the 'Edit..." button to open the ‘Edit Entry’ dialog (below):

IP networks - Edit Entry

Metwork niame: | INTRAKET oK |
1P address: | 192,168.100.110 Cancel |
Metmiask; | 255.255.255.0

Metwork bype; |Intranet j

WLAN 1D |o

Interface assignment; |.ﬁ.ny j

Address check: |Lnose j

Interface tag: | 0

Comment: |

U In the ‘Edit Entry’ dialog, edit the IP address of the RIGHT device
configuration file to 192.168.100.110.

I Click 'OK’ three times to close the open dialogs, save your edits and
close the file P2P-Router-RIGHT.1cf.

3.6.2 Creating Two Transfer Network Entries

The next task is to create a transfer network in each device. This is
accomplished by adding a new network entry to each device configuration
file.

O In Windows Explorer, click on the file P2P-Routing-LEFT. 1cf to open
it for editing.

[0 Openthe Configuration : IPv4 : General dialog.
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Owr addreszes

Ir thiz table you can defing IP netwarks. Thoze will be
referenced by ather madules [DHCP server, RIP, MetBI0S etc.]
wia the network name.

[ IP metwaark.s l

Yol can configure alternative addresses at this table.

[ Loopback addresses l

Mntinnz

[0 Click the 'IP networks...: button (above) to open the ‘IP networks’ window
(below):

IP networks E]

Metwaork name | IP address Metmask Metwork bype | WLAM ID | Interface | Address check | Tag | Comment [o]4 |
IMNTRAMET 5.0 Intranet Ay Loose

DMz 0.0.0.0 295,255.255.0 DMZ o Ay Loose [u] Cancel

Add... | Edi... | Copy... | Remove |

I In the ‘IP networks’ window (above), click the 'Add..." button to open the
‘New Entry’ dialog (below):

IP networks - Hewr Entry

Metwork niame: | TRANSFER oK |
1P address: | 10.10.10.100] Cancel |
Metmiask; | 255.255.255.0

Metwork bype; |Intranet j

WLAN 1D |o

Interface assignment; |.ﬁ.ny -

Address check: |Lnose j

Interface tag: | 0

Comment: |
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U In the ‘New Entry’ dialog (above), create a new network for this device
configuration file by inputting the following settings:

— Network name: TRANSFER

— IP address: 10.10.10.100

— Network type: Intranet (the default)

— VLAN ID: 0 (the default)

— Interface assignment: Any (the default)
— Address check: Loose (the default)

— Interface tag: 0 (the default)

— Comment: <leave blank>

Click 'OK’ to add the new network to the network list in the ‘IP networks’
window (below):

IP networks E|r$__(|
Metwork name | IP address Metmask. Metwork bype | YLAMID | Interface | Address check | Tag | Comment [o]4 |
IMTRANET 192,168,200.100  255.255.255.0  Intranet o] Ay Loose 0

LANSFER. 10,10,10,100 z 5.0 Intranet 0 Ay 0ose 0 Cancel
DMz 0.0.0.0 255,255.255.0 DMZ o Ay Loose 0
add... | Edit... | Copy... | Remave |

LI Click 'OK’ again to close the ‘IP networks’ window for the LEFT device.

Note: Leave open the P2P-Routing-LEFT.1lcf LANconfig file for
further editing.

The next step is to create a new network entry for the RIGHT device, as
described, below.

O In Windows Explorer, click on the file P2P-Routing-RIGHT.1lcf to
open it for editing.

0 Openthe Configuration : IPv4 : General dialog.
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Owr addreszes

Ir thiz table you can defing IP netwarks. Thoze will be
referenced by ather madules [DHCP server, RIP, MetBI0S etc.]
wia the network name.

[ IP metwaark.s l

Yol can configure alternative addresses at this table.

[ Loopback addresses l

Mntinnz

0 Click on the 'IP networks..." button (above) to open the 'IP networks’
window (below):

IP networks @

Metwaork name | IP address Metmask. Nebwork bype | WLAM ID | Interface | Address check | Tag | Comment O
IMNTRAMET il 5,100,110 5.0 Intranst Ay Loose

DMz 0.0.0.0 2595,255,255.0 DMZ o Ariy Loose o Cancel

Add... | Edit... ‘ Copy... | Remave |

I In the ‘IP networks’ window (above), click the 'Add..." button to open the
'New Entry’ dialog (below):

IP networks - Hewr Entry

Metwork niame: | TRANSFER oK |
IP address: [10.10.10.110 Cancel |
Metmiask; | 255.255.255.0

Metwork bype; |Intranet j

WLAN 1D |o

Interface assignment; |.ﬁ.ny -

Address check: |Lnose j

Interface tag: | 0

Comment: |
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U In the ‘New Entry’ dialog (above), create a new network for this device
configuration file by inputting the following settings:

— Network name: TRANSFER

— |IP address: 10.10.10.110

— Network type: Intranet (the default)

— VLAN ID: 0 (the default)

— Interface assignment: Any (the default)
— Address check: Loose (the default)

— Interface tag: 0 (the default)

— Comment: <leave blank>

Click 'OK’ to add the new network to the network list in the ‘IP networks’
window (below):

IP networks

Metwork name | IP address Metrnask, Metwork bype | WLAM ID | Inkerface | Address check | Tag | Comment oK |

IMTRAMET 192,165,100,110  255,255.255.0 Intranet o] Ay Loose 1)
TRAMSFER. 10.10.10.110 Zals, 5.0 Intranet 0 005E 0 Cancel
DMz 0.0.0.0 £55.255.255.0 DMZ [u] Ay Loose o

Add... | Edit... | Copy... | Remave |

[ Click 'OK’ again to close the ‘IP networks’ window for the RIGHT device.

Note: Leave open the P2P-Routing-RIGHT.1lcf LANconfig file for
further editing.
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3.6.3 Routing the Transfer Networks

The next step is to link together the two new transfer networks. This is
accomplished by assigning each new network to the same routing address.

L1 Return to the configuration file P2P-Routing-LEFT. lcf (which
remains open) and open the Configuration : IP Router
Routing dialog:

Routing
Fiouting table

|Jse this table to specify the remate sites to be used to access
different remote 1P networks.

Fiouting table...

Time-dependent contral

Time-dependent contral can be used to specify varous
destinations for the default route bazed on the time and day of
the week,

[ Time-dependent contral of the default route enabled

Time control table... |

I Click on the 'Routing table...” button (above) to open the routing table for
the LEFT device (below):

Routing table E|PZ|

IP address | Metmask Routing tag | Enable state Router | Distance | Mask, | Comment QK |
192,168.0.0 255,255.0.0 O icky for RIP 0.0.0.0 0

172.16.0.0 255.240,0.0 0 On, sticky for RIP 0.0.0.0 0 Off Cancel
10.0.0.0 Z55.0.0.0 u] On, sticky for RIP 0.0.0.0 0 Off

224.0,0.0 224.0,0.0 1] 0on, sticky for RIP 0.0.0.0 0 Off

Default route Add... | Edit... | Copy... | Remowe |

I Inthe ‘Routing table’ (above), click on the 'Add...: button to open the ‘New
Entry’ dialog (below):
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Routing table - Mew Entry EIE|
IP address: | 192,168.100.0 Ok |

Metmask: | 255.255.255.0

Rouking tag: il

Enable state:

Cancel

{+ Route is enabled and will always be propagated via RIP (sticky )

" Route is enabled and will be propageted via RIP if the target
network is reachable {conditional)

(" This route is disabled

Router: | 10.10.10.100 -

Distance: | u]

IP masquerading:
{* IP Masquerading switched off
" masking Intranet and DMZ {defaulk)

" masking Intranet only

Cormment: |

O In the ‘New Entry’ dialog (above), create a new routing entry and
associate that routing entry with the network of the RIGHT device, as
follows:

— |P address: 192.168.100.0
— Netmask: 255.255.255.0
— Router:; 10.10.10.100

Accept the remaining default values.

Click 'OK’ to save the new routing entry, and add it to the Routing table
(below):
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Routing table &3]
IF address Tetmask. Routingtag  Enable state Router Distance  Mask,  Comment
o 00.0 .00 , for RIP 10.10.10.100 0
192.1658.0.0 255.2585.0.0 1] On, sticky for RIP - 0.0.0.0 1] OFf
17z.16.0.0 255.240.0.0 1] On, sticky for RIP - 0.0.0.0 1] OFf
10.0.0.0 255.0.0.0 1] On, sticky for RIP - 0.0.0.0 1] OFf
Z24.0.0.0 Z24.0.0.0 1] On, sticky for RIP - 0.0.0.0 1] OFf

T [

0 Click 'OK’ to close the routing table (above) for the LEFT device.

Click 'OK’ a second time to save both the new network and the routing
settings for the P2P-Routing-LEFT. 1lcf configuration file.

The next task is to create a new routing table entry for the RIGHT device.

[ Return to the configuration file P2P-Routing-RIGHT. lcf (which
remains open).

[0 Openthe Configuration : IP Router : Routing dialog:
Routing
Routing table

|lze thiz table o specify the remote sites to be uzed to access
different remate [P retwork.s,

Routing table...

Time-dependent contral

Time-dependent control can be uzed to specify various
destinations for the default route bazed on the time and day of
the week.

[~ Time-dependent contral of the default route enabled

Time contral table... |

I Click on the 'Routing table...” button (above) to open the routing table for
the RIGHT device (below):
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Routing table
IP address | MNekmask Routing tag | Enable state Router | Distance | Mask, | Comment QK
Q) ar RIP
172.16.0.0 00 a 0n, sticky for RIP Cancel
10.0.0.0 255.0,0.0 1] On, sticky for RIP 0.0.0.0 0 Off
224.0.0.0 224.0,0.0 i On, sticky for RIP 0.0.0.0 0 Off

Default route Add... Edit. .. | Copy... | Remove |

0 Inthe ‘Routing table’ (above), click on the "Add...: button to open the ‘New
Entry’ dialog (below):

Routing table - New Entry

IP address: | 192.168.200.0 oK |

Metmask: | 255.255.255.0

Rouking tag: u]

Enable state:

Cancel

* Route is enabled and will always be propagated via RIP (sticky)

" Route is enabled and will be propageted via RIP if the barget
network, is reachable {conditional)

(" This route is disabled

Router: | 10.10.10.100 |

Distance: | u]

IP masquerading:

{* IP Masquerading switched off
(" masking Intranet and DMZ (default)

" masking Intranet only

Cornrment: |
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I In the ‘New Entry’ dialog (above), create a new routing entry and
associate that routing entry with the network of the LEFT device, as
follows:

— |P address: 192.168.200.0
— Netmask: 255.255.255.0
— Router: 10.10.10.100

Accept the remaining default values.

Click 'OK’ to save the new routing entry, and add it to the Routing table
(below):

Routing table
IP address Metmask, Routing tag | Enable state Router Distance | Mask, QK |
192.168,200.0 2 5.0 0 O, skicky for RIP 10.10.10.100
192,165.0.0 1] 0On, sticky for RIP 0.0,0.0 1] Off Cancel
172.16.0.0 255.240.0.0 1] 0On, sticky for RIP - 0.0.0.0 1] Off
10.0.0.0 255.0.0.0 1] On, sticky for RIP 0.0,0.0 1] Off
224.0,0.0 224.0.0.0 1] On, sticky for RIP 0.0.0.0 1] Off
¢ ' >

Default route Add... | Edit... | Copy... | Remove |

[J Click 'OK’ to close the routing table (above) for the RIGHT device.

Click 'OK’ a second time to save both the new network and the routing
settings for the P2P-Routing-RIGHTT. 1lcf configuration file.

Configurations for the transfer network are complete.
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3.7 WLAN Bridge Relay: 1 Radio

This example employs three OpenBAT devices (named LEFT, CENTER,
and RIGHT) to implement a WLAN bridge relay. All devices are located in the
same subnet.

The CENTER device serves as a repeater and relays messages between the
LEFT and RIGHT devices. The CENTER device communicates with both the
LEFT and RIGHT devices via two different channels over a single radio
interface. Because the relay device employs just a single radio, this design
reduces the effective bandwidth of the connection by a factor of 50%.

s ()

R,F,H (((1))) / MIDDLE\ ((‘I’))

192.168.100.110
LEFT RIGHT
192.168.100.100 192.168.100.120

The significant configuration settings for the device are as follows:

Station Name: LEFT CENTER RIGHT

Role: Access Point Access Point Access Point

IP address: 192,168,100,100 192,168,100,110 192,168,100,120
Subnet Mask: 255.255.255.0 255.255.255.0 255.255.255.0
Number of interfaces used: 1 1 1

Number of channels used: 1 2 1

Channel Selection Scheme Slave Master Slave
Point-to-Point Partner CENTER LEFT/RIGHT CENTER

Each Access Point is configured to deny access to devices other than its
immediate bridge partner. This example builds on the previous
configurations of the LEFT and RIGHT devices (see on page 109).
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3.7.1 Creating Three LANconfig Files

Creating a WLAN bridge relay involves the creation and configuration of
three LANconfig files, one for the LEFT device, one for the MIDDLE device,
and one for the RIGHT device. Because each of these files contain virtually
the same Basic settings (see on page 110) and WLAN settings (see on
page 118) as in the original example, the easiest way to begin is to make 3
copies of the previously P2P-LEFT. 1cf file. After new files are created, their
configuration settings can be edited.

To create three new LANconfig files, follow these steps:

[0 Create a new LANconfig file: P2P-Relay-1Radio-LEFT. 1cf:

O In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

O Copy the file P2P-LEFT.1cf.
1 Paste the copied file into the same Windows Explorer folder.
[0 Rename the new file P2P-Relay-1Radio-LEFT. 1lcft.

L1 Create a new LANconfig file: P2P-Relay-1Radio-MIDDLE. lcf:

U In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

] Copy the file P2P-LEFT. 1cf.
1 Paste the copied file into the same Windows Explorer folder.
[0 Rename the new file P2P-Relay-1Radio-MIDDLE. lcf.

LI Create a new LANconfig file: P2P-Relay-1Radio-RIGHT.1cf.

O In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

[ Copy the file P2P-LEFT. 1cf.

I Paste the copied file into the same Windows Explorer folder.
0 Rename the new file P2P-Relay-1Radio-RIGHT.1lcf.
Windows Explorer now contains the following files:
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@ | aNConfig

File Edit View Faworites Tools Help n

eBack - \_/] lﬁ /-__\J Search |[1T:‘ Folders = 13 x g '

Address |l‘f} CLaNConfig vl Go
Folders = Marne
IC2) Fonks | F PZP-LEFT.ICF
) Fonks_unused B 2 PEP-RIGHT.IcF
120 install F2 P2P-Relay-1Radio-LEFT.IcF
£ Intel || m PzP-Relay-1Radio-MIDDLE.Icf
L2 IPM:ca ¥ PzP-Relay-1Radio-RIGHT.Icf
(&} o1 onfig
IC2) MET_work
- Michael | | £ | >
S objects (Disk free space: 112 GE) 46 KB :J My Computer

The next tasks are to edit the names and IP addresses of both the
MIDDLE and RIGHT devices.

Note: The file P2P-Relay-1Radio-LEFT. 1cf should be configured
with the:

- Device name = 'LEFT’, and

- IP address ='192.168.100.100’

O To edit the name and IP address of the MIDDLE device:

O In Windows Explorer, double-click on the file:
P2P-Relay-1Radio-MIDDLE. 1cf.

[0 Openthe Configuration : Management : General dialog.
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General

Device name: |MIDDLE

Location: |

Administratar: |

Comments

[0 Change the Device name to '"MIDDLE’.
[ Openthe Configuration : IPv4 : General dialog.

Owr addreszes

In thiz table you can defing IP networks. Thosze will be
referenced by ather madules [DHCP server, RIP, MetBI0S etc.]
wia the netwaork name.

[ IP metwaark.s l

Yol can configure alternative addresses at this table.

[ Loophack addreszes l

Mntinnz

I Click the 'IP networks..." button (above) to open the ‘IP networks’
window (below):

IP networks @ @

Metwork name | IP address Metmask Mebwork bype | YLAM ID | Interface | Address check | Tag | Comment OF

INTRAMET 0 Inktranet 0 Ay Loose 0
.0.0, . 255,255, Any Loose Cancel

Add... | Edit... | Copy... Remave
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I In the ‘IP networks’ window (above), select the INTRANET network,
then click the 'Edit..." button to open the ‘Edit Entry’ dialog (below):

IP networks - Edit Entry

Metwork niame: | INTRAKET oK |
1P address: | 192,168.100.110 Cancel |
Metmiask; | 255.255.255.0

Metwork bype; |Intranet j

WLAN 1D |o

Interface assignment; |.ﬁ.ny j

Address check: |Lnose j

Interface tag: | 0

Comment: |

U Inthe ‘Edit Entry’ dialog, change the IP address of the MIDDLE device
configuration file to '192.168.100.110".

LI Click 'OK’ twice. Leave the configuration file open for later editing.

O To edit the name and IP address of the RIGHT device:

O In Windows Explorer, double-click on the file:
P2P-Relay-1Radio-RIGHT.1lcf.

[0 Openthe Configuration : Management : General dialog:
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General

Device name:  |RIGHT

Location: |

Adminiztrator: |

Comments

| |
| I
| |
| |
[0 Change the Device name to 'RIGHT".

[ Openthe Configuration : IPv4 : General dialog.

O addreszes

In thiz table you can defing IF networks, Thoze will be
referenced by other modules [DHCP server, RIF, MetBI0S etc.]
via the netwark, name.

[ IP metwaork s ]

T'ou can configure alternative addresses at thiz table.

[ Loopback addreszes ]

Mrtinnz

I Click the 'IP networks...” button (above) to open the ‘IP networks’
window (below):

IP networks |E| [g|

Metwork name | IP address Metmask Mebwork bype | YLAN ID | Interface | Address check | Tag | Comment OF

INTRANET Eranet Any Loose 0
0.0, . 255,255, Any Loose Cancel

Add... | Edit... | Copy... Remove
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I In the ‘IP networks’ window (above), select the INTRANET network,
then click the 'Edit..." button to open the ‘Edit Entry’ dialog (below):

IP networks - Edit Entry

Mebwork name:

1P address:

Metrask:

Metwork bype;

WLAN ID:

Interface assignment;
Address check:
Interface tag:

Cornrment:

| INTRAKET

| 192.165.100,120

819 |

Cancel |

| 255.255.255.0

|k anet -
|o
|y =l
|Loose |
|0

U In the ‘Edit Entry’ dialog, change the IP address of the RIGHT device
configuration file to '192.168.100.120'.

[ Click 'OK’ twice in order to close the two open dialogs. Leave the
configuration file open for later editing.

3.7.2 Configure the LEFT Device

The next task is to configure the LEFT device by:

— enabling a single interface
— enabling a single channel on that interface
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— designating the LEFT device as a slave
— identifying the MIDDLE device as its Point-to-Point partner

0 Inthe P2P-Relay-1Radio-LEFT. 1cf file, open the
Configuration : Wireless LAN : General dialog (below):

Ernail address for 'WLAN events: |

Interfaces

This iz where pou can program further settings for each physical
wireless LAM interface.

Physical WLAM settings -

Faint-ta-Paint parthers - |

Thiz iz where pou can program further settings for each logical
wireless LAMN network, [MuliSSID).

| nnimal Wi AN zabtinnz - |

0 Click the "Physical WLAN settings’ button, and select "WLAN interface 1’,
as depicted below:

Interfaces

Thiz iz where you can program further settings for each physical
wirelezs LAM interface.

| Physical WLAM settings -
¥ WLAN inke 1

T | 8y WLAN interface 2 (OFF)
Thiz iz where pou can program |
wireless LAN netwark, [MulisSI10].

I In the WLAN Interface 1 window, click on the 'Operation’ tab (below):
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«5 Physical WIAN settings - WLAN interface 1 E|E|

Operation IHadio ] Perfnrmance] F'oint-to-F'oint] Client mode]

v AN interface enabled

WwLAN operation mode:; |.-’-‘-.|:|:E$$ poitit j
Broken LAM link detection: |N0ne ﬂ
Link LED function: |Ennnection count ﬂ

@ The link-LED function 'Client signal strength’ only makes zense
in 'Client mode' WLAN operation. [t denotes the signal strength
between thiz station and the connected access point.

Signal strength and thus the connechion quality is indicated by
the blinking frequency. The faster the link LED blinks the
better the connection is.

Confirm that 'WLAN interface enabled’ is selected.

1 Open the 'Radio’ tab (below) of the same dialog:
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&£ Physical WLAN settings - WLAN interface 1

Operation | Radio | Performance | Point-ta-Point | Client mode

Frequency band:
Sub-bands:

Channel number:

5 GHz mode:

Double bandwidth [20/40MHz):

Antenna grouping:
Antenna gain:

T power reduction:
Access point density:
t auimurn distance:
Channel list:
Background scan:

Background gcan unit:

|5GHzB0211am) |
i J
| futomatic selection |
| Greenfield mode |
| llows 40 MHz v|
|.-’-‘n.uto v |

dBi
dB

Il

=]
(=]
-
€

ﬂ

ke

| [ Select

]

ﬂ

| zeconds A |

Edit the following properties:
— Frequency band: 5 GHz (802.11a/n)
— 5 GHz mode: Greenfield mode

— Antenna gain 9 dBi
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I Click on the 'Point-to-Point’ tab (above) to open that dialog:
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Physical WLAN settings - WLAN interface 1

Dperation] Radio ] Performance  Fointto-Paint lI:Iient mode]

Puoint-to-Foint operation mode:

(" 0if - Thiz access point can only communicate with mabile
stations.

" 0On - Thiz access point can also communicate with ather
access points to connect several local wireless networks.

{* Excluzive - This access paint can only communicate with other
access pointg; maobile stations cannot connect to thiz access
paint [pure WLAM bridge).

Station name: |LEFT

@ Configure the Point-to-Point partners outside this dialog in the
comezponding table.

[ Do not Forward between P2P links an the same interface

Channel Selection S cheme: |Slave ﬂ

In the Point-to-Point tab, enter the following settings:

— Point-to-Point operation mode: 'Exclusive’
— Station name: 'LEFT’
— Channel Selection Scheme: 'Slave’

Click 'OK’ to close the dialog.

0 Inthe Configuration: Wireless LAN : General dialog, click the
'Point-to-Point partners’ button, then select 'P2P-1-1" as depicted below:
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Phwsical WLAN settings -

| Fuaint-to-Foint partners -

Y PEP-1-1: Point-to-Point 1 - 1 {On)
wireless LAM nebwo 3 P2P-1-2: Paint-to-Paint 1 - 2 (OFF)
T P2P-1-3: Poink-to-Paoint 1 - 3 (OFF)
W P2P-1-4: Poink-to-Paoint 1 - 4 (OFF)

This iz where you c

0 The ‘Point-to-Point partners’ dialog opens, displaying settings for P2P

interface 1, channel 1 (below):

& Point-to-Point partners

Point-to-Foint | Alarms

Enable this Point-2-Point channel

Enter the WLAN access paint to be interconnected via
Foint-to-Foint connection here.

Fiecognize by:
) WAL address
(%) Station name

3 Serial auto-configuration

IF you uze recognition by MAC address, enter the WLAN
= adapter's MAC address and not the device MAC address.

Station name: |

Enter the following settings:
— Select ’Enable this Point-2-Point channel’

— Select the 'Recognize by Station name’ option
— Change the Station name to: 'MIDDLE’

Click 'OK’ to close the ‘Point-to-Point partners’ dialog.

Click 'OK’ again to save configuration settings for the LEFT device.
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3.7.3 Configure the MIDDLE Device
The next task is to configure the MIDDLE device by:

enabling a single interface

enabling two channels on that interface

designating the MIDDLE device as the MASTER for each channel
identifying the LEFT device as the Point-to-Point partner on channel 1
identifying the RIGHT device as the Point-to-Point partner on channel 2

O Inthe P2P-Relay-1Radio-MIDDLE. lcf file, open the
Configuration : Wireless LAN : General dialog (below):

Email addrezs for WLAN events: |

Interfaces

Thig iz where you can program further settings for each physical
wireless LAN interface.

Physical “WLAN settings - |
Paint-to-Paint partners - |

Thiz iz where pou can program further settings for each logical
wirgless LAMN network [MuliSSI1D).

O Click on the 'Physical WLAN settings’ button, and select
'WLAN interface 1’, as depicted below:

Interfaces

Thiz iz where you can program further settings far each physical
wirglezs LAN interface.

| Phwzical WLAM zettings -

¥ WLAN interface 1 (On)

5y WLAN interface 2 (OFf)
Thiz iz where you can program o
wirglezs LAMN netwark, [MuliSSI0).

O In the ‘WLAN Interface 1’ dialog, click on the 'Operation’ tab (below):
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«5 Physical WLAN settings - WLAN interface 1 EIE|

Operation IHadin ] Perfnrmance] Point-to-F‘nint] Client mnde]

v fwiLAN interface enabled

WLAN operation mode: |.~'-‘u:c:ess itk ﬂ
Broken LAM link detection: |N0ne ﬂ
Link LED function: |Cnnnectinn count ﬂ

@ The link-LED function Client zsignal strength’ only makes sense
in 'Client mode' WLAM operation. [t denotes the signal strength
between thiz station and the connected access point.

Signal strength and thuz the connection guality iz indicated by
the blinking frequency. The faster the ink LED blinks the
better the connection is.

Confirm that 'WLAN interface enabled’ is selected, then click the 'Point-
to-Point’ tab.

[0 The ‘Point-to-Point’ dialog opens:

Physical WLAN settings - WLAN interface 1 EIE|

Dperatinn] Radio ] Performance  Foint-to-Paint ICIient mnde]

Puaint-to-Paoint operation mode:

" 0Ff - Thiz access point can only communicate with mobile
stations.

(" On - Thiz access point can alzo communicate with other
access points to connect several local wireless networks.

* Excluzive - This access point can only communicate with other
access points; mobile stations cannot connect to this access
paint [pure 'WLAMN bridge).

Station name: |MIDDLE

@ Configure the Point-to-Point parthers outside thiz dialog in the
comezponding table.

[ Da not forward between F2P links on the same interface

Channel Selection Scheme: b aster j
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In the Point-to-Point tab, enter the following settings:

— Point-to-Point operation mode: 'Exclusive’
— Station name: 'MIDDLE’
— Channel Selection Scheme: 'Master’

Click’'OK’. The Configuration : Wireless LAN : General dialog
opens. The next task is to identify the two point-to-point partners.

0 Click the 'Point-to-Point partners’ button, then select 'P2P-1-1’ (interface
1, channel 1) as depicted below:

Physical 'WLAMN settings -

| Foint-to-Point partrers -

Y PZP-1-1: Point-to-Point 1 - 1 {On)
wirgless LAN netwd 3= P2P-1-2: Paint-to-Paoint 1 - 2 (OFF)
W P2P-1-3: Point-to-Paint 1 - 3 (CFF)
T P2P-1-4: Paink-to-Paink 1 - 4 (OFF)

Thiz iz where pou o

0 The ‘Point-to-Point partners’ dialog opens, displaying settings for P2P
interface 1, channel 1 (below):
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& Point-to-Point partners

Point-to-Foint | Alarms

Enable this Point-2-Point channel

Enter the WLAN access paint to be interconnected via
Foint-to-Foint connection here.

Fiecognize by:

) WAL address

(%) Station name

3 Serial auto-configuration

(’i\.lf you uge recagnition by MAC address, enter the WlLAN
= adapter's MAC address and not the device MAC address.

Station name:

In this dialog identify the LEFT device as the channel 1 Point-to-Point
partner device:

— Confirm that 'Enable this Point-2-Point channel’ is selected
— Select 'Recognize by Station name’
— Change the partner Station name to 'LEFT’

Click 'OK’ to close the ‘Point-to-Point partners’ dialog.
U Inthe Configuration : Wireless LAN : General dialog, click the

'Point-to-Point partners’ button, then select 'P2P-1-2’ (interface 1,
channel 2) as depicted below:
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Interfaces

Thig iz wihere pou can program further settings for each physical
wireless LaN interface,

Physical WLAN settings -

| Point-to-Paint partners -

This is where you F P2P-1-1: Paint-to-Point 1 - 1 {On)
wirgless LAN netwo BEREEEE ink-to-Paoint 1 - 2 (CFF)
I~ P2P-1-3: Point-to-Paint 1 - 3 (CFF)

- P2P-1-4: Paink-to-Paoink 1 - 4 (OFF)

[ The ‘Point-to-Point partners’ dialog opens, displaying settings for P2P
interface 1, channel 2 (below):
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& Point-to-Point partners

Point-to-Foint | Alarms

Enable this Point-2-Point channel

Enter the WLAN access paint to be interconnected via
Foint-to-Foint connection here.

Fiecognize by:

) WAL address

(%) Station name

3 Serial auto-configuration

(’i\.lf you uge recagnition by MAC address, enter the WlLAN
< adapter's MAC address and not the device MAL address.

Station name:

In this dialog, identify the RIGHT device as the channel 2 Point-to-Point
partner device:

— Select 'Enable this Point-2-Point channel’
— Select 'Recognize by Station name’
— Change the partner Station name to 'RIGHT’

Click 'OK’ to close the ‘Point-to-Point partners’ dialog.

Click 'OK’ a second time to save settings for the MIDDLE device.

3.7.4 Configure the RIGHT Device

The next task is to configure the RIGHT device by:
enabling a single interface
enabling a single channel on that interface
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designating the RIGHT device as a slave

identifying the MIDDLE device as its Point-to-Point partner

0 Inthe P2P-Relay-1Radio-RIGHT. 1cf file, open the
Configuration : Wireless LAN : General dialog (below):
General

General

This iz where you can program commaon sethngs for all wireless
LA imterfaces.

Country: US4 - FCC ﬂ
v ARP handling

[ Indoaor only mode activated

Ernail address for 'WLAN everts: |

Interfaces

This iz where you can program further settings for each physical
wirgless LAN interface.

Physical "WLAMN settings -

Fuoint-to-Point partners - |

This iz where you can progran further settings far each logical
wirglezs LAM network, [MultiSSI1D).

I memimml bdl AR sabbinme — |

0 Click on the 'Physical WLAN settings’ button, and select
'WLAN interface 1’, as depicted below:
Interfaces

Thiz iz where you can program further settings for each physical
wirelezs LAMN interface.

| Phwsical WLAN settings v

A1 in
T Ry WLAN interface 2 (OFF)

Thiz iz where pou can program o
wireless LAN netwark, [MulbisSI0]

O In the ‘WLAN Interface 1’ dialog, click on the 'Operation’ tab (below):
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«5 Physical WLAN settings - WLAN interface 1 EIE|

Operation IHadin ] Perfnrmance] Point-to-F‘nint] Client mnde]

v fwiLAN interface enabled

WLAN operation mode: |.~'-‘u:c:ess itk ﬂ
Broken LAM link detection: |N0ne ﬂ
Link LED function: |Cnnnectinn count ﬂ

@ The link-LED function Client zsignal strength’ only makes sense
in 'Client mode' WLAM operation. [t denotes the signal strength
between thiz station and the connected access point.

Signal strength and thuz the connection guality iz indicated by
the blinking frequency. The faster the ink LED blinks the
better the connection is.

Confirm that 'WLAN interface enabled’ is selected, then click on the
'Point-to-Point’ tab.

[0 The ‘Point-to-Point’ dialog opens:

Physical WLAN settings - WLAN interface 1 EIE|

Dperatinn] Radio ] Performance  Foint-to-Paint ICIient mnde]

Puaint-to-Paoint operation mode:

" 0Ff - Thiz access point can only communicate with mobile
stations.

(" On - Thiz access point can alzo communicate with other
access points to connect several local wireless networks.

* Exclusive - This access point can only communicate with other
access points; mobile stations cannot connect to this access
paint [pure WLAMN bridge).

Station name: |FHGHT

@ Configure the Point-to-Point parthers outside thiz dialog in the
carrezponding table.

[ Da not forvward bebween P2P links on the same interface

Channel Selection Scheme: Slave j
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In the ‘Point-to-Point’ dialog, enter the following settings:

Station name: 'RIGHT’
— Channel Selection Scheme: 'Slave’

Click 'OK’

O Inthe Configuration : Wireless

Point-to-Point operation mode: 'Exclusive’

LAN : General dialog, click

the 'Point-to-Point partners’ button, then select 'P2P-1-1’ (interface 1,

channel 1) as depicted below:

Physical 'WLAMN settings

-

| Faint-to-Foint partners

Y P2P-1-1: Point-to-Point 1 -
wirgless LAN netwd 3 P2P-1-2; Point-to-Paint 1 -
- P2P-1-3: Paint-to-Paink 1 -
W P2P-1-4: Paint-to-Paink 1 -

Thiz iz where you ¢

1 {on]
2 (OFF)
3 (OFF)
4 (OFF)

-

O The ‘Point-to-Point partners’ dialog opens, displaying settings for P2P

interface 1, channel 1 (below):
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& Point-to-Point partners

Point-to-Foint | Alarms

Enable this Point-2-Point channel

Enter the WLAN access paint to be interconnected via
Foint-to-Foint connection here.

Fiecognize by:
) WAL address
(%) Station name

3 Serial auto-configuration

i IF you uze recognition by MAC address, enter the WLAN
= adapter's MAC address and nat the device MAC address.

Station name: | |

Enter the following settings:

— Select 'Enable this Point-2-Point channel’
— Select 'Recognize by Station name’
— Station name: 'MIDDLE’

Click 'OK’ to close the ‘Point-to-Point partners’ dialog.

Click 'OK’ a second time to save settings for the CENTER device.
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3.8 WLAN Bridge Relay: 2 Radios

This example employs three OpenBAT devices (named LEFT, CENTER,
and RIGHT) to implement a WLAN bridge relay. All devices are located in the
same subnet.

The CENTER device is a dual-radio device that serves as a repeater and
relays messages between the LEFT and RIGHT devices. The CENTER
device communicates with the LEFT device via radio interface 1, and with the
RIGHT device via radio interface 2. Because the relay device uses just one
channel per interface, 100% of the interface bandwidth for each connection.

(1)
((‘I’)) / (NHETJDL)E\ (((T)))

192.168.100.110
LEFT RIGHT
192.168.100.100 192.168.100.120

The significant configuration settings for the device are as follows:

Station Name: LEFT CENTER RIGHT

Role: Access Point Access Point Access Point

IP address: 192,168,100,100 192,168,100,110 192,168,100,120
Subnet Mask: 255.255.255.0 255.255.255.0 255.255.255.0
Number of interfaces used: 1 2 1

Number of channels used: 1 2 (1 perinterface) 1

Channel Selection Scheme Master Slave Master
Point-to-Point Partner CENTER-1 LEFT/RIGHT CENTER-2

Each Access Point is configured to deny access to devices other than its
immediate bridge partner. This example builds on the previous
configurations of the RIGHT and LEFT(see on page 165), CENTER (see on
page 171) and RIGHT(see on page 176) devices.
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3.8.1 Creating Three LANconfig Files

Creating a WLAN bridge relay involves the creation and configuration of
three LANconfig files, one for the LEFT device, one for the CENTER device,
and one for the RIGHT device. Because each of these files contains virtually
the same basic settings as the point-to-point relay example (1 radio) (see on
page 159) , the easiest way to begin is to copy each of the 3 LANconfig files.
After the files have been created, you can edit their configuration settings.

To create three new LANconfig files, follow these steps:

O Create a new LANconfig file: P2P-Relay-2Radios-LEFT.1lcf:

In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

Copy the file P2P-Relay-1Radio-LEFT.1lcf.
Paste the copied file into the same Windows Explorer folder.
Rename the new file P2P-Relay-2Radios-LEFT. 1cf.

[0 Create a new LANconfig file: P2P-Relay-2Radios-MIDDLE. 1cf:

In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

Copy the file P2P-Relay-1Radio-MIDDLE. 1lcf.
Paste the copied file into the same Windows Explorer folder.
Rename the new file P2P-Relay-2Radios-MIDDLE. 1cf.

L1 Create a new LANconfig file: P2P-Relay-2Radios-RIGHT. lcf.

In Windows Explorer, navigate to the folder where the previously
created LANconfig files are saved.

Copy the file P2P-Relay-1Radio-RIGHT. 1cf.
Paste the copied file into the same Windows Explorer folder.
Rename the new file P2P-Relay-2Radios-RIGHT.1lcf.

Windows Explorer now contains the following files:
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% |ANConfig =13
File Edit Wiew Fawvorites Tools Help |'f

eﬁack M > | lﬁ /-__\J Search |H—" Folders > | W x n -

Address |l'f} CHLAMNConfig vl Go
Folders X Marme
IC5) Fants || B PzP-Relay-1Radio-LEFT.IcF
|5 Fonts_unused | = PZP-Relay-1Radio-MIDDLE. IcF
I3 install B PZP-Relay-1Radio-RIGHT.IcF
I Intel || B PzP-Relay-zRadios-LEFT.Icf
15 IPMa3 F PZP-Relay-2Radios-MIDOLE. Icf
[} arConfig F PZP-Relay-2Radios-RIGHT. Icf
L) MEI_wiark
I-7) Michael v || % | >
& objects (Disk free space: 112 GE) 415 KB :J My Computer

3.8.2 Configuring the MIDDLE Device

Most of the edits in this example are made to the MIDDLE device, which
communicates to the LEFT and RIGHT devices via channels in separate
radio interfaces. These edits include:

b Disabling Interface 1 / Channel 2

b Editing physical LAN settings for Interface 1

» Enabling and configuring Interface 2

P Enabling Interface 2 / Channel 1 and identifying a Point-to-Point partner

P> Configuring encryption settings for Interface 2 / Channel 1
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Disable Channel 2 on Interface 1

O Inthe P2P-Relay-2Radios-MIDDLE. 1cf file, open the following
dialog: Configuration:Wireless LAN:General.

LGeneral

General

This iz where you can program commaon sethngs for all wireless
LA imterfaces.
=l

Country: Usa - FCC

v ARP handling

[ Indoaor only mode activated

Ernail address for 'WLAN everts: |

Interfaces

This iz where you can program further settings for each physical
wirgless LAN interface.

- |
- |
This iz where you can progran further settings far each logical
wirglezs LAM network, [MultiSSI1D).

Physical "WLAMN settings

Fuoint-to-Point partners

O Click on the 'Point-to-Point partners’ button (above), then select 'P2P-

1-2’ (below):

Phwsical WLAN zettings

M ‘

| Foint-to-FPoint partners

This iz where you c

O S W T (el vt PEP-1-2: Point-to-Point 1

[0 The ‘P2P-1-2 Point-to-Point partners’
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W P2P-1-1: Poink-to-Paint 1 - 1 (On)

W P2P-1-3: Poink-to-Paoint 1 - 3 (OFF)

-

)

dialog opens:
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& Point-to-Point partners

{ Point-to-Foint | Alams

[] Enable this Paint-2-Paint channel

Enter the WLAM access paint to be interconnected via
Fuoint-to-Foint connection here.

Disable Channel 2 of Interface 1 by de-selecting the checkbox
(above).

Click 'OK’ to close this dialog.

Editing Physical LAN Settings for Interface 1

O Inthe Configuration : Wireless LAN : General dialog,
click on the "Physical WLAN settings’ button, then select
'WLAN interface 1’:

Interfaces

This iz where you can progran further settings for each physical
wireless LAN interface.

| Phwsical "WLaM settings -
¥ I inkerface )
53 WILAN interface 2 (OFF)

This iz where you can program |
wireless LAN network, [MulbiSSI0]).

Logical wiLaM settings -

1 Open the 'Point-to-Point’ tab of the WLAN Interface 1 dialog (below):
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Physical WLAN settings - WLAN interface 1 EIE|

Dperatinn] Radio ] Performance  Foint-to-Paint ICIient mnde]

Puoint-to-FPaoint operation mode:

" 0Ff - Thiz access point can only communicate with mobile
stations.

" On - This access point can also communicate with other
access points to connect several local wireless nebworks.

{* Excluzive - This access point can only communicate with other
access pointg; mobile stations cannot connect to this access
paint [pure 'WwLAMN bridge).

Station name: |MIDDLE-1

@ Configure the Point-to-Point partners outside thiz dialog in the
comezponding table.

[ Do not forward between P2P links on the same interface

Channel Selection Scheme: |Slave ﬂ

Make the following edits in the Point-to-Point dialog:
— Station name: 'MIDDLE-1’

— Channel Selection Scheme: 'Slave’

Click 'OK.
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Enabling and Configuring Interface 2

O Activate the PPPoE server in the Configuration : Wireless-
LAN : General dialog, click onthe 'Physical WLAN settings’ button,
then select "'WLAN interface 2’, as shown below:

Interfaces

This iz where you can progran further settings for each physical
wireless LAN interface.

| Phwsical "WLaM settings -
5% WLAN interface 1 {0On)

This is where you can program
wireless LAN network, [MulbiSSI0]).

Logical wiLaM settings - |

L1 Open the 'Operation’ tab (below) of the WLAN interface 2 dialog:

Physical WLAN settings - WLAN interface 2 @g|

Operation lHadio ] F'erfnrmance] F'oint-to-F'oint] Client rncu:le]

W wilAM interface enabled

WwLAN operation mode:; |.-’-‘-.ccess paint j

Link LED function: |Eunnection count j

@ The link-LED function 'Client signal strength’ anly makes zenze
in '"Client mode' WLAN operation. [t denotes the signal strength
between thiz station and the connected access point,

Signal strength and thus the connection quality is indicated by
the blinking frequency. The faster the link LED blinks the
better the connection is.

Select 'WLAN interface enabled’.

[0 Open the 'Radio’ tab (below) of the same dialog:
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&£ Physical WLAN settings - WLAN interface 1

Operation | Fadio |F'erfnrmanc:e Faint-to-Faoint | Client mode

Frequency band:
Sub-bands:

Channel number:

5 GHz mode:

Antenna grouping:
Antenna gair:

T power reduction:
Aocesz point density:
b airmum distance:
Channel list:
Background scan:

Background scan unit:

Double bandwidih [20/40mMHz);

5GHz (802 11a/n) v
L v
|.f-‘«utnmatic: zelection v |
| Greenfield mode A |
| Allow 40 MHz v
|.~'—‘«utu w |
0

| Lo A |
C—

| | [ Select
LI

| seconds b |

I OF. H Cancel ]

Edit the following properties:
— Frequency band: 5 GHz (802.11a/n)

— 5 GHz mode: Greenfield mode

— Antenna gain 9 dBi

1 Open the 'Point-to-Point’ tab (below) in the same dialog:
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Physical WLAN settings - WLAN interface 2 [ E|

Dperation] Radio ] Performance  Fointto-Paint lI:Iient mode]

Puoint-to-Foint operation mode:

(" 0If - Thiz access point can only communicate with mabile
stations.

" On - Thiz access point can alzo communicate with other
access points to connect several local wireless networks.

{ Excluzive - This access paint can only communicate with other
access points; mobile stations cannot connect to this access
paint [pure WLAM bridge].

Station name: [MIDDLE-2

@ Configure the Point-to-Point parthiers outzide thiz dialog in the
cormezponding table.

[ Do not forward between P2F links on the same interface

Channel Selection S cheme: |Slave ﬂ

Make the following edits:

— Point-to-Point operation mode: 'Exclusive’
— Station name: 'MIDDLE-2’

— Channel Selection Scheme: 'Slave’

Click 'OK.
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Enabling Channel 1 on Interface 2; Specifying a P2P Partner

O Inthe Configuration : Wireless LAN : General dialog,
click on the 'Point-to-Point partners’ button, then select 'P2P-2-1, as
depicted below:

General

General

This iz where you can program common settings for all wireless
LAM interfaces.

Country: USa - FCC j
v &RF hatdling

™ Indoar only mode activated

Ermnail address for WLAN events:

Interfaces

Thig iz where you can program further zettings for each phpsical
wireless LAN interface.

Phyzical wiLAM settings -

| Faint-to-Paint partners -
Thig iz where you c. %~ P2P-1-1: Point-to-Point 1 - 1 {Cn)
wireless LAN netwa 3= P2P-1-2: Point-ta-Point 1 - 2 (CFF)
S P2P-1-3: Point-ta-Point 1 - 3 (CFF)
S P2P-1-4: Point-ta-Point 1 - 4 (OFF)
Extended settings - P2P-1-5: Paint-to-Paink 1 - 5 (OFF)
W P2ZP-1-6: Point-to-Paoink 1 - & (OFF)

The fallowing physic

be changed. 1 Point-to-Po 8l ]

: Point-to-Point 2 - 2 {CFf)
% P2P-2-3: Point-ta-Point 2 - 3 (CFF)

[0 The P2P-2-1 Point-to-Point partners dialog (below) opens:
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& Point-to-Point partners

Point-to-Foint | Alarms

Enable this Point-2-Paint channel

Enter the WLAM access paint to be interconnected via
Fuoint-to-Foint connection here.

Fiecognize by:
) MALC address
(%) Station name

(3 Serial auto-configuration

i IF you uze recognition by MAC address, enter the WLAM
= adapter's MAC addrezs and nat the device MALC address.

Station name: |

Use this dialog to enable this channel and identify the device that is the
point-to-point partner of the MIDDLE device on this channel:

channel 1 of interface 2
Recognize by: 'Station name’
Station name: 'RIGHT’

Click 'OK'.
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Configure Encryption for Channel 1 on Interface 2

0 Open the dialog
Configuration : Wireless LAN : 802.11i/WEP, below.

802.11ipWEP
802171 (WPA/AES] / Wired Equivalent Privacy

You should select 802,171 Enhanced Security with
Advanced Encryption Standard PwWPAMES] or at least
Wired Equivalent Privacy PVYEP) to ensure that all
information will be transmitted in encrypted form.

Here, you can program encryphion settings for each logical
wirgless LAM network, [MultiSSID).

/P, or Private WEP settings... |

Here, vou can zpecify the \WEP group keys 2 to 4, that are
commanly used by the logical wireless LAM netwark.s for each
phyzical wirelezz LAM interface.

WEP Group Keys... |

0 Click on the "WPA or Private WEP settings..." button (above) to open
a list of networks (below):

WPA or Private WEP settings EIE|

Interface | Encryption | Method | Key 1 | key 1jpassphrase | WRA version | WAL ki oK |
wireless LAM 1 - Metwork 1 Ackivated 802,110 (WPA-PSK  CompanwPiy WRALZ TKIP
ireless LAM 1 - Mebwork. 2 Activaked 802,110 (WPA)-PSK WRALIZ TKIP Cancel
Wireless LAN 1 - Mebwork 3 Ackivated 802,110 (WPA)-PSK WRALZ TEIP
‘Wireless LAM 1 - Mebwork 4 Activated  S02.11i {WPA)-PSK WRALIZ TEIP
wiireless LAN 1 - Mebwork 5 Activated  802.11i {wPa)-PSK WRALLZ TKIFP
Wireless LAM 1 - Metwork & Activated 802,110 (WPA)-PSK WRALIZ TEIP
Wireless LAM 1 - Metwork 7 Ackivated 802,11 {WPA)-PSK WRALSZ TEIP
WRALIZ TKIP

Wireless LN 1 - Metwork & Activated 802,11 (WPA)-PSK

O In the network list, select 'Wireless LAN 2 - Network 1’ (above), then
click 'Edit...". The ‘Edit Entry’ dialog opens (below):
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WPA or Private WEP settings - Edit Entry E|E|

Interface: Wireless LAN 2 - Mebwork 1
v Encryption activated cancel
Method / Key 1 length: |80z, 11i (wPa)-PSK ~ |

Key 1f/passphrase; |Com|:uan\;F‘W

WA version: e =l

WPAL session key bype: |TKIP j

WPAZ session key bype: |.ﬁ.E5 ﬂ

WPA rekeving cvcle: | 0 seconds

Client EAP method: | =]
Authentication: | J

Default key: | J

In the ‘Edit Entry’ dialog, enter the following settings for the encryption
of the Interface 2 / Channel 1 network:

— Select ’Encryption activated’
— Method/Key 1 length: '802.11i (WPA)-PSK’
— Key 1/passphrase: 'CompanyPW’
Accept the default settings for the remaining fields.

Click 'OK'’ to close the dialog and return to the network list.

[0 The network list now displays P2P-2-1 as an activated network:
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WPA or Private WEP settings

Interface | Encrvption | Method | Kew 1

| Key 1/passphrase | WP A wersion | WPAL ke A OF, |

WWirgless LAM 1 - Metwork 1 Activated
‘Wireless LAN 1 - Metwork 2 Activated
Wireless LAN 1 - Metwork 3 Activated
“Wirgless LAM 1 - Metwork 4 Activated
‘Wireless LAN 1 - Metwork 5 Activated
Wireless LAN 1 - Metwork & Activated
WWirgless LAM 1 - Metwork 7 Activated
‘ireless LA 1 - Metwork & Ackivated
& -]
“Wireless LAM 2 - Metwork 2 Activated
Wireless LAN 2 - Metwork 3 Activated
<

a0z,
a0z,
anz,
a0z,
a0z,
anz,
a0z,
a0z,

a0z,
a0z,

11§ (WPAI-PSK
111 (WPAI-PSK
1] (WPA)-PK
11§ (WPAI-PSK
111 (WPAI-PSK
1] (WPA)-PK
11§ (WPAI-PSK
1] (WPA}-PSK

111 (WPA)-P3K
11 (WPH)-PSK
|

CompanyPyw WPALSZ TEIP
WRALIZ TKIP Cancel

WRALSZ TKIP
WRALIZ TKIP
WRALSZ TKIF
WRALSZ TKIP o
WRALIZ TKIP
WRALIZ TKIF

WPALIZ TKIP
WRALIZ TKIP ¥

Edit...

|

Click 'OK’ to close the window.

Click’OK’ again to close the P2P-Relay-2Radios-MIDDLE. 1cf file
and save your configuration settings.
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3.8.3 Configuring the LEFT Device

Configuring the LEFT device for service as part of a WLAN Bridge Relay is a
much simpler task. The settings for this configuration are almost the same as
for the LEFT device in a single radio relay design (see on page 165). Make
the following configuration changes:

Designate the LEFT device as the Master of the Point-to-Point link.

Identify the MIDDLE-1 station as the LEFT device’s Point-to-Point
partner.

[0 Openthe P2P-Relay-2Radios-LEFT. 1cf file to the
Configuration : Wireless LAN : General dialog:

Ernail address for WLAN events: |

Interfaces

This iz where you can program further settings for each physical
wirgless LAN interface.

Physical WLAN settings -

Faint-to-Point partners - |

Thiz iz where you can program further settings for each lagical
wirgless LAM network, [MultiSSID).

O Click on the 'Physical WLAN settings’ button, then select
'WLAN interface 1’ (below):

Interfaces

Thiz iz where vou can program further settings for each physical
wireless LaN interface,

| Phusizal WLAN zettingz -

' WLAN inkerface 1 (0n)
T 5y WLAN interface 2 (OFF)

Thiz iz where you can program o
wirgless LaM netwark [MuliSS10].

Logical wiLaM settings - |

1 Open the 'Point-to-Point’ tab of this dialog (below):
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Physical WLAN settings - WLAN interface 1 E|E|

Dperatinn] Radio ] Performance  Foint-to-Paint ICIient mnde]

Puoint-to-FPaoint operation mode:

" 0Ff - Thiz access point can only communicate with mobile
stations.

" On - This acoess point can also communicate with other
access points to connect several local wireless nebworks.

{* Excluzive - This access point can only communicate with other
accesz pointz; mobile stations cannot connect o thiz access
paint [pure 'WwLAMN bridge).

Statioh name: |LEFT

@ Configure the Point-to-Point partners outside this dialog in the
comezponding table.

[ Do not forward between P2P links on the same interface

Channel Selection Scheme:

Make the following edits:
— Channel Selection Scheme: 'Master’

Leave the other settings in this dialog unchanged.

Click 'OK’ to close the dialog.

O Inthe Configuration : Wireless LAN : General dialog, click
the 'Point-to-Point partners’ button, then select 'P2P-1-1" (below):

Configuration Guide HILCOS

196



Configuring the Device 3.8 WLAN Bridge Relay: 2 Radios

Interfaces

Thig iz wihere pou can program further settings for each physical
wireless LaN interface,

Physical WLAN settings -

| Point-to-Paint partners -

This iz where you c. " PZP-1-1: Point-to-Paint 1 - 1 {00}
wireless LAN netwo 'T‘,i= P2P-1-2: Paint-to-Paink 1 - 2 (OFF)

I~ P2P-1-3: Point-to-Paint 1 - 3 (CFF)
- P2P-1-4: Paink-to-Paoink 1 - 4 (OFF)
O In the Point-to-Point partners dialog, change the Station name to
'CENTER-1".

&£ Point-to-Point partners

Point-to-FPoint | Alarms

Enable this Point-2-Paint channel

Enter the wiLaM access point to be interconnected via
Paint-to-Faint connection here.

Recognize by:
() MALC address
(&) Station name

(3 Serial auto-configuration

i If wou use recognition by MAC address, enter the WLAN
adapter's MAC addrezs and not the device MAC address.

Station name: | |

Click 'OK’ to close the dialog.

Click 'OK’ again to close the P2P-Relay-2Radios-LEFT. 1cf file and

save your edits to the LEFT device.
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3.8.4 Configuring the RIGHT Device

Configuring the RIGHT device for service as part of a WLAN Bridge Relay
requires the virtually the same changes made to the LEFT device in the
preceding section. Again, the settings for this configuration are almost the
same as for the RIGHT device in a single radio relay design (see on

page 176). Make the following configuration changes:

Designate the RIGHT device as the Master of the Point-to-Point link.

Identify the MIDDLE-2 station as the RIGHT device’s Point-to-Point
partner.

O Inthe P2P-Relay-2Radios-RIGHT. lcf file, open the following dialog:
Configuration:Wireless LAN:General.

Email addrezs for WLAN events: |

Interfaces

Thig iz where you can program further settings for each phpsical
wireless LaN interface.

Phyzical WLAM zettings -

Point-to-Paint partners -

This iz where you can program further settings for each logical
wireless LAM network (MuliSSI0).

LI Click on the 'Physical WLAN settings’ button, then select
'WLAN interface 1’ (below):
Interfaces

Thig iz wihere pou can program further settings for each physical
wireless LaN interface,

| Phugical WLAN zettings -

¥ wLAN interface 1 (

5y WLAN interface 2 {
Thiz iz where you can progran o
wirelezs LAN network, [MuliSSI0]).

OFF)

Logical WLAMN settings - |

[0 Open the 'Point-to-Point’ tab of this dialog (below):
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Physical WLAN settings - WLAN interface 1

Dperation] Radio ] Performance  Fointto-Paint lI:Iient mode]

Puoint-to-Foint operation mode:

(" 0if - Thiz access point can only communicate with mabile
stations.

" 0On - Thiz access point can also communicate with ather
access points to connect several local wireless networks.

{* Excluzive - This access paint can only communicate with other
access pointg; maobile stations cannot connect to thiz access
paint [pure WLAM bridge).

Station name: |F|II3HT

@ Configure the Point-to-Point partners outside this dialog in the
comezponding table.

[ Do not Forward between P2P links an the same interface

Channel Selection S cheme: |Ma$ter ﬂ

Make the following edits:
— Channel Selection Scheme: 'Master’

Leave the other settings in this dialog unchanged.
Click 'OK’ to close this dialog.

O Inthe Configuration : Wireless LAN : General dialog, click
the 'Point-to-Point partners’ button, then select 'P2P-1-1" (below):
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Interfaces

Thig iz wihere pou can program further settings for each physical
wireless LaN interface,

Physical WLAN settings -

| Point-to-Paint partners -

T P2P-1-1: Poink-to-Point 1 - 1 {Cn)
wireless LAN netwo 3 P2P-1-2: Paint-to-Paint 1 - 2 (CFF)
I~ P2P-1-3: Point-to-Paint 1 - 3 (CFF)
- P2P-1-4: Paink-to-Paoink 1 - 4 (OFF)

Thiz iz where you

O In the Point-to-Point partners dialog, change the Station name to
'CENTER-2'.

&£ Point-to-Point partners

Point-to-Point | Alarms

Enable this Point-2-Paoint channel

Enter the wlakl access point to be interconnected via
Paint-to-Faint connection here.

Recoagnize by:
() MAC address
(&) Station name

(3 Serial suta-configuration

i If wou use recognition by MAC address, enter the WwWLAN
= adapter's MAC addreszs and not the device MAC address.

Station name: | |

Click 'OK’ to close this dialog.

Click 'OK’ again to close the P2P-Relay-2Radios-RIGHT. 1cf fileand
save your edits to the RIGHT device.
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3.9 Manual configuration of P2P
connections

In the configuration of point-to-point (P2P) connections, enter the point-to-
point operation mode and the channel selection scheme, along with the MAC
addresses or station names of the remote sites. The configuration can be
done in LANconfig either by using the Setup wizard "Configure WLAN" or
manually using the configuration dialog.

The following steps show you how you create an encrypted or unencrypted
P2P basic configuration.

Note: Along with a P2P connection, each of the APs automatically operates
an SSID, the name of which is derived from the MAC address of the
associated physical WLAN interface. This SSID works purely as an
administrative network for establishing the connection and for the availability
check ("Alive™) of a point-to-point partner. It is not possible for the WLAN
clients to connect to this network.

[J Open the configuration dialog for the device that is to operate as the P2P
master or P2P slave, and navigate to the page wireless LAN : General
: Physical WLAN settings.

[ Select the WLAN interface which you want to use explicitly for the P2P
connection and move to the tab "Point-to-Point".
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& Physical WLAN settings - WLAN interface 1

Operation | Radio | Performance | Pointto-Point | Encryption || Client mode

Paint-to-Paint operation mode:
() 0ff - This access point can only communicate with mobile stations.

(%) On - This access point can also communicate with ather access points to connect several local
wirgless networks.

(O Exclusive - This access paint can only communicate with other access paints; mobile stations
cannot connect to this access point [pure WLAN bridge).

Station name:

ff\ Configure the Point-to-Point partners outside this dialog in the coresponding table.
‘i)
[] Do nat forward between P2F links on the same interface

Channel Selection 5cheme: M aster v

[ Ok H Cancel ]

1 Enable the desired "Point-to-point operation mode", such as "On".
[0 Set the "Channel selection scheme" to "Master" or "Slave".

1 Optional: If the remote site should identify the physical interface by an
alias and not the MAC address, then enter a corresponding descriptor into
the field "Station name", for example P2P_MASTER Of P2P_SLAVE.,

] Optional: Adjust the settings on the tab "P2P encryption” for the
IEEE 802.11i encryption of the P2P connection, if necessary.

IEEE 802.11i can attain a significant increase in the security of WLAN
point-to-point connections. All of the advantages of 802.11i such as the
simple configuration and the powerful encryption with AES are thus
available for P2P mode, as are the improved security of the passphrase
from the Hirschmann Enhance Passphrase Security (LEPS).
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The setting options are practically identical with those of the physical
WLAN interfaces, . By default, P2P encryption is enabled and filled-out
with meaningful values.

Note: In HILCOS versions prior to 8.90, the settings for encryption are tied
to the settings for the first logical WLAN network on the corresponding
physical WLAN interface (i.e. WLAN-1 if you are using the first WLAN
module for the P2P connection, WLAN-2 if you are using the second
WLAN module for an access point with two WLAN modules). In this case,
you find the settings under wireless LAN : 802.11i/WEP : WPA or
private WEP settings.

O Close the dialog with "OK" and under "Point-to-Point partners" on the
same page of the configuration dialog select a logical P2P connection,
such as "P2P-1-1".

& Point-to-Point partners - P2P-1-1: Point-to-Point 1 - 1

Paint-ta-Faint | Tramsmission | Alams

Enable this Point-2-Paoint channel

Enter the WLAN access point to be interconnected via Point-to-Point connection here,
Fecognize by:

(&) MAC address

() Station name

() Serial auta-configuration

(§ ) fyou use recognition by MAC address, enter the WLAN adapter's MAC address and not the
57 device MAC address.

MAC address:

Passphrase: [ Shaw

With the optional connection quality threzholds the connection establishment can be controlled.

Connection establishment threzhold: | 0 percent
Connection hold threshold: 1] percent
Ok ] [ Cancel
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1 Enable the selected P2P channel on the "Point-to-Point” tab and specify
whether the device identifies the remote station using a "MAC address" or
a "Station name". Here you then enter either the MAC address of the
physical WLAN interface which the remote station uses for the P2P
connection, or its station name accordingly.

You will find the WLAN MAC address on a sticker located under each of
the antenna connectors on the housing of the device. Only use the string
that is marked as the "WLAN-MAC" or "MAC-ID". The other addresses
that may be found are not the WLAN MAC address but the LAN MAC
address.

Alternatively, you will also find the MAC address in the status menu under
the WLAN statistics as Node-ID.

O In "Passphrase"”, enter a shared secret of at least 8 characters
(recommended: 32 characters), which is used to additionally encrypt the
P2P connection. The P2P encryption must be enabled for this (see
above).

When set as P2P Master, the passphrase entered here will be used to
check the Slave's authorization to access. When set as P2P Slave, the
access point transfers this information to register with the remote site.

L1 Optional: Move to the "Transmission" tab to enter the limits and settings
for packet transmission.

The setting options are practically identical with those of the logical WLAN
networks . By default, all parameters are adjusted for optimization and
automatic operation.

[ Close the dialog with "OK" and save the configuration to your device.

J You continue by performing the corresponding configuration steps for the
remote station (slave or master).
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4 Configuring WLAN Parameters

This chapter describes how you can configure the WLAN parameters using
either the LANconfig software or WEBconfig. The scope of WLAN settings
varies according to the parameters edited. Parameters can relate to:

A physical WLAN interface:

Some OpenBAT devices include a single WLAN interface (i.e., one radio).
Others include a second WLAN interface integrated into the device (i.e.,
two radios). The settings for the physical WLAN interface apply to all of
the logical wireless networks supported by that interface. These
parameters include, for example, the transmitting power of the antenna
and the operating mode of the WLAN interface (i.e., Access Point or
Client).

A logical wireless network provided by a physical interface:
These parameters include, for example, the SSID, or activation of the
encryption, such as 802.11i with AES.

Both WLAN and other interfaces:
These parameters include, for example, the protocol filter in the LAN
bridge.
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4.1 General WLAN Settings

Open the Configuration : Wireless LAN : General dialog to
access general WLAN settings:

<5 PP LEFT. Icf 3

‘7% Configuration General

+ -3 Management General
—|-dp Wireless LAN

Thiz iz where you can program common settings for all wireless
LAM interfaces.

5 Security

& Stations Country: LS4 - FOC j
i 802, 11ifWEP

%5 IFEE 802.1% W ARP handling

j-'; WL I Indaor only mode activated

“f? Trace

-3 Interfaces Ernail address for WLAN everts: |

+-(¥) Date & Time
+-[ 5] Log & Trace

Interfaces

Use the ‘General’ section of this dialog to configure the following settings:

Country:

Legal regulations for the operation of OpenBAT devices vary from country
to country. Some countries prohibit the use of certain radio channels.
When you select a specific country, the OpenBAT device is configured to
observe the regulations of that country.

ARP handling:

Mobile stations that are on standby do not reliably respond to ARP
requests from other network stations in the wireless network. If ARP
handling is activated, the Access Point takes over this task and responds
to the ARP requests on behalf of stations that are on standby.

Configuration Guide HILCOS

206



Configuring WLAN Parameters 4.1 General WLAN Settings

Indoor only mode activated:

When selecting the frequency band (2.4 or 5 GHz), you need to determine
the channels which can be used for transmission. Using the channel
selection scheme, a OpenBAT — acting as wireless router — can select
a free channel, thereby avoiding interference with other radio signals.

In some countries, there are special regulations for frequency bands and
channels that may be used for outdoor WLANSs. Check with your local
regulatory authority for more details.

When 'Indoor only mode activated' is selected, the OpenBAT can be
restricted to operating exclusively within enclosed buildings. This
restriction also includes automated channel control via the automatic
channel selection scheme.

Note: The application of the 'Indoor only mode' depends on the selected
‘Country’.

E-mail address for WLAN events:
Enter an e-mail address here to which the device will automatically mail
information about WLAN events.

4.1.1 WLAN band steering

The IEEE 802.11 standard contains virtually no criteria by which a WLAN
client should select the access point. While there are general guidelines
according to which preference is given to an access point with a higher RSSI
value (i.e. the received signal strength), for example, WLAN clients do not, in
practice, adhere strictly to these definitions or the general guidelines. If both
2.4GHz and 5GHz are used to broadcast an SSID, there is normally no way
of influencing the client as regards the preferred frequency band.
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The steering of WLAN clients is based on the principle that many clients
determine the available access points by means of an active scan. Active
scanning here means that a client sends probe requests containing the
network 1D to which the client is to connect. Access points with this ID then
send a test response, enabling the client to create a list of available access
points. The vast majority of WLAN clients only connect to access points from
which they have received a probe response, and this can be used to steer
their selection process.

There are multiple, sometimes very advanced, criteria for steering. One of
these criteria relates to the wireless frequency ranges used for client
communication. Modern dual-band WLAN clients are expected to prefer the
5GHz frequency band over the (now) overcrowded 2.4GHz band. Band
steering is the term given to purposefully assigning a WLAN client a particular
frequency band or range.

The list of detected or "seen" clients contains all clients from which the
access point has received a test request packet. In combination with the
radio frequency on which the WLAN client sends the test request, this list is
one of the bases on which the access point decides whether to respond to
the request or not.

Other criteria depend on the reported client IDs and the configuration of the
devices. It may be the case, for example, that fewer SSIDs are reported on
the preferred frequency band than are on the one with the lower preference.
Similarly, too low a transmit strength when SSIDs are reported can result in
the client not receiving any probe responses at all on the preferred frequency
band. For the latter scenario, it is important to ensure that the access point
does not suppress probe responses on the less favored frequency band.
This is controlled by the setting for minimum signal strength, which you set in
LANconfg under wireless LAN:General:Logical WLAN settings:Network:
Minimum client signal strength.

The band steering of the access point itself is enabled and managed in
LANconfig under wireless LAN:Band steering.
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Using band steering, WLAN clients are directed to a preferred frequency band. For thiz, the zame
SSID has to be active on both WLAN modules.

[ Band steering activated
Preferred frequency band: A GHz w
Probe request ageout time: 120 zeconds

Initial blocking period: 10 zeconds

In this window you have the following options:
Band steering activated: Activates or deactivates this function.

Preferred frequency band: Specifies the frequency band to which the
device steers WLAN clients. Possible values are:

2.4GHz: The device routes clients to frequency band 2.4GHz.
5GHz: The device routes clients to frequency band 5GHz.

Probe request ageout time: The time for which the access point steers
the WLAN client to the preferred frequency band. The default value is 120
seconds.

Initial block time

If an access point with a 5-GHz DFS radio module is put into operation for
the first time, and also following a restart, it cannot detect any dual-band
capable WLAN clients during the DFS scan. As a result, the access point
cannot direct a WLAN client to a preferred 5-GHz band. Instead, the 2.4-
GHz radio module would answer the client request and forward it to the
2.4-GHz band.

By setting an initial block time, the radio module that is configured to 2.4-
GHz only responds to client requests after the specified delay. The default
value is 10 seconds.

The delayed response to the 2.4GHz probes causes WLAN clients, which
would otherwise expect to find an access point in the 2.4GHz band, to
scan again in the 5GHz band.

Note: Registration of a purely 2.4-GHz WLAN client also occurs after this
delay time. If no 5-GHz WLAN clients are present in the network, the
delay time should be set to 0 seconds.
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4.1.2 Adaptive noise immunity for reducing
interference
on the WLAN

A wireless LAN can be subjected to interference from various sources.
Devices such as microwave ovens or cordless phones interfere with data
transmission, and even the network devices themselves can emit
interference and hinder communications. Each type of interference has its
own characteristics. Adaptive noise immunity (ANI) enables the access point
to use different error conditions to determine the best way to compensate for
the interference. By automatically increasing noise immunity, the size of the
radio cell can be reduced to mitigate the impact of interference on the data
transfer.

The current values and any previous actions are to be found in WEBconfig
under Status:WLAN:Noise-Tmmunity.

You can enable adaptive noise immunity in LANconfig under wireless
LAN:General :Interfaces:Physical WLAN settings:Radio.

To enable the adaptive noise immunity function, go to the Radio tab and set
the value in the selection field "Adaptive noise immunity" to "On".

4.1.3 UUID Information Element for WLAN Access
Points

Current Hirschmann devices are multi-SSID capable, i.e. you can
simultaneously present different 'virtual' access points to multiple WLAN
clients.

For devices with two radio modules (dual radio), the BSSIDs relate to the
logical networks on the corresponding radio module. However, the MAC
addresses of the two radio modules are completely independent of one
another. Consequently, logical networks with different BSSIDs cannot be
unequivocally related to a single device.
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However, for the planning and monitoring of networks, it is often desirable to
be able to relate logical networks to their respective devices (or radio
modules).

The access points support an Aironet-compatible information element that
contains the name of the device as assigned to it by the administrator. The
transmission of this information is optional and many operators disable it for
security reasons because they want to publish as little information as
possible about the access point on the network.

Thus, this information either does not appear for network monitoring at all or,
depending on the setting, the information may not identify the device as an
access point.

Besides this, the access points possess a UUID (universally unique
identifier), which is calculated from the device type and serial number and
can identify the device uniquely on the network. By using encryption when
generating the UUID, the device type or serial number can only be inferred
with considerable effort (brute-force attack for all types of devices and serial
numbers).

Transmission of the Aironet-compatible information element and of the UUID
can be switched on or off independent of the radio module and logical
network. This is done in the WEBconfig under

HiLCOS Menu Tree:Setup:Interfaces:WLAN:Network:Aironet-
Extensions

HiLCOS Menu Tree:Setup:Interfaces:WLAN:Network:Include-UUID
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4.1.4 PMK Caching in the WLAN Client Mode

When establishing a connection from a WLAN client to an access point
operating with 802.1x-authentication, the two stations negotiate a shared
key, known as the Pairwise Master Key (PMK), for the subsequent
encryption. In applications with mobile WLAN clients (laptops in large offices,
moving objects with WLAN connections in the industrial sector), the WLAN
clients often change the access points via which they are logged in to the
WLAN network. And although WLAN clients roam back and forth between
different access points, in most cases these tend to be the same ones.

Access points typically save a negotiated PMK for a certain period of time.
WLAN devices in WLAN client mode also store PMKs. As soon as a WLAN
client starts to login to an access point that it was previously connected to,
the WLAN client can directly transfer the existing PMK to the access point. In
this way, the two remote stations skip the PMK negotiation phase while
establishing the connection, and the WLAN client and access point establish
the connection much faster.

The WLAN client stores the negotiated PMK for the duration set under
Default lifetime.

. HiLCOS Menu Tree:Setup:WLAN:PMK-Caching:Default-Lifetime

4.1.5 Advanced ARP handling

As of HILCOS version 8.90, access points can store more than one IP
address per WLAN client.

. HiLCOS Menu Tree:Status:WLAN:ARP-Handling
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4.1.6 Pre-authentication in WLAN Client Mode

Fast authentication by means of the Pairwise Master Key (PMK) only works
if the WLAN client was logged on to the access point previously. The WLAN
client uses pre-authentication to reduce the time to logon to the access point
at the first logon attempt.

. HiLCOS Menu Tree:Setup:WLAN:Encryption:Pre-authentication

Usually, a WLAN client carries out a background scan of the environment to
find existing access points that it could connect to. Access points that support
WPA2/802.1x can communicate their pre-authentication capability to any
WLAN clients that issue requests. A WPA2 pre-authentication differs from a
normal 802.1x authentication as follows:

The WLAN client logs on to the new access point via the infrastructure
network, which interconnects the access points. This can be an Ethernet
link, a WDS link (wireless distribution system), or a combination of both.

A pre-authentication is distinguished from a normal 802.1x authentication
by the differing Ethernet protocol (EtherType). This allows the current
access point and all other network partners to treat the pre-authentication
as a normal data transmission from the WLAN client.

After successful pre-authentication, the negotiated PMK is stored to the
new access point and the WLAN client.

Note: The use of PMKs is a prerequisite for pre-authentication.
Otherwise, pre-authentication is not possible.

When the client wants to connect to the new access point, the stored PMK
significantly accelerates the logon procedure. The further procedure is
equivalent to that described under PMK caching(see page 212).

Note: On the client side, the number of concurrent pre-authentications is
limited to four. This minimizes the network load on the central RADIUS server
in network environments with large numbers of access points.
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4.1.7 Time-staggered Roaming for
Dual-radio Client WLAN Modules

If a dual-radio client moves from a WLAN cell to an adjacent cell, multi-radio
handover coordination in the device ensures that a WLAN module remains
connected to the current access point until the second WLAN module is
successfully logged in to the new WLAN cell.

If this function is enabled and there are one or more WLAN modules in the
registration phase, the WLAN client locks the registration of the WLAN
module with an existing connection. This prevents both of the modules
simultaneously attempting to log in to the new cell, which would cause both
WLAN connections to be lost.

If the locked WLAN module loses the data connection before one of the other
modules has negotiated a hew data connection, the client of this module
unlocks it to negotiate a new data connection.

If the WLAN module has successfully logged in to the new WLAN cell, the
other module remains connected for a minimum period (the "Block time"), so
that the access point of the new cell has enough time to update its network
entries. During this minimum period, this module performs no roaming and
no background scanning.

Time-staggered roaming is enabled in LANconfig under wireless

LAN:General : Extended settings:Allow simultaneous roaming for both
WLAN interfaces.
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Allow simultaneous roaming for both WLAN interfaces.
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4.1 General WLAN Settings

Ok ] [ Cancel

4.1.8 Greenfield Mode for Access Points with IEEE

802.11n

For access points that comply with the IEEE 802.11n standard, the physical
WLAN settings provide the option to allow or restrict data transmission

according to the IEEE 802.11n standard.
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The IEEE 802.11n standard only allows data links that are either encrypted
with WPA2/AES or unencrypted. WEP- and TKIP-based encryptions are not
allowed in IEEE 802 11n. Please be aware of the following restrictions
depending on the actual physical and logical WLAN settings:

Along with the selection of the individual a/b/g/n standards and a selection of
mixed operating modes, the access points provide the option of using the
Greenfield mode. Once activated in the physical WLAN settings for a WLAN
interface, the Greenfield mode only allows WLAN clients that support the
IEEE 802.11n standard to associate with the corresponding logical WLANs
(SSIDs). Other WLAN clients that only work with the standards IEEE
802.11a/b/g cannot associate with these WLANSs. In LANconfig, you activate
the "Greenfield Mode" in the menu wireless LAN:General:
Physical-WLAN-Settings:Radio:2.4-GHz mode.

If, in the Physical settings, you activate support of a mixed-mode which
includes the IEEE 802.11n standard and individual WLAN clients on a
logical network support WEP encryption only, then the access point will
reduce the transmission rate to the 802.11a/b/g standard, because the
higher transfer rates available with IEEE 802.11n are not supported in
combination with WEP.

If, in the Encryption settings for a logical WLAN network, you enable not
only AES session keys but also TKIP session keys, then the access point
will use only the AES session key for this WLAN, because TKIP is not
supported by IEEE 802.11n.

If, in the Encryption settings for a logical WLAN network, you enable only
TKIP session keys, then the access point will reduce the transmission rate
to the 802.11a/b/g standard, because the higher transfer rates available
with IEEE 802.11n are not supported in combination with TKIP.
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4.1.9 Maximum EIRP value depends
on the transmission standard

In order to comply with the maximum transmission power density defined by
the 802.11b transmission standard, the maximum available EIRP value is
18dBm. For the 802.11gn transmission standard, the EIRP value may not
exceed 20dBm. As of HILCOS 8.84, the maximum EIRP value for any
OpenBAT device automatically concurs with the applicable transmission
standard.

4.1.10 Automatic adjustment of multicast and
broadcast transmission rates

Whereas with unicast broadcasts the access point and client can negotiate
the optimum transfer rate between them, multicast and broadcast
transmissions communicate in just one direction: From the access point to
the client. The clients cannot report back the access point with their actual
maximum transmission speeds.

The access point has two options for setting the transmission rate for
multicast and broadcast transmissions:

Fixed bit rate: The transfer rate is set so that the slowest client in the
WLAN can receive error-free transmissions even under unfavorable
conditions. This can lead to the situation that the device transmits at a
lower rate sends than environmental conditions and the clients would
actually allow. As a result, the access point slows down the
communications in the WLAN unnecessarily.

Automatic bit rate: By setting the transmission rate to auto, the access
point collects information about the transmission rates of the various
WLAN clients. Clients automatically notify the access point of this rate
with each unicast communication. The access point takes the lowest
transmission rate from the list of associated clients and applies this to all
multicast and broadcast transmissions.
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I HiLCOS Menu Tree:Setup:Interfaces:WLAN:Transmission:Basic-
Rate

4.1.11 Converting DHCP responses from broadcast
to unicast

To improve the reliability of the delivery of DHCP responses on the WLAN,
HILCOS versions 8.90 and later give you the option to convert data packets
which were sent as a broadcast (and which have no specific addressee, do
not use optimized transmission techniques such as ARP spoofing or IGMP/
MLD snooping, and have a low data rate) into unicast data packets.

To achieve this in LANconfig, use the setting "Convert broadcast DHCP
responses to unicast" in the dialog Wwireless LAN:General:Logical WLAN
settings:WLAN network [...]:Transmission.

Note: This function is already an integral part of the setting "Only transmit
unicasts, suppress broadcast and multicasts" and does not need to be
activated explicitly.
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4.2 WLAN Security Settings

Open the Configuration : Wireless LAN : Securitydialogto
place limitations on the communications available to WLAN users. The
device accomplishes this by filtering the data transferred between user
groups, based on individual stations or the protocols used.

<& P2P-LEFT, lcf [T
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+ -3 Management
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General zettings:

@ General Data traffic between 5510 and stations:

A Security & Allow data traffic between stationz in different 5510z of all}
£ Stations laccess points
1 BOZ.11ifWER " Prevent data traffic between stations in different S510s of
% IEEE 502.1% the local access point
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*19 Trace point and stations of other access points

+ - Interfaces } . _
by ) [~ Monitor stations to detect inactive ones

+-[¥) Date & Time

[ Log & Trace v tobile stations can roam between the access points in the
- local etk
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+ @ IP Router
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+ Certificates .
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ot redirect specific protocolz between LAN, wireless LAN and
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4.2.1 General settings

Data traffic between SSIDs and stations:

You can configure the OpenBAT device to allow or inhibit communication

between two and among several wireless stations. Especially the

OpenBAT device can:
Allow data traffic between stations in different SSIDs of all access
points

— Inhibit data traffic between stations in different SSIDs of the local
access point

— Inhibit data traffic between stations of the local access point and
stations of other access points

For OpenBAT devices with two radios, this setting applies globally to both

radios and all WLANSs.

Note: Communications between clients in a logical WLAN are controlled
separately by the logical WLAN settings (Inter-Station-Traffic). If the Inter-
SSID-Traffic is activated and the Inter-Station-Traffic deactivated, a client
in one logical WLAN can communicate with clients in another logical
WLAN. This behavior can be controlled by the VLAN settings or protocol
filter.

For information on how to allow or inhibit data traffic between stations on
the same SSID, refer to the configuration of individual wireless networks
(see on page 262).

Monitor stations to detect stations that are inactive:

Public WLAN Access Points (public spots) recognize whether a stations
is still active. This information is required for charging usage fees. The
Access Point monitors client behavior by regularly sending packets to
logged-in stations. If a station does not respond to these packets, the
accounting system needs to recognize that the station is no longer active.

Mobile stations can switch between base stations in the local network:
In addition to controlling the communication between clients, you can also
define whether neighboring access points can exchange information via
the Inter Access Point Protocol (IAPP). IAPP controls communications
between access points. Using IAPP an outgoing access point—one that
is about to lose its connection with a client—receives information that its
WLAN client is about to switch to a different access point. Based on this
information, the outgoing access point removes the client from its list.
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4.2.2 Filter protocols

Use the protocol filters to determine how the OpenBAT device will handle

packets transferred from the WLAN to the LAN. This is based on the

protocols identified in each packet. Protocol filters allow you to define:

— the data packets inspected by the device

— the interfaces to which the filter is applied

— the actions the OpenBAT device should perform with respect to data
packets

If no filter rules are defined for an interface, the device transmits all packets
sent and received without modification. If you define a filter rule for this
interface, the device checks all packets to be transmitted or received by this
interface before processing them.

If one or more rules are defined for an interface, but no rule applies to a
packet transmitted or received via the interface, the OpenBAT device applies
a default rule to the packet. The initial default rule that comes pre-configured
for each OpenBAT device is to 'drop' the packet.
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The initial, pre-configured default rule is not visible in the protocol table, but
can be modified. To modify the default rule for an interface, create a new rule
with the name 'defaultdrop’. Then indicate the default action to be taken on a
packet not covered by a specific rule. The 'defaultdrop’ rule that you create
can contain the name of the interface, wildcards, and the required action.

[ Select Configuration : Wireless LAN : Security, then click
‘Protocols..." to open the ‘Protocols’ table, then click 2dd. . . to open the
‘Protocols - New Entry’ dialog:

Protocols - Mews Entry

MNarme: | | 0K |

Cancel
Packet conditions:

Protocol: |

Subtype; | 0
First port: |0
Last part: |0

Route conditions:

Remote MAC address: |

DHCP assigned IF; |Irrelevant j
Metwork IP: |0.0.0.0
Metmask: |0.0.0.0

Interface lisk: |

Action:

{+ Drop packets

(" Pass packets

" Redirect packets to the Following IP address

Redirect IP address:
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Similar to a firewall rule, a protocol filter consists of two parts:

— Packet conditions that need to be met before the device applies a filter to
a packet

— The action the OpenBAT device takes when the packet conditions are
met

A packet filter is defined by the following parameters:

Name:
A name of your choice for the filter entry

Protocol:
The protocol that this filter is valid for. If ‘0" is entered as the protocol, the
filter applies to all packets.

Subtype:
The sub-protocol for which this filter is valid. If ‘0" is entered as the sub-
protocol, the filter applies to all packets of the protocol entered.

First port and Last port:

The port range that this filter is to be valid for. If ‘0" is entered as the start
port, this filter will be applied to all ports of the corresponding protocol/
sub-protocol. If '0" is entered as the end port, the start port becomes an
end port.

Note: Lists of the official protocol and port numbers are available in the
Internet through www.iana.org.

Remote MAC address:
The MAC address of the client to which the packet is to be sent. If no
destination MAC address is entered, the filter is applied to all packets.

DHCP assigned IP:

Enables DHCP address tracking:

— Yes: The rule applies if the source MAC address of the packet is listed
as an address which obtained an IP address using DHCP. You can
view this list using the HTML-based WEBconfig tool at
HiLCOS : Status : LAN Bridge Statistics : DHCP Table

— No: The rule applies if the source MAC address is not listed, as
described above.

— lrrelevant: The source MAC address is not considered.
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Network IP and Netmask:

The IP address of the network mask to which this filter applies. IP packets,
whose source and destination IP addresses lie within this network, are
captured by the rule. If no network is entered, the filter applies to all
packets.

Interface list:

List of the interfaces to which the filter applies. All of the LAN interfaces,
DMZ interfaces, logical WLAN networks and point-to-point connections in
the WLAN may be entered as interfaces. The following examples illustrate
how interfaces are specified: 'LAN-1' for the first LAN interface, "WLAN-2-
3' for the third logical WLAN network on the second physical WLAN
interface, 'P2P-1-2' for the second point-to- point connection on the first
physical WLAN interface. Groups of interfaces may be specified in the
form 'WLAN-1-1~WLAN-1- 6' (logical WLANS 1 to 6 on the first physical
WLAN interface) or with a wildcard as 'P2P-1-* (all P2P connections on
the first physical interface).

Note: Active filter rules are those with valid entries in the interface list. A
rule with no valid specification of the interfaces is ignored.

Action:

Action performed for the data packets captured using this rule:
— Drop packets

— Pass packets

— Redirect packets to the following IP address

Redirect IP address:

Destination IP address for the redirect action. On redirection, the
destination IP address of the packets is replaced by the Redirect IP
address. Furthermore, the destination MAC address is replaced by the
MAC address determined using ARP for the Redirect IP address.
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Redirect Function

With the Redirect action, IPv4 packets can be transferred and dropped,
and also can be communicated specifically to a particular destination. As
a general rule, the destination IP address of the packet is replaced by the
Redirect IP address. The destination MAC address of the packet is
replaced by the MAC address determined by ARP and associated with
the Redirect IP address.

In order for the redirected packets to find the correct sender on their return
trip, a dynamic table is compiled with automatic filter rules that apply to
packets leaving via this interface. This table can be viewed in WEBconfig
by navigating to:

HiLCOS : Status : LAN bridge : Connection table.

Rules in this table have a higher priority than other matching rules with the
"Transfer' or 'Drop’ actions.

Clients within wireless networks often have one aspectin common: a high
degree of mobility. Consequently, clients are not necessarily always
connected to the same access point, but frequently change between
access points and the related LANSs.

The redirect function assists WLAN client applications in automatically
finding the correct target computer in the LAN. If a WLAN client's http
request from a particular logical wireless network is to be always directed
to a particular server in the LAN, a filter setting with the redirect action can
be set up for the appropriate protocol for the desired logical WLAN
interface.
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(———.

1: Logical WLAN on interface 3: Redirect http from WLAN-1-2 to 10.0.0.99
WLAN-1-2
2: Http request 192.168.2.25 4: Server 10.0.0.99

All requests with this protocol from this logical wireless network are
automatically redirected to the target server in the LAN. The returning
data packets are sent to the senders' addresses and ports according to
the entries in the connection statistics, enabling operation in both
directions.

DHCP Address Tracking

DHCP address tracking keeps a record of which clients have received
their IP addresses from a DHCP server. DHCP tracking is enabled for an
interface if, for this interface, at least one rule is defined where the
function 'DHCP-assigned IP' is activated.
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You can configure the number of clients that connect to an interface via
DHCP. Do the following:

I Use the WEBconfig tool to navigate to the following dialog:
HiLCOS menu tree: Setup : LAN Bridge : Port Data,
then edit the 'DHCP Limit' value.

Note: Setting the value to '0' means that any number of clients can
register at this interface via DHCP. If the maximum number of DHCP
clients is achieved by a further attempt to register, the device deletes
the oldest entry from the list.

When the device checks data packets, it ignores IP addresses and the IP
network masks defined in the rule. It does not perform any checks if the
destination IP address of a packet lies within the specified range. Instead,
it checks whether the source IP address of the packet matches the IP
address assigned by the DHCP server. The device establishes the
connection between the two IP addresses based on the source MAC
address.

This check can be used to block clients which have received an IP
address via DHCP, but which currently use a different IP address (either
intentionally or inadvertently). The device ignores a rule in which the
DHCP Source MAC address parameter is set to 'Yes' if the two addresses
differ. In this case, the device applies a different rule or the default rule to
the packet.

For DHCP tracking to function, define two more rules for this interface.
These rules are independent of DHCP tracking. This is necessary
because the required DHCP information will not be exchanged until the
end of the DHCP handshake. Therefore packets to be sent beforehand
need to be authorized by rules that do not use DHCP tracking. These
rules usually include TCP/UDP packets on ports 67 and 68, and ARP
packets.

Note: If DHCP tracking is enabled for an interface, the device
automatically drops the packets received on this interface from DHCP
servers.
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4.3 Controlling WLAN Access

A OpenBAT device used in Access Point mode can be configured to control
access to the WLAN by wireless clients (referred to as 'stations'). This is
accomplished by means of an access control list (ACL). The ACL can be
either a whitelist (granting access to listed client stations) or a blacklist
(denying access to listed client stations). Access is granted or denied based
on the client station's MAC address. To add an item to the access control list:

[0 Navigate to Configuration : Wireless LAN : Stations.

O In the ‘Stations’ window, click 'Add..." to open the ‘Stations - New Entry’
dialog (below):

Stations - Mews Entry E]El
MAC address: oK |

Cancel |

Marne:

|
|
Passphrase (optional): |
|

T bandwidth limit s 0 khitf=
R bandwidth limit: [0 kbt
Cornrment: |

WLAN 10 |o

Each new access control list item has the following properties:

MAC address:
MAC address of the WLAN Client for this entry.

Name:
WLAN Client name for easy identification, e.g. employee.
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Passphrase (optional):
Passphrase for the WLAN Client in networks with 802.11i/WPA/AES-
PSK.

Tx and Rx bandwidth limits:
Maximum send and receive bandwidth limits for this WLAN Client. The
significance of the device's Tx and Rx bandwidth limits depends on the
role of the device. If the device is configured as:
— Access Point:

—'Rx' stands for 'Send Data'

—'Tx' stands for 'Receive Data'
— Client:

—'Rx"' stands for 'Receive Data'

—'Tx' stands for 'Send Data'

Comment (optional): A user-defined comment.

VLAN ID: The VLAN ID will be assigned to packets received from the
client you are adding to the access control list. A VLAN ID set to ‘0’
indicates the station is not assigned a specific VLAN ID. Instead, the
VLAN ID for the radio (SSID) appears.
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4.4 Encryption

The OpenBAT device, in its role as Access Point, supports various methods
for encrypting and securing data transferred over the wireless LAN.

The IEEE standard 802.11i/WPA offers a heightened degree of security
for WLAN connections. This standards employs AES-CCM ('Advanced
Encryption Standard Counter with Cipher Block Chaining Message
Authentication Code’) which, in combination with other methods,
achieves levels of security on the order of a VPN connection. When using
AES-capable hardware (such as 54-Mbit WLAN clients and access
points) WLAN transmissions operate at much faster speeds than VPN
connections with comparable security.

WEP ('Wired Equivalent Privacy’), which is typically employed by older
WLAN hardware, is also supported. WEP is the encryption method
originally incorporated in the 802.11 standard for the encryption of data in
wireless transmission. This method uses keys that are 40 (WEP64), 104
(WEP128) or 128 (WEP152) bits long. However, because a number of
security loopholes in WEP have been discovered, use 802.11i/WPA
encryption methods wherever possible.
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4.4.1 WPA and Private WEP Settings

Open the Configuration

: Wireless LAN : 802.11i/WEP window
and click on "WPA or Private WEP settings...’ to display a list of wireless LAN
networks. To edit encryption for a WLAN network:

[0 Select a network in the list, then click 'Edit..." to open the ‘WPA or Private
WEP settings - Edit Entry’ dialog:

WPA or Private WEP settings - Edit Entry @g|

Interface:

Encryption activated

Method / Key 1 length:

Key 1/passphraze:

WP version:
WPAT zeszzion key type:
WPAZ zezzion key type:

WA rekeying cycle:

WPAZ key management:

wireless LAN 1 - Network 1
802,111 [WPA}PSE. »

[ Shaw
Wwihal/2 v
TEIP v
AES v
1] seconds
Standard v

Ok ] [ Cancel

Use this dialog to edit the following encryption parameters:

J Enable encryption

Enable or disable encryption for this WLAN interface.
0 Method/key 1 length
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Set the encryption method to be used here. Possible values are:
— 802.11i (WPA)-PSK — Encryption according to the 802.11i standard

offers the highest security. The 128-bit AES encryption used here
offers security equivalent to that of a VPN connection. Select this
setting if no RADIUS server is available and authentication is based on
a pre-shared key.

802.11i (WPA)-802.1x — If authentication is handled by a RADIUS
server, select the option '802.11i (WPA)-802.1x". When using this
setting, additionally ensure that the RADIUS server is configured in the
802.1x settings.

WEP 152, WEP 128, WEP 64 — encryption according to the WEP
standard with key lengths of 128, 104 or 40 bits respectively. This
setting is only to be recommended when the hardware used by the
WLAN client does not support the modern method.

WEP 152-802.1x, WEP 128-802.1x, WEP 64-802.1x — encryption
according to the WEP standard with key lengths of 128, 104 or 40 bits
respectively, and with additional authentication via 802.1x/EAP. This
setting is also only to be recommended when the hardware used by
the WLAN client does not support the 802.11i standard. The 802.1x/
EAP authentication offers a higher level of security than WEP
encryption alone.

0 Key 1/passphrase

In line with the encryption method activated, you can enter a special WEP
key for the respective logical WLAN interface or a passphrase when using
WPA-PSK:

— The passphrase, or the 'password' for the WPA-PSK method, is

entered as a string of at least 8 and up to 63 ASCII characters.

The WEP key 1, that applies only to its respective logical WLAN
interface, can be entered in different ways depending on the key
length. Rules for entering the keys can be found in the description of
the WEP group key.

Note: Please be aware that the security of this encryption method
depends on the confidential treatment of this passphrase. Passphrases
should not be made public to larger circles of users.

O WPA version
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WPA version for encryption offered by the access point to the WLAN
clients.

— WPAL: WPA2 only

— WPA2: WPA2 only

— WPA1/2: WPA1 and WPA2 in one SSID (radio cell)
[0 WPA 1 session key type

If '802.11i (WPA)-PSK' has been entered as the encryption method, the
procedure for generating a session or group key for WPA 1 can be
selected here:

— AES - the AES method will be used.
— TKIP —the TKIP method will be used.

— AES/TKIP — the AES method will be used. If the client hardware does
not support the AES method, TKIP will be used.

[ WPA 2 session key type
Procedure for generating a session or group key for WPA 2.
O WPA2 key management

Here you specify which standard the WPA2 key management should
follow. Possible values are:

— Standard: Enables key management according to the standard IEEE
802.11i without fast roaming and with SHA-1 based keys. Depending
on the configuration, the WLAN clients in this case must use
opportunistic key caching, PMK caching or pre-authentication.

— SHAZ256: Enables key management according to the standard IEEE
802.11w with SHA-256 based keys.

— Fast roaming: Enables fast roaming as per 802.11r

— Combinations of the three settings

Important: Although it is possible to make multiple selections, this is
advisable only if you are sure that the clients attempting to login to the

access point are compatible. Unsuitable clients may refuse a connection
if an option other than "Standard" is enabled.

J WPA rekeying cycle
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A 48-bit long initialization vector (IV) impedes attackers in their attempts
to calculate the WPA key. The true key consisting of the IV and WPA key
only repeats every 16 million packets. In high-traffic WLANS, the key is
repeated only after several hours. To avoid repetition of the key, WPA
automatically renegotiates the key at regular intervals. This takes place
before repetition of the key.

Enter a value in seconds after which the key is renegotiated.

The standard value is '0' and the key is not negotiated in advance.
J Client EAP method

Hirschmann access points in WLAN client operating mode can
authenticate themselves to another access point using EAP/802.1X. To
activate the EAP/802.1X authentication in client mode, the client EAP
method is selected as the encryption method for the first logical WLAN
network.

Please note that the selected client EAP method must match the settings
of the access point that this Hirschmann access point is attempting to
register with.

Note: In addition to setting the client EAP method, also be sure to observe
the corresponding setting for the WLAN client operation mode. The client
EAP method setting has no function on logical WLAN networks other than
WLAN 1.

O Authentication
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If the encryption method was set as WEP encryption, two different
methods for the authentication of the WLAN client are available:

— The 'Open system' method does not use any authentication. The data
packets must be properly encrypted from the start to be accepted by
the access point.

— With the 'Shared key' method, the first data packet is transmitted
unencrypted and must be sent back by the client correctly encrypted.
This method presents potential attackers with at least one data packet
that is unencrypted.

L1 Default key

If WEP encryption is selected, the access point can select from four
different WEP keys for each logical WLAN interface:

— Three WEP keys for the physical interface
— An additional WEP key particular to each logical WLAN interface

The private WEP settings are used to set the additional key for each
logical WLAN interface (see 'Key 1/passphrase’). You should also select
which of the four keys is currently to be used for the encryption of the data
(default key). This setting can be used to change the key frequently, so
increasing security.

Rules for entering the keys can be found in the description of the WEP
group key.
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4.4.2 WEP Group Keys

The WEP method uses keys of 40 (WEP64), 104 (WEP128) or 128
(WEP152) bits in length. Each WLAN interface has four WEP keys: a special
key for each logical WLAN interface and three common group WEP keys for
each physical WLAN interface. If 802.1x/EAP is in use and the 'dynamic key
generation and transmission' is activated, the group keys from 802.1x/EAP
will be used and are consequently no longer available for WEP encryption.
To enter group keys:

0 Openthe Configuration : Wireless LAN : 802.11i/WEP
dialog and click on "'WEP Group Keys...” to open a window displaying the
WLAN interfaces and their associated group keys.

O In the ‘WEP Group Key’ window, select an interface, then click 'Edit..." to
open the ‘WEP Group Key - Edit Entry’ dialog:

WEP Group Keys - Edit Entry

Interface: Wireless LAN 1
Key 2 length: UWEPE4 (40 bit] Cancel |
Key 2: |

Key 3 langth: |wWEPE4 (40bE) |

Key 3: |

Key 4 length: |wEPE4 (40bIE) |

K dr |

Use this dialog to specify the length and setting for Group Keys 2, 3 and 4.

Rules for Entering WEP Keys

WEP keys can be entered as ASCII characters or in hexadecimal format.
The hexadecimal format begins with the characters '0x'. Key length
depends on the WEP method:

Method ASCII Hex
WEP 64 5 characters 10 characters
Example: aR45Z Example: 0XOA5C1B6D8E
WEP 128 13 characters 26 characters
WEP 152 16 characters 32 characters
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The ASCII character set includes the characters '0' t0'9', 'a' to 'z', 'A' to 'Z'
and the following special characters:
DP#SW& (*+,-/;<=>2@[\]*"_"{|}~

The HEX form uses the numbers '0' to '9' and the letters 'A' to 'F' to display
each character as a character pair, which is why twice the number of
characters is required to display a HEX key.

Select the length and the format (ASCII or HEX) of the key depending on
the most suitable option available in the wireless network cards that
register with your WLAN. If the encryption in an access point is set to WEP
152, some clients may not be able to log into the WLAN as their hardware
does not support the key length.

4.4.3 Group key per VLAN

The following section provides you with explanations of managing group
keys in VLAN.

Introduction

In a VLAN environment, the central network management generally
assigns a unique VLAN ID to each virtual network. Membership of a VLAN
is usually via the physical connection by means of which the respective
network client is connected to the network.

The central station managing the network (e.g. a VLAN-capable switch)
assigns internally defined VLAN IDs to its ports. If a data packet is now
received at a port, the device only forwards it internally to the ports with
corresponding VLAN IDs. All the other network subscribers that are
connected at ports with different VLAN IDs, or with no VLAN ID, do not
receive any of these data packets.
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If there are multiple VLANSs with different service scopes, the separation
of the data communication is usually effected via the assignment to
different logical WLAN networks (SSIDs). For example, via a special
SSID, employees are given access to the company network and the
internet, while guests are only given restricted access to the internet via a
different SSID.
Hirschmann Access Points also manage the assignment of WLAN clients
to individual VLANSs in VLAN network tables. In comprehensive network
environments, a RADIUS server usually manages the access rights and
the assignment of clients to the VLANS used. After successful
authentication, the RADIUS server returns the data to the corresponding
access point, which saves it in its VLAN network table for the duration of
the client login.
Through the dynamic VLAN network tables in the access points, the
various WLAN clients logged into the same access point receive different
VLAN IDs, if required. The VLAN-internal communication is effected
securely via a session key mediated at the access point during the login.
Thus the data transmission of the clients in different VLANS is isolated,
even though each client uses the same logical WLAN network (SSID) for
the communication with the access point.
When a clients logs in at an access point of a WLAN network, it is also
assigned a group key for receiving Broadcast or Multicast messages.
Broadcast and Multicast messages do not support VLAN tagging.
Therefore, there is no option to exclude WLAN clients that are located in
an isolated VLAN from receiving these messages. In the best case, the
WLAN clients ignore the communication via VLAN-external Broadcast
and Multicast messages.
However, as these messages are increasingly used for the network
configuration, the following problems arise:

Network protocols such as “UPnP” and “Bonjour” use these messages

to announce new services in the network.

Therefore, WLAN clients may have the option to set up access to

servers to which they have no access.

Internet standard IPv6 uses Multicast transmissions to send router

information to the clients.

There is a risk of VLAN-external WLAN clients taking this information

and thus withdrawing their access to the VLAN for which they are

actually registered.
With the increased usage of IPv6, these client problems are likely to
become more widespread.
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To avoid these problems, instead of assigning a group key valid for all
WLAN clients, the access point assigns a separate group key to every
VLAN used. Therefore, it sends its Broadcast and Multicast transmissions
only to a specific VLAN and to the clients registered there. The WLAN
clients of other VLANSs do not have access for these transmissions.

Note: The IEEE 802.11 standard only permits the management of 4
different keys. One key is always reserved for the secure Unicast
communication between the access point and a WLAN client.

Therefore, in general a maximum of 3 separate VLANs manage their own
group key. The respective group keys are either managed automatically
by the access point or manually by the network administrator. When the
WLAN client is logging into the network, the access point gives the client
the related VLAN group key for encrypting all the Broadcast and Multicast
transmissions intended for its VLAN.

Therefore, there are 2 possible scenarios:

There is a maximum of 3 VLANS set up in the area of an access point:
Due to the 3 specific VLAN group keys, these VLANSs are securely
isolated from each other.

There are more than 3 VLANS in the area of an access point: Here, at
least 2 VLANSs share a group key. The administrator divides the shared
group keys optimally among the VLANS.

The management of the VLAN group keys is performed in 2 tables:

The configuration table, in which the assignment is performed
manually by the administrator.

The status table, in which the automatic group key assignment can be
read by the access point.

Management of VLAN group keys

To use different VLAN IDs in a logical WLAN network (SSID), you assign
the corresponding group key for Broadcast and Multicast transmissions.
In LANconfig, you find this setting under Wireless-LAN:802.111/
WEP:Advanced Settings:VLAN Group Key Assignment
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YLAN group key mapping - New Entry EJE]
Interface: LA netwark 1
Group key: 2 v

, Pleasze notel

2 Al broad- or multicast packets that are posted with the zame group
key inzide a logical WLAN netwark [S51D), are received from all
stations of that S50, even if assigned to different WLAMs.

Figure 8: Assigning group key for Broadcast and Multicast transmissions

The automatic assignment of group keys is performed in the following
steps:

1 When a WLAN client logs in, the access point checks whether its

O

VLAN ID is already listed in the status table, and is accordingly
assigned to a group key.

If there is no listed VLAN ID, the access point uses the configuration
table to check whether there is a manual assignment, and in this case
adds a correspondingly mapped entry to this table.

If there is no manual assignment either, the access point adds a new
entry and assigns the group key with the fewest subscribers to this
client.

You will find the status table with the current automatic VLAN group key
assignments for each SSID under HiL.COS menu tree
Status:WLAN:VLAN group key mapping

Enhancements in the menu system
The table contains the assignments of the VLAN group keys to the logical
WLAN networks.
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SNMP ID:

2.12.70

Telnet path:

Setup:WLAN:VLAN group key mapping
Network
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Contains the name of a WLAN network registered in the device

SNMP ID:
2.12.70.1

Telnet path:
Setup:WLAN:VLAN group key mapping

VLAN ID
Contains the VLAN ID assigned to the logical WLAN network

SNMP ID:
2.12.70.2

Telnet path:

Setup:WLAN:VLAN group key mapping
Possible values:

1to 4094

Default:
1

Group key index
The table contains the group key index.

SNMP ID:
2.12.70.3

Telnet path:
Setup:WLAN:VLAN group key mapping

Possible values:
1to3
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4.5 Physical WLAN Interfaces

A OpenBAT device can contain either one or two radios, also referred to as
physical WLAN interfaces.This section describes the settings that apply to a
radio in the OpenBAT device. To access these settings:

[0 Openthe Configuration : Wireless LAN : General dialog.

O In the Interfaces section, click 'Physical WLAN settings...” and select an
interface:

<8 p2P-LEFT.Icf

5 Configuration General
+ -3 Management

- :
g Wireless LAN o ; ;
g e — Thiz iz where you can program common settings for all wireless
LAM interfaces.

General

A security

&7 Stations Country: USh - FCC j
i BOZ.11iWER

#3 IEEE 502.1% v ARP handiing

15 WLC [ Indoor anly mode activated

*-9 Trace

Ernail address for 'WLAN events:

+ Y Inkerfaces

+[¥) Date & Time

+1-[B1 Log & Trace Interfaces

+ é Cornrmunication This iz where pou can program further settings for each physical
+ - @ TCP/IP wireless LAN interface,

Phyzical WLAM settings -

+ @ IP Router
+ Firewall/Qos |

+ n Certificates ¥ AR interface 1 (On)
+-(@ COM Ports 5 WLAN interface 2 (OFF)
+ |j MetBIOS This iz where pou can program rommersewrmgsroreasr g

[0 Click on a tab in the ‘Physical WLAN settings’ dialog to display and
configure radio module settings, as described below.
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4.5.1 Operation Settings

+8 pPhysical WILAN settings - WLAN interface 1 @g|

Operation l Radio ] F'erfurmance] F'Dint-to-F'Dint] Client mode]

W LM interface enabled

WLAM operation mode: |.-’-\ccess point j
Broken LAM link detection: |N0ne j
Link LED function: |Ennnection count j

@ The link-LED function 'Client signal strength’ anly makes zenze
in '"Client mode' WLAN operation. [t denotes the signal strength
between thiz station and the connected access point,

Signal strength and thuz the connection quality is indicated by
the blinking frequency. The faster the link LED blinks the
better the connection is.

You can configure the following settings in the ‘Operation’ dialog:

WLAN interface enabled:
Select this to turn ON the selected WLAN interface.

WLAN operating mode:

The OpenBAT device can be operated in the following modes:

— Access point: The device connects WLAN clients to the cabled LAN.

— Client: The OpenBAT device acts as a client. It searches for a
connection to an Access Point and attempts to log into a wireless
network. If successful, the OpenBAT device links a cabled network
device to an Access Point over a wireless connection.
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Broken LAN link detection:

The device can detect if the link between the WLAN interface and the

associated cabled LAN is lost. In this case, you can configure the

behavior of the WLAN interface:

— None: No action is taken

— LAN-1: The WLAN interface will be disabled if its connection to LAN-1
is lost.

— LAN-2: The WLAN interface will be disabled if its connection to LAN-2
is lost.

Link LED function:

When setting up point-to-point connections or operating the device as a

WLAN client, you can approach an optimal antenna positioning by

viewing a real-time measure of the signal strength that is achieved when

you place the antenna in different positions. If 'Link LED function’ is
selected, the WLAN link LED (located on the face of the device) can be
used to measure the signal quality during device set-up—the faster the

LED blinks, the better the signal. The selections are:

— Connection count: The WLAN link LED uses inverse flashing to
display the number of WLAN Clients that are logged onto this Access
Point. The WLAN link LED pauses for a short while after it has
indicated the number of clients by flashing. Select this operating mode
when you are operating the OpenBAT device in Access Point mode.

— Client signal strength: The WLAN link LED displays the signal strength
of the connection between the device (as client) and another Access
Point with which the device has registered as WLAN Client. The faster
the LED flashes, the better the signal. This should be selected only
when you are operating the OpenBAT in client mode.

— P2P-1 to P2P-6 signal strength: The WLAN link LED displays the
signal strength of a connection between the OpenBAT device, in the
role of Access Point, and a P2P partner. The faster the LED flashes,
the better the signal.
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4.5.2 Radio Settings

Use the Radio dialog to configure the frequency, channel, and antenna
parameters for the selected WLAN interface. To open this dialog in the
LANCconfig software:

[0 Openthe Configuration : Wireless LAN : General dialog.

U In the Interfaces section, click 'Physical WLAN settings...” and select an
interface.

LI Click on the ‘Radio’ tab to display and configure radio module settings, as
described below.

«5 Physical WIAN settings - WLAN interface 1 @E|

Operation  Fadio lPerfnrmance] F'oint-to-F'oint] Client mode]

Frequency band: | AGHz [802.114) j
Sub-bands: |1 ﬂ
Channel number: |Automatic zelection ﬂ
2.4 GHz mode: | J
5 GHz mode: | 108Mbit/s tuibo mode |

Select the desired diversiby zething:

{+ ‘Only tranzmit on primary antennz

(" Use the optimal antenna for transmiszion
" Tranzmit on primary- and receive on ausiiary antenna

Antenna gain: ’37 dBi

T power reduction; ’Di dB

Accezs point density: |L0w j
M awirnum distance: ,‘llili km

Charinel list: |

B ackaround zcar: ’07

Backaround scan unit: |secnnd$ ﬂ
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You can configure the following settings in the ‘Radio’ dialog:

Frequency band and Sub-bands:

Select either:

- 24GHz

— 5GHz

This selection determines the available radio channels. If you select the 5
GHz band, you also need to select a sub-band, which is linked to certain
radio channels and maximum transmission powers.

Note: Some countries require the Dynamic Frequency Selection (DFS)
method for automatic channel selection. Selecting a sub-band defines the
channels that are available for automatic channel selection. DFS selects
an unused channel to avoid interference with radar systems, or to
distribute channel links to individual wireless devices evenly over the
selected frequency.

Using DFS, the OpenBAT device performs a scan of available channels
before selecting an unused channel. The channel scanning process takes
about 60 seconds and produces a list of used and unused channels for

the selected frequency band. The OpenBAT device refers to this list when
it assigns a channel. By default, the OpenBAT performs a scan at initial

boot-up and again when, after a lapse of 24 hours from the previous list
creation, it detects radar signals or other interferences on a channel.

To prevent the automatic scan - and the associated 60 second pause in
communication - from occurring at an inconvenient time, you can use the
'‘Background scan' parameters in this dialog to schedule the time of the
scan. One option is to define a cron job, e.g. '1,6,13' for a DFS scan at
01:00h, 06:00h or 13:00h, or '0-23/4' for a DFS scan between 0:00h and
23:00h every 4 hours. Time-controlled DFS scans require that the device
is set with the correct system time.

Channel number:

Select one of the following:

— Automatic selection: The OpenBAT device employs DFS to
automatically select an unused channel.

— A specific channel from the channel list.

Note: In the 2.4 GHz frequency band, two adjacent wireless networks
need to be assigned channels that are separated by at least 3 channel
numbers to avoid interference.
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2.4 GHz mode:
Select the 2.4 GHz frequency band standard that applies to your network.

Note: Clients supporting just the lower standards may not be able to
register with the WLAN if this parameter is set to a high standard that
supports faster speeds exclusively. Compatibility is always achieved at
the expense of performance. Make the selection that is necessary for
actual wireless LAN clients.

Note: If all wireless network devices support 802.11n, select Greenfield
mode to achieve the optimal throughput.

5 GHz mode:

Select the operating mode for this 5GHz frequency band:
— 54 Mbit/s mode

— 108 Mbit/s turbo mode

Note: Turbo mode uses two neighboring vacant channels to double the
transfer speed. However, when an access point is configured for

108 Mbit/s turbo mode, clients also need to support this standard to be
able to communicate with the access point.

Note: If all wireless network devices support 802.11n, select Greenfield
mode to optimize throughput.

Double bandwidth (20/40 MHz):

Devices that support the 802.11n standard can be configured to employ
a transmission range of either:

— 40 MHz, with 96 carrier signals (the default)

— 20 MHz, with 48 carrier signals

The default selection of 40 MHz can double the data throughput on the
channel.

Antenna grouping:

A OpenBAT device that supports the 802.11n standard can use up to
three antennas for transmitting and receiving data. You can use multiple
antennas to improve either data throughput (via spatial multiplexing) or
wireless coverage (via cyclic shift diversity (CSD)). Choose the option that
fits your application:

— Auto: All available antennas are used.

— Antenna 1: Select this if your device is connected to just one antenna.
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— Antenna 1+2, or Antenna 1+3: Select this for an application that works

with 2 parallel data streams. For example, point-to-point links with
appropriate dual slant antennas. The unused antenna port is
deactivated.

Antenna 1+2+3: Select this setting to connect wireless LAN clients
when using the device in Access Point mode.

Note: Always use antenna port 1. Depending on the mounting and
cabling, connect the second antenna either to port 2 or port 3. Keep in
mind that the configuration of the device software needs to correspond to
the actual antenna connections.

Antenna diversity settings:

Specify which antennas should be used for transmission and for
reception:

— Only transmit on primary antenna: (Default) The antenna connected to
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the Access Point's main connector is used for data transmission. For
reception (RX), the device selects the antenna with the strongest
signal (at Main or AUX).

Automatically select the best antenna for transmission: If you apply the
diversity function to transmission (TX) as well, the device selects the
antenna with the strongest signal.

Transmit on primary, and receive on auxiliary antenna: Only the main
antenna is used for transmission; the antenna at the AUX port is
preferred for reception. Using this alternative, high-performance
antennas that are legally prohibited from transmitting can be used for
reception.
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Antenna gain & TX power reduction:
Where the transmission power of an antenna exceeds the levels
permitted in the country of operation, use these settings to attenuate the
antenna power:
Antenna gain:
This setting equals the gain of the antenna minus the attenuation
caused by the cables used and/or a surge arrestor. It is used to
dynamically calculate and apply the maximum permissible antenna
power taking into consideration other parameters, including country,
data rate and frequency band.
TX power reduction:
This setting causes a static reduction in the power by the value
entered, and ignores the other parameters. The reception sensitivity
(reception antenna gain) remains unaffected. This option is useful, for
example, where large distances have to be bridged by radio when
using shorter cables. The reception antenna gain can be increased
without exceeding the legal limits on transmission power. This leads to
an improvement in the maximum possible range and, in particular,
optimized data transfer rates.

Access point density:

Use this parameter to control the receiver's sensitivity. This can be helpful
in reducing the radius of a particular access point in case of a high density
access point structure.

Maximum distance:

Increase the value of this parameter to also increase the wait time for
transmission responses. This distance is converted into a time delay that
can be applied to wireless communications.

Channel list:

Use this parameter to input a list of channels to which the OpenBAT
device will be restricted when automatically assigning a channel number
via automatic channel selection. If just one channel is entered, only this
channel will be used and there will be no automatic selection. Therefore,
when entering a channel number, be certain that it is available in the
frequency band of the respective country. As long as radar pulse
detection is enabled, the channels entered here are merely privileged. If
these channels are affected by radar pulses, the device tries to switch to
other channels which are not part of the list. Only when radar pulse
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detection is disabled by selecting the 'Indoor Only' mode will the channel
selection be exclusive. Enter any comma-separated list of channels to
which the automatic selection shall be limited, e.g. '3,5,7'. With the
instruction '1,7-9,13', for instance, only channels 1, 7 through 9 and 13
would be considered in the automatic channel selection.

Note: If the channel number is assigned via '‘Automatic channel selection’,
this setting is not exclusive. An automatically assigned channel may be
changed if it interferes with, for example, radar signals. You can configure
an exclusive channel assignment for indoor operation by selecting 'Indoor
only mode activated' in the General section of the

Configuration : Wireless LAN : General dialog.

Background scan interval:

Use this option for the OpenBAT device to periodically search the active
frequency band for accessible Access Points or wireless networks.
Entering a non-zero value overwrites the default settings for this search
(as described in the section 'Frequency band and sub-bands' above).

The value of this parameter depends on the role of the OpenBAT device.

If the device is used as:

— Access Point: The background scan function can be used to detect
rogue AP attacks. The scan interval should correspond to the time
span within which unauthorized Access Points should be detected,
e.g. 1 hour.

— Client: Activate the background scan to improve mobile WLAN Client
roaming. To achieve fast roaming, the scan time is limited to, e.g. 260
seconds here.

Background scan unit:
The time unit for the interval value specified in the 'Background scan'
parameter.

Note: To avoid adverse effects on data transfer rates, the interval

between channel scans in a OpenBAT device is at least 20 seconds.
Smaller values will be automatically re-set to this minimum interval.

DFS

As of HILCOS version 8.80 all devices transmitting on the 5GHz WLAN
frequencies support the standard ETSI EN 301 893 V1. 6. 1 ("DFS4").
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For the DFS method (Dynamic Frequency Selection) required for 5 GHz
WLANSs, an unused frequency is automatically selected, for example, to
avoid interference from radar systems. Occasionally, however, signals
from weather radar stations cannot be identified reliably.

For this reason the European Commission is extending the requirements
of the standards ETSI EN 301 893 V1.3.1 and ETSI EN 301 893 V1.4.1
to additionally avoid the use of three channels (120, 124 and 128) in
subband 2 of the 5 GHz band. The use of these bands for automatic
channel selection is prohibited until a process to auto-detect weather
radar station signals becomes available. The versions EN 301 893 V1.3
and EN 301 893 V1.4 are referred to as "DFS2"

In the middle of 2010 the new version ETSI EN 301 893 V1.5.1 came into
force, which was accompanied by changes in the usage of WLAN
frequencies in the ranges 5.25 to 5.35 GHz and 5.47 to 5.725 GHz. The
new Version 1.5.1 regulates the DFS (Dynamic Frequency Selection)
method for the protection of radar stations from WLAN systems working
in this frequency range. By using DFS to detect certain patterns in the
radio signals received, it is now possible to detect active radar stations,
and WLAN systems can automatically switch their operating channel. To
differentiate from previous regulations, the new standard EN 301 893-
V1.5 for the updated DFS is referred to as "DFS3".

A pulse pattern can generally be described in terms of its pulse rate, pulse
width and the number of pulses. Former DFS technology was only able to
detect fixed radar patterns as defined by the various combinations of
pulse rates and pulse widths which were stored in the WLAN device.
According to DFS3, the device is now able to recognize changing pulse
rates and pulse widths as radar patterns. Furthermore, two or three
different pulse rates may be used within a radar signal.

The version ETSI EN 301 893 V1.5.1 (DFS-3) expires on 01/01/2013. The
new version ETSI EN 301 893 v1.6.1 (known as "DFS4"), which also
detects shorter radar pulses, applies thereafter.

Note: The recognition of weather radar stations (channels 120, 124 and
128 in the 5.6 to 5.65 MHz frequency range) is subject to special
conditions. The DFS implementation in HILCOS does not support the
more stringent recognition conditions. Therefore, these three channels
will be omitted from newer versions of HILCOS.
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4.5.3 Performance

Use the settings in the ‘Performance’ dialog to increase data transmission
rates. To open this dialog in the LANconfig software:
[0 Openthe Configuration : Wireless LAN : General dialog.

U In the Interfaces section, click 'Physical WLAN settings...” and select an
interface.

LI Click on the Performance tab to display and configure radio module
settings.

«5 Physical WILAN settings - WLAN interface 1 @g]

Dperation] Radio Performance F'Dint-to-F'Uint] Chent mude]

Super A/G
-

v Usze hardware compression
The 108 Mbit/s tutbo mode can be switched on the
‘Radio' page.

Cuality of Service

v {Enable QoS according to 802 11e MWMEE

@ Data packets with the highest priority are forwarded
befare packets with lower priarity. On dizabled QoS the
packet priorization iz not taken into account. Al packets
are treated equal.

Use this dialog to configure the following parameters:

Use TX burst (Bundling for WLAN frames):

Select this to enable packet bursting, thereby increasing data throughput
for a single source device. Packet bursting involves the packaging of
multiple Ethernet packets into a single WLAN frame to the fullest extent
possible. However, bursting effectively prioritizes packets from a single
source device, thereby delaying the handling of transmissions from other
devices on the network.

Note: The 'use Tx bursting’ parameter, above, is disabled if the 'Enable
QoS according to 802.11e (WME)' parameter, below, is enabled.
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Use hardware compression:
Turns ON (the default) or OFF hardware packet compression.

Enable QoS according to 802.11e (WME):

Select this option to enable QoS. If enabled, the OpenBAT device

prioritizes packets in one of two possible procedures, depending on the

contents of the packet:

— If a packet contains a VLAN tag with a non-zero priority, this tag is
used to establish packet priority in the WLAN.

— Otherwise, the first three bits of the TOS/DiffServ field of the IP header
are mapped according to IEEE 802.11e (table 20.23) to the four
priority levels (voice, video, best effort and background) of the WLAN.

As a precondition for setting priorities, both the WLAN Client and Access

Point need to support 802.11e or WiFi Multimedia (WMM, formerly known

as WME); in addition, the applications need to mark the data packets with

the corresponding priorities.

4.5.4 Point-to-Point

Access points can communicate with mobile clients, and also can transfer
data from one access point to another. To open the ‘Point-to-Point’ dialog in
the LANconfig software:

[0 Openthe Configuration : Wireless LAN : General dialog.

U In the Interfaces section, click 'Physical WLAN settings...” and select an
interface.

I Click on the ‘Point-to-Point’ tab to display and configure point-to-point
communication settings.
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«5 Physical WLAN settings - WLAN interface 1 @E‘

Dperatinn] Radio ] Performance  Foint-to-Paint ICIient mnde]

Puoint-to-FPaoint operation mode:

" 0Ff - Thiz access point can only communicate with mobile
stations.

(" On - Thiz access point can alzo communicate with other
access points to connect several local wireless nebworks.

f* Euxclusive - This access paint can only communicate with otheré
jaccess points; mobile stations cannot connect bo this access
‘point [pure 'wLAN bridge).

Station name: |

@ Configure the Point-to-Point partners outside thiz dialog in the
comezponding table.

[ Do not foreward between P2P links on the same interface

Channel Selection Scheme: |Master ﬂ

Use this dialog to configure the OpenBAT device - in its role as Access Point
- for point-to-point communication with other Access Points:

0 Point-to-Point operation mode:

Select a mode:

— Off: The OpenBAT device can communicate exclusively with wireless
clients.

— On: The OpenBAT device can communicate with both other Access
Points and wireless clients.

— Exclusive: The OpenBAT device can communicate exclusively with
other Access Points.

[ Station name:
Enter a name for this interface that is unique within the WLAN. This name
can be used by other wireless devices to make a point-to-point connection
to this device.

Note: You can leave this field empty if this device has just one WLAN
interface and already has a device name which is unique in the WLAN, or
if the other base stations identify this interface by means of the WLAN
adapter's MAC address.
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O Do not forward between P2P links on the same device:
A single radio interface can have multiple point-to-point connections.
Select this to disallow the transmission of packets between different
connections on the same radio interface.

0 Channel selection scheme:

Select a role for this device:

— Master: This access point takes over the leadership when selecting a
free WLAN channel.

— Slave: All other access points will search for a channel until they have
found a transmitting Master.

Configure one central access point as 'Master' and all other point-to-point

partners as 'Slave'. This simplifies the process of establishing a point-to-

point connection if 'Automatic selection’ of the ‘Channel number’ is

configured.

Note: The settings made in this dialog are merely general point-to-point
parameter settings. Point-to-point connections to remote WLAN stations
are configured in LANconfig at the following location:

Configuration : Wireless LAN : General : Point-to-
Point Partners

4.5.5 Client Mode

You can configure any OpenBAT device to perform the role of WLAN Client.
Some devices are manufactured to operate exclusively as clients.

If the operating mode for this OpenBAT device is set to '‘Access Point' in the
'‘Operation’ dialog (see on page 243), any settings entered in the 'Client
mode' dialog are ignored. To access this dialog:

[0 Openthe Configuration : Wireless LAN : General dialog.

O In the Interfaces section, click 'Physical WLAN settings...” and select an
interface.

O Click on the client mode tab to display and configure client mode
settings.
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«5 Physical WLAN settings - WLAN interface 1 E]El

Dperatinn] Fadio ] Perfnrmance] Paint-to-Point  Client mode l

Metwark, type: Infrastructure

¥ Keep client connection alive
Scan bands: |,r.\|| ﬂ
Exclusive BSS 1D: |DDDDDDDDDDDD

| Address adaptation
| Cliert Bridge Suppart

T bandwidth limit: 0 khbit!s
R bandwidth limit: 0 khbit!s
AP selection preference: |Signal strenigth j

Use this dialog to display and configure the following parameters:

Network type:

(read-only) Set to 'Infrastructure’. By default, each OpenBAT device is
designed to be employed as part of a network infrastructure involving the
use of wireless Access Points.

Keep client connection alive:

Select this to configure the client device to periodically send dummy
packets to the access point, thereby keeping open a connection between
this client and the access point during time periods when no data packets
are being transferred.

Scan bands:

Select the frequency bands this client device will scan attempting to
establish a connection with an access station:

— All (every available frequency band)

— 2.4 GHz only

— 5.0 GHz entry

Exclusive BSS ID:

Select one of the following:

— The MAC address of the WLAN card in a specific access point: the
client device can log in exclusively to this access point.

— Astring of one or more zeroes (the default): The client can log in to any
access point on the wireless network.
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Address adaptation:

if you select this, the client device will not substitute its own MAC address

for the MAC address of the source device (e.g. a computer connected to

the client via wired LAN) when forwarding the packet over the WLAN to
an access point. The packet so transferred is said to be ‘transparent’, in
that it contains the MAC address of the source device (and, in address
adaptation, not the client device). This setting can be useful when:

— the client device connects to a non-Hirschmann access point. In this
case, the preferred configuration—client bridge support mode (see
below)—is not available.

— The client device's L2 masquerading behind the MAC address of its
WLAN interface is not effective. This might occur, for example, if
WLAN protocols are used that are not supported by masquerading
(i.e. neither IP nor PPPOE).

Note: Address adaptation works when just one remote computer is
connected to the client station.

Client Bridge Support:

Select this to provide transparency to packets transmitted to a client
device from multiple source devices (e.g. computers connected to the
client via a wired LAN), then forwarded by the client over the WLAN to an
access point. The transparency of a packet transferred in client bridge
support mode includes not just the MAC address of the source computer,
but also the MAC address of the client device. Client bridge support mode
offers the following advantages, compared to a point-to-point design:

Client-bridge mode permits the creation of more than six connections
(i.e., the point-to-point limitation).

Client bridge mode permits the client station to roam, which is not
possible with a point-to-point design.

Note: Client bridge support needs to be enabled in each device (access
point and client station) before it can be used.
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Tx / Rx bandwidth limits:

Enter both a transmit and receive bandwidth limit, in kbit/s, for the WLAN
client. The client transmits this value while connecting to the access point.
The access point will calculate a bandwidth minimum based on this value
and its own potential bandwidth limits. A value of zero indicates no limits.

AP (access point) selection preference:

Indicates the basis the client device should use for connecting to an access
point, when the client device detects the presence of more than 1 access
point on the WLAN:

Signal strength:

The priority of the access point will be defined in following order:

- The access point with the greatest signal strength will be selected.

- If 2 or more access points have the same signal strength, then the access
point with the lowest channel utilization will be selected.

- If the above parameters match for 2 or more access points, then the access
point with the lowest index will be selected.

Profile:

The priority of the access point will be defined in following order:

- The access point with the lowest index will be selected.

- If matched profile defined at same index, then the access point with the
lowest channel utilization will be selected.

- If the above parameters match for 2 or more access points, then the access
point with the highest signal strength will be selected.

Channel Utilization:

The priority of the access point will be defined based on the parameters
"Modem Channel Utilization" and "Number of stations connected to the AP".
Users have the option to choose if the number of stations connected to the
access point should be used for access point selection. This option can be
enabled/disabled using the CLI command “/setup/wlan/ Selection-Preference-
AP-Station”. Based on Channel Utilization information, the access point will be
selected in the following order:

- If the Selection-Preference-AP-Station parameter is enabled, the access point
with the least stations connected to it will be selected.

- If station count of 2 or more access points is the same. Selects the profile for
the WLAN offering lowest access point Channel Utilization

- If 2 or more access points have the same Channel Utilization and station
count, then the access point offering the strongest signal will be selected.
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4.6 Point-to-Point Partners

You can configure up to 16 point-to-point partners for each WLAN radio
interface. To open the ‘Point-to-Point partners’ configuration dialog:

[0 Openthe Configuration : Wireless LAN : General dialog.

I In the Interfaces section, click 'Point-to-Point partners...” and select a
combination of interface and channel (e.g. P2P-1-1 indicates point-to-
point interface 1, channel 1).

Point-to-Point partners - P2P-1-1: Point-to-Point... @El

v Enable this Point-2-Point channel
Enter the WLAN access point to be interconnected via |
Point-to-Point connection here, Cancel
Recognize by

7 MAC address

{* Stakion name

If vwou use recognition by MAC address, enter the WLAN adapter's
MAC address and not the device MAC address.

MAC address: |

Skation name: |
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Use the ‘Point-to-Point partners’ dialog to configure the following properties
for the selected interface and channel:

Enable this Point-2-Point channel:
Select this to enable this channel for point-to-point communication.

Recognize by:

Indicate how this OpenBAT device will identify its remote device point-to-

point partner. The options are:

— MAC address: If you select this option, you must also enter the MAC
address of the wireless LAN adapter for the point-to-point partner.

— Station Name: If you select this option, you must also enter a name for
the point-to-point partner. This name can be the configured device
name or the separately configured 'Station name' for a physical WLAN
interface of the remote partner, (see on page 253) which is input in the
'Point-to-Point’ dialog.

Note: The automatic channel selection for P2P connections in the 5 GHz
range is only active if the selected country profile supports DFS.

4.6.1 Automatic Configuration of WLAN
P2P Connections via Serial Interfaces

When P2P connections are configured in the WLAN area, the remote
terminals usually recognize each other based on a specific characteristic of
the respective P2P partner: either the station name or the MAC address of
the P2P partner is entered in the configuration of the Access Points.

With changing P2P partners, you cannot permanently set this characteristic
in the configuration. For example, if you want to establish a P2P connection
between two train cars to offer IP services in the entire train, the respective
P2P remote terminals change with every modification in the sequence of
train cars.
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In these cases, the Access Points can communicate the respective MAC
addresses via the serial interface. For this purpose, you connect the devices
via two wires of the serial interface (see Installation Guide). Then you set the
identification of the P2P remote site to the value ‘serial autoconfig.’ Configure
the P2P connections as with a fixed installation of Access Points.In default
state, the WLAN modules are deactivated. When you switch on the devices,
they communicate the MAC addresses, and only then do they activate the
WLAN modules and automatically set up the P2P connection.

Configuration Guide HILCOS

261



Configuring WLAN Parameters 4.7 Logical WLAN Networks

4.7 Logical WLAN Networks

Each physical WLAN radio interface can support up to eight different logical
wireless networks, each with its own service set identifier (SSID), or network
name. You can separately configure parameters for each of these logical
networks, without the need of additional access points. Use the ‘Logical
WLAN settings’ dialog to configure parameters for each logical network and
its data transmission rates.

Note: When you create multiple logical networks for a single physical
network, the physical network’s available bandwidth is shared by the number
of logical networks you create.

4.7.1 Network Settings
To open the ‘Network’ dialog:

[0 Openthe Configuration : Wireless LAN : General dialog.

I In the Interfaces section, click 'Logical WLAN settings...” and select a
combination of radio interface and logical network, for example:
WLAN interface 1 - Network 1.

O Click on the Network tab.
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Q Logical WLAN settings - WLAN interface 1 - Network 1 @

MNetwork ‘ Transmission | Alarms‘

Interface: WLAN interface 1- Network 1
[#] WLAN network enabled

Network name (SSID) HIRSCHMANN

Suppress SSID broadcast No -

[#] MAC filter enabled

Maximum count of clients 0
Minimal client signal strength 0
Client Bridge Support: No -

D Client Bridge Roaming Support

TX bandwidth limit 0 kbitfs
RX bandwidth limit: 1] kbit/s
Client TX bandwidth limit 0 kbitfs
Client RX bandwidth limit: 0 kbitfs

[]RADIUS accounting activated

[] Allow data traffiic between stations of this SSID
[ (U-)APSD [ WMM powersave activated
[] Transmit only unicasts, suppress multicasts and broadcasts

OK l I Cancel

You can display and configure the following parameters in this dialog:
"WLAN network enabled"

This switch enables or disenables the corresponding logical WLAN.
"Network name" (SSID)
Specify a unique SSID (the network name) for each of the required logical

wireless LANs. Only network cards that have the same SSID can register
with this wireless network.

"Suppress SSID broadcast"
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You can operate your wireless LAN either in public or private mode. A
wireless LAN in public mode can be contacted by any mobile station in the
area. Your wireless LAN is put into private mode by activating the closed
network function. In this operation mode, mobile stations that do not know
the network name (SSID) are excluded from taking part in the wireless
LAN.

With the closed-network mode activated, WLAN clients that use an empty
SSID or the SSID "ANY" are prevented from associating with your
network.

The option "Suppress SSID broadcast" provides the following settings:

No: The access point publishes the SSID of the cell. When a client
sends a probe request with an empty or incorrect SSID, the access
point responds with the SSID of the radio cell (public WLAN).

Yes: The access point does not publish the SSID of the cell. When a
client sends a probe request with an empty SSID, the device similarly
responds with an empty SSID.

Tightened: The access point does not publish the SSID of the cell.
When a client sends a probe request with a blank or incorrect SSID,
the device does not respond.

Note: Simply suppressing the SSID broadcast does not provide adequate
protection: When legitimate WLAN clients associate with the access
point, this transmits the SSID in plain text so that it is briefly visible to all
clients in the WLAN network.

"MAC filter enabled"

The MAC addresses of the clients that are allowed to associate with an
access point are stored in the MAC filter list (Wireless
LAN:Stations:Stations). The "MAC filter enabled" switch allows you to
switch off the use of the MAC filter list for individual logical networks.

Note: Use of the MAC filter list is required for logical networks in which
the clients register via LEPS with an individual passphrase. The
passphrase used by LEPS is also entered into the MAC filter list. The
access point always consults the MAC filter list for registrations with an
individual passphrase, even if this option is deactivated here.
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"Maximum number of clients”

Here you set the maximum number of clients that may associate with this
access point. Additional clients wanting to associate will be rejected by
the access point.

"Minimum client signal strength"

This value sets the threshold value in percent for the minimum signal
strength for clients when logging on. If the client's signal strength is below
this value, the access point stops sending probe responses and discards
the client's requests.

A client with poor signal strength will not detect the access point and
cannot associate with it. This ensures that the client has an optimized list
of available access points, as those offering only a weak connection at the
client's current position are not listed.

"Client-bridge support"

Enable this option for an access point if you have enabled the client-
bridge support for a client station in WLAN client mode ().

Note: The client-bridge mode operates between two HiLCOS devices
only.

"Client Bridge Roaming Support"

The Client Bridge Roaming Support improves the reliability and latency of
the roaming process. It is useful in situations with many devices attached
to the LAN of the Client and even more so, if most of the data traffic flows
downstream; meaning, the traffic flows from the APs, through the Client
to the attached devices. Enabling this feature on APs directly allows the
APs to exchange information about the devices attached to a roaming
Client. Enabling this feature on the Client allows freeing up the wireless
link after roaming, which decreases roaming times. If this feature is
enabled on the Client it will check on each roaming event if this
improvement is possible or otherwise fall back on the default behavior.

"TX bandwidth limit"

With this setting, you define the overall bandwidth that is available for
transmission within this SSID. A value of 0 disables the limit.
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"RX bandwidth limit"

With this setting, you define the overall bandwidth that is available for
reception within this SSID. A value of 0 disables the limit.

"RADIUS accounting activated"

Enable this option to switch on RADIUS accounting for this SSID.

"RADIUS accounting server"

Enter an alternative RADIUS accounting server for the respective logical
WLAN network. If you leave this field empty, the device uses the globally
configured accounting server under wireless LAN : Stations : RADIUS
accounting servers.

"Allow traffic between stations of this SSID"

Check this option if all stations logged on to this SSID are to be able to
communicate with one another.

"(U)APSD / WMM Power Save activated"

Enable this option to signal stations that the power saving function
(U)APSD ([Unscheduled] Automatic Power Save Delivery) is supported.

(U)APSD is established in the 802.11e standard, and helps VoWLAN
devices to increase their battery life. The related devices switch to power
saving mode after login on a (U)APSD-capable access point. If the access
point receives data packets for the related devices thereafter, it
temporarily stores the data and waits until the VOWLAN device is
available again. It then forwards the data. Afterwards, (U)APSD increases
the latency time of the radio module, whereby it ultimately consumes less
power. The individual rest periods may be so short that a VOWLAN device
can still use the power saving function in the call state itself. However, the
relevant devices must also support (U)APSD.
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WWM (Wi-Fi Multimedia) Power Save is a power saving function of the
Wi-Fi Alliance and is based on U-APSD. Certain Hirschmann access
points are WMM® Power Save CERTIFIED by the Wi-Fi Alliance.

"Only transmit unicasts, suppress broadcast and multicasts"

Multicast and broadcast transmissions within a WLAN cell cause a load
on the bandwidth of the cell, especially since the WLAN clients often do
not know how to handle these transmissions. The access point already
intercepts a large part of the multicast and broadcast transmissions in the
cell with ARP spoofing. With the restriction to unicast transmissions it
filters out unnecessary IPv4 broadcasts from the requests, such as
Bonjour or NetBIOS.

The suppression of multicast and broadcast transmissions is also a
requirement from the HotSpot 2.0 specification.

4.7.2 Transmission Settings

Details for the data transfer over the logical interface are set on the
‘Transmission’ dialog. To open this dialog:
[0 Openthe Configuration : Wireless LAN : General dialog.

I In the Interfaces section, click 'Logical WLAN settings...” and select a
combination of radio interface and logical network, for example:
WLAN interface 1 - Network 1.

O Click on the Transmission tab.
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<18 Logical WLAN settings - WLAN interface 1 — Network... @@

Matwork Transmission |
Packet size: IW byte
Minimum transmit rate: [ﬁ«uto ﬂ
Maximum transmit rate: [Aut{: ﬂ
Broadcast rate: [2 Mbit's ﬂ
EAFOL rate: | Like data ﬂ
RTS threshold: [2347 by
| Use long preamble for 802.11b

Use this dialog to configure the following properties:

Packet size:

The maximum size of a WLAN packet that can be transmitted over this

network:

— Increase the default setting if your wireless network is largely free from
interference.

— Reduce the value to reduce the incidence of unintended transmission
events.

Smaller data packets cause fewer transmission events than larger

packets, although the proportion of header information in the traffic

increases, leading to a drop in the effective network load.

Minimum / Maximum transmit rates:

Accept the default setting ('Auto’) to let the access point negotiate the
data transmission speeds with the connected WLAN clients continuously
and dynamically. The access point adjusts these transmission speeds to
the reception conditions. Alternatively, you can set fixed values for the
minimum and maximum transmission speeds, thereby disabling dynamic
speed adjustment.

Broadcast rate:
Select a broadcast rate, so that, even under unfavorable circumstances,
the slowest clients can connect to the network.

EAPOL Rate:
Select an ‘Extensible Authentication Protocol Over LAN' (EAPOL) rate.
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Note: EAPOL can be used by WLAN clients for registration to access
points via WPA and/or 802.1x. In this case, EAP packets are
encapsulated in Ethernet frames for exchanging authentication
information, to allow EAP communication via layer-2 connection.

The default selection 'Like Data' treats EAPOL packets as normal data
packets and uses the common transmission rate for data packets.
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In some cases it may be reasonable to use a lower data rate for
transferring EAPOL packets than the data rate for user data. For some
mobile WLAN clients, a higher data rate can lead to EAPOL packet loss,
which can delay the authentication process. By specifying an EAPOL data
rate, he authentication process can be stabilized.

RTS threshold:

Input the minimum WLAN packet size that triggers the activation of the
Request to Send (RTS)/Clear to Send (CTS) 802.11 function. The RTS/
CTS function helps deter the occurrence of the ‘hidden station’
phenomenon.

4 5

() () ()
1 2 3

Figure 9: 1 - access point 1 (AP-1)
2 - access point 2 (AP-2)
3 - access point 3 (AP-3)
4 - network coverage area of access point 1
5 - network coverage of access point 3

In the example, above, three access points (1, 2, and 3) are positioned so
that no direct wireless connection between AP-1 and AP-3 is possible. If
AP-1 sends a packet to AP-2, AP-3 cannot detect this transmission,
because it is outside of the AP-1 coverage area. AP-3 may attempt,
during the transmission from AP-1 to AP-2, to send a packet to AP-2,
because it is unaware that the wireless connection is in use. A collision
results and neither transmission (from AP-1 to AP-2, or from AP-3 to AP-
2) succeeds. The RTS/ CTS protocol is used to reduce the likelihood of
such an event.

((p) ((p) ()

1 2 3

With RTS/CTS activated, AP-1 precedes its data transmission by sending
an RTS packet to AP-2. AP-2 responds by transmitting a CTS packet.
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Because AP-3 is within AP-2's coverage, it detects the CTS packet and
waits to send its data transmission to AP-2.

RTS/CTS makes sense in the exclusive circumstance when long data
packets are being used, thereby increasing the likelihood of collision. The
optimal 'RTS threshold’ value will be determined as a result of on-site
testing.

Note: RTS/CTS also needs to be supported by, and enabled in, all client
devices.

Use long preamble for 802.11b:
Select this to establish a longer, fixed preamble for clients communicating
with his access point.

Note: Clients in 802.11b mode usually negotiate the length of the
preamble with the access point.

4.7.3 STBC/LDPC

Basics

Data transfers according to the IEEE-802.11n standard are performed
using MIMO technology (multiple input, multiple output). The sender
transmits data packets concurrently over multiple, spatially separated
antennas, meaning that reflections and the resulting interference have
little effect on the signal. However, the gain in throughput is less with each
additional antenna, and the performance requirements for signal
processing are increased.
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Low Density Parity Check (LDPC)

Before the sender transmits the data packets, it expands the data stream
with checksum bits depending on the modulation rate. These checksum
bits allow the receiver to correct transmission errors. By default the
802.11n standard uses ‘Convolution Coding' (CC) for error correction,
which is well-known from the 802.11a and 802.11¢g standards; however,
the 11n standard also provides for error correction according to the LDPC
method (Low Density Parity Check).

In contrast to CC encoding, LDPC encoding uses larger packets to
calculate checksums and can also recognize more bit errors. The
improved ratio of payload to checksum data enables LDPC encoding to
provide a higher data transfer rate.

Space Time Block Coding (STBC)

The function 'STBC' (Space Time Block coding) additionally varies the
transmission of data packets over time to minimize time-related effects on
the data. Due to the time offset of the packets the recipient has an even
better chance of receiving error-free data packets, regardless of the
number of antennas.
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4.8 Beaconing and Roaming

The default beaconing and roaming settings will usually be appropriate for
your wireless LAN. An expert level of skill and understanding of wireless
networks is a pre-requisite for changing the default settings.

4.8.1 Beaconing
To access the Beaconing dialog:

[0 Openthe Configuration : Wireless LAN : General dialog.

O Click 'Expert WLAN settings...” and select a WLAN radio interface to open
the ‘Expert WLAN settings’ dialog.

[0 Click on the ‘Beaconing’ tab to display that dialog.

+5 Expert WILAN settings - WLAN interface @§|

Beaconing l Fioarming l

The beaconing settings are relevant only in access point mode, The
wirglezs LAM access point [wLAM AP) sends at regular intervals a
radio signal [beacon] to enable the clients ta find it respectively to
find the logical WLAM networks [5510s] spanned by it.

Beacon period: 100
OTIM penod: 1
Beacon order: |I:_l,lcli|: ﬂ
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Configure the beaconing settings to influence the transmission of beacons by
the OpenBAT device inits role as Access Point. These settings can influence
the roaming behavior of clients, and optimize Multi-SSID operations for older
WLAN Clients.

Beacon period:

Enter a value, in K?s, to act as the time interval between beacon
transmissions. Smaller values result in a shorter beacon time-out period
for the client and enable quicker roaming, but also increase the WLAN
overhead. The default is 100 K?s.

Note: 1 K?s corresponds to 1024 microseconds and is the unit of
measure for the 802.11 standard. 1 K?s is also known as a Timer Unit
(TU).

DTIM period:

Input a delivery traffic indication message (DTIM) value to indicate the
number of beacon signals that need to be received before sending a
broadcast. The default setting is '1’, causing broadcasts to be sent without
delay. Higher values enable longer client sleep intervals, but increase
system latency.

Beacon order:

Select the order in which beacons are sent to the multiple WLAN networks

(for the following descriptions, assume three wireless networks exist, and

the 'Beacon period’ is set to 100 K?s):

— Cyclic (the default): The access point transmits the first beacon
transmission at 0 K?s to WLAN-1, followed by WLAN-2 and WLAN-3.
For the second beacon transmission (at 100 K?s), WLAN-2 is the first
recipient, followed by WLAN-3 and then WLAN-1. For the third beacon
transmission (at 200 K?s), the order is WLAN-3, WLAN-1, WLAN-2. At
the next transmission period, the process repeats.

— Staggered: The beacons are not sent together at a particular time, but
instead are transmitted separately across the available beacon
periods. Beginning at 0 K?s, just WLAN-1 is sent; after 33.3 K?s
WLAN- 2, after 66.6 K?s WLAN-3. At the start of a new beacon period,
transmission starts again with WLAN-1.

— Simple burst: The access point transmits the beacons for the wireless
networks in the same order. The first beacon transmission (0 K?s) is
for WLAN-1, WLAN-2 and WLAN-3; the second transmission is in the
same order, and so on.
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Note: Some older WLANS cannot process the quick succession of
beacons that occurs with simple burst. These clients often recognize just
the first beacons and can associate exclusively with this network.
Staggered transmission of beacons produces better results, but
increases load on the access point's processor. Cyclic transmission is
often a good compromise, because all networks are transmitted first in
sequence.

4.8.2 Roaming

The 'Roaming' dialog contains the threshold values that affect the behavior
of the OpenBAT device when roaming, while operating in the role of a client
station. To access this dialog:

[0 Openthe Configuration : Wireless LAN : General dialog.

O Click 'Expert WLAN settings...” and select a WLAN radio interface to open
the ‘Expert WLAN settings’ dialog.

O Click on the ‘Roaming’ tab to display that dialog.
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Q Expert WLAN settings - WLAN interface 1 @
Beaconing| Roaming
The roaming settings are relevant only in client mode. They control if and when the clientwill change its
access point, ifitcan reach more than one access point
[ Enable soft oaming
[ Prioritized Channel Scan
Thresholds
Thresholds
Beacon miss threshold 4
Roaming threshold 15 %
No roaming threshald. 45 %
Force roaming threshold: 12 %
Connectthreshold: 0 %
Connecthold threshold 0 %
Signal level
Min. connect signal level: 0
Min. connect hold signal level 0
Block time: 0 seconds

You can use this dialog to configure the following parameters:

Enable soft roaming:

Select this to help provide a seamless transition for a wireless client when
it roams between access points.

Note: If soft roaming is disabled, the client’s search for a second access
point begins after it can no longer communicate with the current access
point, causing interrupted data transmission.
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Prioritized Channel Scan:

The prioritized channel scan function optimizes roaming by including
previous roaming decisions. This is suitable for scenarios with recurring
movements of the clients within the WLAN. The prioritized channel scan
function selects channels where potential roaming candidates are most
likely to be found. This results in accelerated roaming, reduced handover
times, and less packet loss.

Beacon miss threshold:

Input the number of access point beacon signals the client can miss

before it begins to search for another access point.

— A higher number increases the likelihood that the loss of the
connection will go unnoticed, leading to a delay in re-connection.

— Alower number increases the likelihood that the client will detect a lost
connection more often than is necessary.

The default setting is 4.

Roaming threshold:

Input a value representing the percentage difference in signal strength
between access points, above which the client will switch to the stronger
access point. The percentage difference entered here relates to dB
values as follows:

100% - 64dB

50% - 32dB

0% - 0dB

The default is 15%.

No roaming threshold:

Enter a value representing the field strength in percent. Field strengths
exceeding the value set here are so strong that no switching to another
access point will occur.

The default is 45%.

Forced roaming threshold:

Enter a value representing the field strength in percent. Field strengths
below the value set here are so weak that switching to another access
point is required. The default is 12%.

Connect threshold:

Enter a value representing the minimum field strength in percent that an
access point needs to emit for a client to attempt to associate with it. The
default is 0%.
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Connect hold threshold:
Enter a value representing the field strength in percent below which a
connection to an access point is deemed to be lost. The default is 0%.

Min. connect signal level:
Enter the minimum signal level, in dB, required to establish a connection
between the client and an access point. The default is -5dB.

Min. connect hold signal level:
Enter the minimum signal level, in dB, required to hold a connection
between the client and an access point. The default is 0dB.

Block time:

Enter a time period, from 0 to 2147483647 seconds, defining the period
of time during which a WLAN Client may not connect to an Access Point
after an attempted connection to the Access Point was rejected
(Association Reject). The default value is 0 seconds. A connection
request sent by the Client will not be rejected.
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4.9 Device Authentication

You can configure a OpenBAT device in its role as Access Point to perform
authentication of a client device both before the client is granted access to
the wireless network and periodically thereafter during the course of an
ongoing connection.

4.9.1 Authentication via RADIUS

WLAN Clients can use the 802.1x protocol for centralized network
registration. The OpenBAT device, in its role as Access Point, can use this
protocol to forward the registrations to a remote RADIUS server. The client
is identified by its MAC address. This configuration is performed in the
'RADIUS server - New Entry' dialog, which is accessed in the LANconfig
software as follows:

[J Openthe Configuration : Wireless LAN : IEE 802.1x
window.

[0 Click 'RADIUS server...” to open the ‘Radius server’ list.

O In the ‘RADIUS server’ list, click either:

— ’'Default server’ to edit the RADIUS server used for all WLAN networks
that use an authentication process in line with IEEE 802.1x and that
have not specified their own RADIUS server, or

— 'Add..." to enter settings for an existing RADIUS server.

The 'RADIUS server - New Entry’ window opens for editing:
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RADIUS server - Mew Entry E‘El

Tarne: | oK |

Server IP address: | 0.0.0.0 Cancel
Server pork: 1,812

Shared secret: | [ Show
Backup server: | ﬂ

This field can be left empty to automatically use the correct source
address For the destination netwark,

Source IP address: j

Display and configure the following parameter in this dialog:

Name:

For the default RADIUS server, the read-only value is 'DEFAULT'. For
other RADIUS servers, enter a unique name. If you enter the same value
also used as the 'Key 1/passphrase’ in the "WPA or Private WEP settings’
dialog (see on page 231), each WLAN network using authentication in
line with IEEE 802.1x can be assigned its own RADIUS server.

Server IP address:
Enter the IP address of your RADIUS server, from which clients are
managed centrally.

Server port:
Enter the port used for communication to your RADIUS server.

Shared secret:
Enter the key to be used for coding data. Also configure the key on the
RADIUS server.

Configuration Guide HILCOS

280



Configuring WLAN Parameters 4.9 Device Authentication

Backup server:

Select the name of the backup server from the list of RADIUS servers
configured so far. The specified RADIUS server has to be unavailable
before the backup server will be connected.

Source IP address:

Do one of the following:

— Leave this field blank, and theOpenBAT device will automatically apply
the default source IP address for the RADIUS server

— Select an alternative source address. For example, a loopback
address can be used if it has been added to the list of TCP/IP
networks.

Note: The configured source IP address is used unmasked for any
remote site.

4.9.2 Re-Authentication via IEEE 802.1x and EAP

The international industry standard IEEE 802.1x and the Extensible
Authentication Protocol (EAP) enable access points to carry out secure
access checks. Access information can be managed centrally on a RADIUS
server and can be retrieved by an access point on demand. This technology
also enables the secure transmission and the regular automatic changing of
WEP keys. In this way, IEEE 802.1x improves the security of WPA2.

Use the ‘Interfaces’ dialog to configure login settings for each wireless
network. To access this dialog:
[0 Openthe Configuration : Wireless LAN : IEE 802.1x dialog.

LI Inthe Interface settings section, click 'Interfaces...’, then select a wireless
network from the list.
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Interfaces - WLAN-1: Wireless Network 1

v Re-authentication required

Re-authentication Interval: | 3,600  seconds

Cancel

Iv Enable dynamic Re-keying:

Re-Keving Interval; | Q00 seconds

Use this dialog to configure the following settings:

Re-authentication required:
Select this to activate periodic re-authentication. When a new
authentication starts, the client remains registered during the negotiation.

Re-authentication interval:
Enter the frequency, in seconds, for periodic re-authentication. The
default is 3600 seconds.

Enable dynamic Re-Keying:
Select this to activate the regular generation and transmission of a
dynamic WEP key.

Re-Keying interval:
Enter the interval, in seconds, for the regular re-generation of the WEP
key. The default is 900 seconds.
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4.10 Trace

Use the 'Trace' dialog to apply the LANconfig trace function to a specific
Access Point, Client or specific WLAN packets. By default, the LANconfig
software's trace function collects data of all packets and all OpenBAT
devices in the network. Narrowing the trace output can be very helpful in
troubleshooting a specific device or packet type. To access this dialog in the
LANconfig software, select:

[ Configuration : Wireless LAN : Trace

<= pP2P-LEFT. Icf

5% Configuration Trace
= @g Management WLAM trace
%3 General
2 Adin Trace MAL: |DUDDUDUDUDDU
.:15_, Costs _
.-_Q Displary Lewel: 255
|- g Wireless LAN
g Gener.al Lirnit to following packet types:
9 Security
£ Skakions ™ Management [~ Contral
1 802.11ifWER [~ Data [ EAPOL
%9; IEEE &02.1¥ v Al
& WLC
? Trace

+- Y Inkerfaces

Note: WLC is not currently supported.
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Use this dialog to configure the following settings:

Trace MAC:
The MAC address of the device whose activity is to be traced.

Level:

Enter a value, from 0 to 255, that limits the trace output to particular
content. Particular values include:

— 0: just the message, if a packet was sent/received at all

1: additionally the physical parameters of the packet (data rate, signal
strength...)

2: additionally the MAC header

3: additionally the layer3 header (e.g. IP/IPX)

4: additionally the layer4 header (TCP, UDP...)

5: additionally the TCP/UDP payload

255: (the default) all data without limitation

Limit to following packet types:

Select one or more types of packets to be included in the trace, for

example:

— Management: Authenticate, Association, Action, Probe-Request/
Response

— Control: e.g. Powersave-Poll

— EAPoL: 802.1x negotiation, WPA key handshake

The default is "All'.
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4.11 Redundant connections
using PRP

Applications that are sensitive to connection failures require uninterrupted
communications. Examples are to be found in automation, transport and
mobile applications.

With HILCOS you have the option of operating redundant connections in
your WLAN by means of the parallel redundancy protocol (PRP). Redundant
point-to-point links offer you a high level of failover reliability.

PRP achieves high failover reliability by sending 2 identical packets over 2
independent WLANSs. While 1 WLAN is active, PRP transports data packets.

x| =F
rames WLAN 1
=]
— [(g) ()| ——
& O '
(5]
WLAN 2

You can choose to implement PRP with only WLAN interfaces. Alternatively,
you can use one wired and one WLAN interface to implement PRP.
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In applications with difficult conditions (moving parts, high temperatures), the
wireless link acts as an automatic backup to a wired connection.

4.11.1 Basic function

PRP devices act as the sender and receiver of PRP packets, whereby PRP
devices are capable of assuming both roles.
The sender operates as follows:

It duplicates packets to produce twin pakets, and sends them over 2
independent (W)LANS.

Each packet is given a redundancy control trailer (RCT).

The RCT provides the following information for the recipient:
It identifies the packet as a PRP packet.
It contains a sequence ID.
It shows which (W)LAN the packet arrived from.
It contains the packet size.
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The sequence ID is a consecutive incremented number. The sequence ID
together with the the source MAC address allow the receiver to detect
duplicate packets. Duplicate detection causes the packet arriving later to be
discarded.

The receiver operates as follows:
It reads the RCT.
It forwards the first of the duplicated packets without its RCT.

Through duplicate detection, the receiver discards the packet that arrives
later.

4.11.2 Advantages of WLAN PRP

The functions of PRP offer you significant advantages for your WLAN. In
practice, PRP improves the 3 most important quality indicators for a network:
Jitter, latency and packet loss.

With PRP, the receivers will accept and forward the first copy of the PRP
packets and discard those that arrive later. Because the devices always
forward the first incoming packet, latency is reduced. In practice, significant
improvements were seen to average and maximum jitter.

Like Ethernet, WLAN is designed to be a shared medium. Within a single
WLAN connection, the devices hold back packets if the medium is busy.
Because the devices with PRP transport the data via 2 different WLANS, in
effect 2 media are available thanks to frequency division.

Because the devices send each packet twice, PRP can to some extent
compensate for unsystematic packet loss. As long as the receiver receives
one of the packets, then communication was successful. Under certain
circumstances there is no need to retransmit lost packets, which also
positively affects jitter.
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4.11.3 Implementation of PRP in the access points

Any access point (AP) with at least 3 interfaces can be used to setup a PRP
network. The AP handles all of the functions necessary for establishing a
PRP network.

The devices offer the following options:

PRP networks can be implemented on any interface; wireless, wired, or
mixed

Each device can implement up to 2 PRP networks
In addition to a PRP network, connect additional clients to an AP

Activate smart roaming so that the 2 WLAN modules can roam
asynchronously with PRP.

Comprehensive diagnostic options
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4.11.4 Implementing PRP exclusively over WLAN

You can optionally setup a PRP network that operates over WLAN only. This
is useful if the costs of cabling are high. A WLAN solution is suitable when
the application type or environmental conditions demand this.

4.11.5 Smart roaming

A device with just 1 WLAN module will lose its connection to the infrastructure
in a handover scenario.

However, a device with 2 WLAN modules can use PRP to reduce
interruptions if the corresponding LANconfig setting prevents both WLAN
modules from roaming at the same time. This mode is called smart roaming.

A practical example is a client moving past an access point. Due to the
design of the network, one WLAN module stays connected and receives
PRP packets, while the other WLAN module can already associate with the
next AP.
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| PRP signal 1
| PRP signal 2

A concrete example would be for materials management, and for the real-
time monitoring of inventory flow in particular.

Another example is the railway. An AP in a train connects to the trackside
APs throughout the journey.

In addition, you can specify the block time in LANconfig. The block time
specifies the minimum time that passes before the different WLAN modules
of the same device can perform roaming operations.
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4.11.6 Diagnostic options

Recipients of PRP packets discard duplicates during normal operation and
remove the RCT from packets that they pass on to their bundled output port.

HILCOS provides you the following options to assist you in network
diagnostics:

Forwarding packet duplicates without RCT

Forwarding single packets with RCT

Forwarding packet duplicates with RCT

HILCOS also features the following trace options:

trace # PRP-DATA

trace # PRP-NODES
PRP-DATA contains information about packets that are sent and received.
Information included: Name of the interface group transporting the packet:
Direction of transport of the packet (RX|TX): Trailer sequence number: MAC

address of the partner device: Interface within the PRP group (A|B)
transporting the packet: Treatment of the packet (accept|discard)

PRP-NODES currently has no function.

4.11.7 Tutorial: Setting up a PRP connection
over a point-to-point network (P2P)

Note: The following steps must be conducted for both P2P partners.
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Proceed as follows to set up a P2P connection between two PRP-enabled

APs:

0 Under wireless LAN : General : Physical WLAN settings, gO to the
"Operation” tab for each physical WLAN interface (WLAN interface 1,
WLAN interface 2) and, on the "Point-to-point" tab, enable the "Point-2-

Point operation mode".

& Physical WLAN settings - WLAN interface 1

Operation | Radio | Performance | Pointto-Point | Encryption || Client mode

Paint-to-Paint operation mode:
() 0ff - This access point can only communicate with mobile stations.

(%) On - This access point can also communicate with ather access points to connect several local
wirgless networks.

(O Exclusive - This access paint can only communicate with other access paints; mobile stations
cannot connect to this access point [pure WLAN bridge).

Station name:
ff\ Configure the Point-to-Point partners outside this dialog in the coresponding table.
‘i)

[] Do nat forward between P2F links on the same interface

Channel Selection 5cheme: M aster v

[ Ok H Cancel ]

LI In the field "Station name”, give each of the physical WLAN interfaces a
name that is unique on the WLAN. If the P2P partner can or should
identify this interface using the MAC address, leave this field blank.

Important: In order for PRP to operate smoothly, the two instances of
PRP must be operating on separate physical interfaces. If you are
operating PRP on two logical interfaces of a single physical interface (e.g.
"P2P-1-1" and "P2P-1-2"), then the device transmits the data
sequentially. Apart from causing a loss of redundancy, this can also lead
to delays in data transmission and a reduction in the bandwidth.
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[J Underwireless LAN : General : Point-to-point partners, enable the
point-to-point channels "P2P-1-1" and "P2P-2-1" and specify the interface
identifier for each point-to-point partner ("MAC address" or "Station
name").

& Point-to-Point partners - P2P-1-1: Point-to-Point 1 - 1

Paint-ta-Faint | Tramsmission | Alams

Enable this Point-2-Paoint channel

Enter the WLAN access point to be interconnected via Point-to-Point connection here,
Fecognize by:

(&) MAC address

() Station name

() Serial auta-configuration

Ki\ If you uze recognition by MAC address, enter the WLAN adapter's MAC address and not the
S5 dewice MAC address.

MAC address:

Passphrase: [ Shaw

With the optional connection quality threzholds the connection establishment can be controlled.

Connection establishment threzhold: | 0 percent
Connection hold threshold: 1] percent
[ Ok ] [ Cancel ]

Specify either the MAC address or the station name of the corresponding
WLAN interface of the P2P partner. You set these station names in the
previous step.

[J Open the PRP configuration under interfaces : Lan with a click on "PRP
interfaces".
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Metwork, adapter
MAC address:

Ethernet switch zettings

Thiz iz where you can program further settings for each Ethemet interface.

Ethernet ports

LAM bridge zeftings

Select, how to connect the different LAN, wireless LAN and tunnel interfaces:
(® Connect by using a bridge (default)

(O Connect by using the router (isolated mode)

Bridge parameters for each LAM port can be configured separately in this table.

Part table...

LAM interface bundling

The Parallel Redundancy Protocol [PRP) enables the transmizssion on bwo bundled interfaces.
For this purpose outgoing packets are duplicated and tranmitted on each of both interfaces. On
reception, the duplicates are detected and dropped again. &t the expenze of bandwidth you
get a lower packet eror rate and reduced latency.

FRP interfaces

O Enable the PRP interfaces and set the interfaces that the AP uses for
bundling.

&£ PRP interfaces - PRP-1

General | Advanced

Entry active

Protocal: Parallel Redundancy Pratocol [FRF]
MAC address:

Interface A F2P-1-1 v
Interface B: F2p-2-1 v

Ok ] [ Cancel
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Here you select the previously activated point-to-point interfaces "P2P-1-

1" and "P2P-2-1".

Important: In order for PRP to operate smoothly, the two instances of

PRP must be operating on separate physical interfaces. If you are

operating PRP on two logical interfaces of a single physical interface (e.g.

"P2P-1-1" and "P2P-1-2"), then the device transmits the data

sequentially. Apart from causing a loss of redundancy, this can also lead

to delays in data transmission and a reduction in the bandwidth.

L You can accept the advanced settings from the default configuration by

clicking on "OK".

& PRP interfaces - PRP-1
General | Advanced

Mode name: FRP-1

[ Enable farwarding of packet duplicates
[ Enable transparent made

Enable evaluation of supervision frames

Timing

Life check interval: 2.000
Mode forget time: B0.000
Entry forget time: 400
Mode reboat interval: 500

Duplicates elimination buffer size: | 8.192

Supervizion frames are:

zent for all entries in the proxy node table

millizeconds
millizeconds
millizeconds
millizeconds
entries/hode
v
[ Ok H Cancel ]

This completes the setup of a PRP connection over a point-to-point network.
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4.11.8 Tutorial: Roaming with a dual-radio client
and PRP

A common way to increase the resilience of a WLAN infrastructure is to
operate the various APs in different frequency bands. One way to implement
this is for the physical WLAN interfaces of the APs to operate SSID-1 on the
2.4-GHz band and SSID-2 on the 5-GHz band, for example. A PRP-capable
dual-radio client moving from the radio cell of one physical WLAN interface
to a neighboring cell of the same infrastructure can experience uninterrupted
cell switching thanks to PRP.

To do this, the dual-radio client using PRP initially connects its physical
WLAN interface WLAN-1 to SSID-1 and WLAN-2 to SSID-2. If the reception
for SSID-1 deteriorates and another radio cell with better reception is within
range, the dual-radio client will perform a cell change. During the cell change
the dual-radio client continues to send the data via WLAN-2 on SSID-2, while
WLAN-1 already starts sending the same data with better reception on SSID-
1. A PRP-enabled switch filters out the duplicate PRP packets before
forwarding the data to the LAN.

Note: In this scenario, the APs in the WLAN infrastructure do not have to be
configured to operate PRP.
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| PRP signal 1
| PRP signal 2

Figure 10: Roaming by a dual-radio client in a PRP-based WLAN infrastructure

In order for the receiver to detect duplicate data packets, the APs in the
WLAN infrastructure must be operating in client-bridge mode. The MAC
address of the dual-radio client together with the RCT ensure that the
receiver detects the duplicate packets. Without client-bridge support, an AP
in the WLAN infrastructure would replace the MAC address of the dual-radio
client with its own MAC address, so preventing the detection of duplicates.

Client-bridge support is enabled with LANconfig under wireless LaAN :
General : Logical WLAN settings on the "Network" tab.
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& Logical WLAN settings - WLAN network 1

Hetwork |Transmissi0n Alarms

WLAN netwark enabled
Metwork name [S510]:
Suppress 5510 broadcast:
MAC filter enabled

M awimum count of clients:
Minimal client signal strength:
Client Bridge Support:

Te bandwidth limit:

| kbt

R bandwidth limit: | kbit/s
[]RADIUS accounting activated
Select
Allows data traffic between stations of this S5I0
[ U-APSD WM powersave activated
[] Transmit anly unicasts, suppress multicasts and broadcasts
Ok ] [ Cancel
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The PRP configuration of the dual-radio clients involves the following steps:

0 Underwireless LAN : General : Physical WLAN settings, goO to the
"Operation" tab for each WLAN interface (WLAN interface 1, WLAN
interface 2) and set the "WLAN operation mode" for each one to "Client".

& Physical WLAN settings @3
Operation | Radio | Performance | Point-to-Point | P2P Enciyption | Client mode

WwWLAN interface enabled

WLAN operation mods: Station [Client mode) w
Broken LAN link detection: Mone v
Link LED function: Connection count hd

/i % The link-LED function 'Client signal strength’ only makes sense in 'Client mode' WLAN
operation. |t denotes the signal strength between this station and the connected access
paint,

Signal strength and thus the connection quality iz indicated by the blinking frequency. The
faster the link LED blinks the better the connection is.

[ oK |[ Cancel ]

Specify the remaining WLAN parameters under "Radio", "Performance”,
"Encryption" and "Client mode" according to the requirements of the
WLAN radio cells.

Important: In order for PRP to operate smoothly, the two instances of
PRP must be operating on separate physical interfaces. If you are
operating PRP on two logical interfaces of a single physical interface (e.g.
"P2P-1-1" and "P2P-1-2"), then the device transmits the data
sequentially. Apart from causing a loss of redundancy, this can also lead
to delays in data transmission and a reduction in the bandwidth.

[0 To enter the SSID, switch to the view wireless LAN : General, click
"Logical WLAN settings" and, for each WLAN interface, select network 1.
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I In the field "Network name (SSID)", enter the name of the WLAN which
the WLAN interface is to be connected to.

& Logical WLAN settings - WLAN interface 1 - Network 1

Hetwark | Trarsmizsion | Alarms
Interface: WLAN interface 1 - Metwork 1
WLAN netwark enabled
Metwork name [S510]: 55101
Suppress 5510 broadcast: Mo w
MAC filter enabled

M arimum count of clients: 1]

Minimal client signal strength: 1] &
Client Bridge Support: Mo w

T bandwidth limit: 1] kbit/s
R bandwidth limit: 1] kbit/s

[]RADIUS accounting activated

Allows data traffic between stations of this S5I0
[ U-APSD WM powersave activated
[] Transmit anly unicasts, suppress multicasts and broadcasts

[ Ok H Cancel ]

[ Under wireless LAN : General in the section "Extended settings”,
disable the option "Allow simultaneous roaming for both WLAN
interfaces".

Extended settings

The following physical wireless LAN zettings generally do not need to be changed.

Expert 'WLAN zettings

Bit rate zerial P2P auto-config. 9,600 | bitds
[ Allows simultaneous roaming for both 'WLAN interfaces.

Block. time: 100 millizeconds

By deactivating the parallel roaming, you prevent the two physical WLAN
interfaces from roaming at the same time or performing background
scans. The result could be that both could lose connectivity to their radio
cell.
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When configured in this way, the dual-radio client can move past a line of
APs and roam between the individual APs (see fig. 10 on page 297).
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4.12 Adjustable rate adaptation
algorithm

In contrast to an Ethernet connection, a WLAN connection uses variable bit
rates. Higher bit rates provide better throughput, but they also require higher
signal quality at the receiver, so that the device decodes it without any errors.
WLAN devices adjust the bit rate when properties of the medium change, or
when they set up a connection for the first time. They thus ensure that you
are using the best available bit rate.

In contrast to the standard algorithm, the familiar minstrel algorithm checks
not only the neighboring bit rates, but all of them, and can determine the
optimal bit rate faster.

4.12.1 Enhancements in the menu system

Method
Here you set the desired rate adaptation algorithm. You must note that the
minstrel algorithm in HILCOS is an experimental implementation.

SNMP ID:
212511

Telnet path:
Setup:WLAN:Rate Adaptation

Possible values:
Standard
Minstrel

Default:
Standard

Initial Rate
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The initial rate determines the bit rate at which the algorithm starts to
determine the optimal bit rate.

SNMP ID:
2.12.51.2

Telnet path:
Setup:WLAN:Rate Adaptation

Possible values:
Minimum
RSSI-dependent
Default:
Minimum

Smoothing factor
The smoothing factor that is applied when the net rates are recalculated for
each bit rate.

SNMP ID:
2.12.51.2

Telnet path:
Setup:WLAN:Rate Adaptation

Possible values:
0to 99

Default:
75
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5 Central WLAN Management

In many areas, WLAN systems are suitable substitutes for or additions to
wired networks. In some cases, WLANs even provide completely new
application options that can enable major progress in organizing the work, or
significant resource saving possibilities.
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5.1 Application Examples

5.1.1 Managed Mode

The widespread use of wireless Access Points and wireless routers has
resulted in a significantly more comfortable and flexible access to networks
in companies, universities and other organizations. By employing central
WLAN management in managed mode, Access Points are configured in a
central instance, the WLAN-Controller.

The WLAN-Controller authenticates the Access Points and transfers a
certificate and a matching configuration to the admitted devices. You can
thus configure the wireless network comfortably from a central position and
the configuration changes simultaneously affect all Access Points.

Using split management, you can separate the WLAN configuration from the
remaining router configuration. This is how you can configure e.g. the router
and VPN settings in branch offices or home offices. You can define the
WLAN configuration via a Hirschmann WLAN Controller in the head office.

Configuration Guide HiLCOS

306



Central WLAN Management 5.1 Application Examples

Yyl ¥y
1 1 1 2 3
N = )
. Sk
Y
(CD)](CD)III(ED) ((¢q)
5 5 5 5
6 6

Figure 11: Configuring several Access Points with one WLAN Controller
1: WLAN Controller
2: Certificate
3: Configuration
4: Server
5: Access Point
6: WLAN Client
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5.1.2 WLAN Bridge to Access Point -
Managed and Unmanaged Mixed

The Access Points managed by a central WLAN Controller are usually
directly connected to the wired Ethernet. If a direct connection is not possible,
you can also integrate the managed Access Points via a WLAN bridge into
the LAN, as far as they have 2 WLAN modules. In this application case, a
WLAN module functions as managed Access Point. This WLAN module
always retrieves its configuration centrally from the WLAN Controller. The
other WLAN module functions as fixed WLAN bridge during this process.

)| —Z— | ()| —Z— |(p)| —Z— |((

4\ N

%XW

Figure 12: Mixed configuration with WLAN bridge to Access Point
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5.2 Introduction

The widespread use of wireless Access Points and wireless routers has
resulted in a significantly more comfortable and flexible access to networks
in companies, universities and other organizations.

Despite all advantages of WLAN structures, there are still some open

aspects to consider:

O All wireless Access Points must be configured and monitored
correspondingly to detect unwanted WLAN Clients, etc. With larger
WLAN structures and corresponding security mechanisms, high
gualifications are needed for the administration of Access Points.
Furthermore, persons in charge must be experienced and significant
resources are tied down in IT departments.

I If the WLAN structure is changed, the manual adjustment of the Access-
Point configuration might take a longer period of time. Therefore there will
be different configurations in the WLAN at the same time.

[J The joint use of the shared transfer medium (air) requires an effective
coordination of the Access Points to avoid frequency overlaps and to
optimize the network performance.

I Access Points in publicly accessible locations represent a potential
security risk, as not only the devices, but also the security-relevant data
stored in them, such as passwords, are exposed to the risk of theft. Also,
third parties may connect external Access Points to the LAN unnoticed
and thus bypass the valid security regulations.

A central WLAN management will resolve these problems. The Access

Points are configured in a central instance, the WLAN Controller. The WLAN

Controller authenticates the Access Points and transfers a matching

configuration to the admitted devices. This permits you to configure the

wireless network comfortably from a central position. The changes in
configuration simultaneously affect all Access Points. The device saves the
configuration assigned by the WLAN Controller in the Access Points
optionally in the RAM instead of the flash memory. This will ensure that, with
particularly security-critical networks, no security-relevant data will get into
the hands of unauthorized persons if the devices are stolen. Exclusively in
stand-alone operation will the device optionally save the configuration in the
flash memory for a defined period of time. There is no possibility of accessing
this memory area with LANconfig or other tools.
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5.2.1 The CAPWAP Standard

With the Control And Provisioning of Wireless Access Points (CAPWAP

protocol), the Internet Engineering Task Force (IETF) presents a draft

standard for the central management of large WLAN structures.

CAPWAP uses 2 channels for data transfer:

I Control channel, DTLS-encrypted. This channel is used to exchange
management information between WLAN Controller and Access Point.

Note: Datagram Transport Layer Security (DTLS) is a TLS-based
encryption protocol. It can also be used for transfers via connectionless,
unsecured transport protocols, such as UDP. DTLS hence combines the
advantages of the high security provided by TLS with the rapid transfer
via UDP. Unlike TLS, DTLS is therefore also suitable for the transmission
of VoIP packets, as the device can still authenticate the subsequent
packets even after the loss of a packet.

[ Data channel, optionally also DTLS-encrypted. The WLAN Controller
transfers the WLAN payload data from the Access Point into the LAN -
encapsulated in the CAPWAP protocol.

5.2.2 The Smart Controller Technology

A decentralized WLAN structure with autonomous Access Points (stand-

alone operation referred to as "Rich Access Points") includes all functions for

data transfer on the PHY layer, the control functions on the MAC layer and

the management functions in the Access Points. The central WLAN

management assigns these tasks to two different devices:

[J The central WLAN Controller assumes the management tasks.

LI The decentralized Access Points handle the data transfer on the PHP
layer and the MAC functions.

0 A RADIUS or EAP server may be added as a third component to
authenticate the WLAN Clients. This is also possible in stand-alone
wireless networks.
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CAPWAP describes 3 different scenarios for the relocation of WLAN

functions to the central WLAN Controller.

O Remote MAC: The device transfers all WLAN functions from the Access
Point to the WLAN Controller. In this case, the Access Points serve
exclusively as "extended antennas” without own intelligence.
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Figure 13: Split MAC in central WLAN management
A: Autonomous Access Point
B: WLAN Controller
C: Decentralized Access Point
1: Management
2: Authentication
3: Realtime MAC
4: Non-realtime MAC
5: PHY layer
6: Antenna

I Split MAC: With this variant, the WLAN Controller only obtains some of
the WLAN functions. Usually the Access Point continues to perform the
time-critical applications (realtime applications) and the applications that
are not time-critical (non-realtime applications) will be performed by the
central WLAN Controller.
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Figure 14: Split MAC in central WLAN management
A: Autonomous Access Point
B: WLAN Controller
C: Decentralized Access Point
1: Management
2: Authentication
3: Realtime MAC
4: Non-realtime MAC
5: PHY layer
6: Antenna

I Local MAC: The third option is the complete management and monitoring
of the WLAN data traffic directly in the Access Points. The Access Point
and the WLAN Controller merely exchange messages on ensuring a
uniform configuration of the Access Points and on network management.
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Figure 15: Local MAC with central WLAN management
A: Autonomous Access Point
B: WLAN Controller
C: Decentralized Access Point
1: Management
2: Authentication
3: Realtime MAC
4: Non-realtime MAC
5: PHY layer
6: Antenna

Hirschmann's smart controller technology employs the local MAC procedure.
Through the reduction of centralized tasks, these WLAN structures offer
optimum scalability. At the same time, such a structure prevents bottlenecks
at the WLAN Controller, which processes large parts of the overall data
traffic. Remote-MAC and split-MAC architectures always require centralized
processing of all payload data in the WLAN Controller. In local-MAC
architectures, the Access Points alternatively release the data directly into
the LAN, permitting high-performance data transfer. This makes Hirschmann
WLAN Controllers suitable for wireless networks complying with the

IEEE 802.11n draft standard, offering significantly higher bandwidths than
conventional wireless networks. Route the data directly into special VLANs
when releasing them to the LAN. This makes it very easy to set up closed
networks, e.g. for guest access accounts.
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5.2.3 Communication between Access Point and
WLAN-Controller

Communication between an Access Point and the WLAN-Controller is
always initiated by the Access Point. In the following cases, the devices
search for a WLAN-Controller that assigns them a configuration:

LI A Hirschmann Access Point is still set to its factory default settings and
has not been configured yet. In this state, the WLAN modules are
switched off, the Access Point searches the LAN for a WLAN-Controller.

O A Hirschmann Access Point has already been configured, at least one
WLAN module has been manually set to the operating mode 'managed'.
The Access Point searches for a WLAN-Controller for the corresponding
WLAN module(s) in the LAN.

At the beginning of the communication, the Access Point sends a "Discovery

Request Message" to identify the available WLAN-Controllers. The device

sends this request as broadcast. However, because in some structures, the

Access Point cannot reach a potential WLAN-Controller via broadcast, define

special addresses of additional WLAN-Controllers in the configuration of the

Access Points.

Note: The device can also resolve DNS names of WLAN-Controllers. All
Access Points with HILCOS 7.22 or higher have the pre-configured default
name 'WLC-Address' so that a DNS server can resolve this name to a
Hirschmann WLAN Controller. The same applies to the DNS suffixes learned
via DHCP. This also makes it possible to reach WLAN-Controllers that are
located in the same network without having to configure the Access Points.

From the available WLAN-Controllers, the Access Point selects the best one
and queries it for the structure of the DTLS connection. The "best” WLAN-
Controller for the Access Point is the one with the least load, that is the one
with the lowest rate of managed Access Points compared to the maximum
possible Access Points. In case of 2 or more equally "good" WLAN-
Controllers, the Access Point selects the nearest one in the network, i.e. the
one with the shortest response time.
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The WLAN-Controller then uses an internal random number to determine a
unique and secure session key which it uses to protect the connection to the
Access Point. The CA in the WLAN-Controller issues a certificate to the
Access Point by means of SCEP. The certificate is protected as "challenge"
by a password for one-time use only, the Access Point uses this certificate
for authentication to the WLAN-Controller to collect the certificate.

The Access Point is provided with the configuration for the integrated SCEP
client via the secure DTLS connection — the Access Point is then able to
retrieve ts certificate from the SCEP CA via SCEP. Once this is done, the
assigned configuration is transferred to the Access Point.

Note: SCEP stands for Simple Certificate Enrollment Protocol; CA for
Certification Authority.

2
7. N\
(((1))) 3 \\:X%
-
p 200! B
A —
—
—
[—| 5]
—
—

Figure 16: Communication between WLAN Controller and Access Point
A: Access Paint
B: WLAN Controller
1: DTLS request
2: SCEP configuration
3: SCEP request
4: Certificate
5: Configuration
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Perform the authentication and configuration either automatically or
exclusively with a corresponding entry of the Access Point's MAC address in
the AP table of the WLAN-Controller. If the Access Point's WLAN modules
were deactivated at the beginning of the DTLS communication, the WLAN
Controller will activate them after successful transfer of the certificate and
configuration.

The management and configuration data will then be transferred via the
CAPWAP tunnel. The WLAN Client releases the payload data from the
Access Point directly into the LAN and transfers them, for example, to the
server.

() 77’

Figure 17: Communication between Access Point and WLAN Controller with
CAPWAP tunnel

: WLAN Client

: WLAN Controller

: CAPWAP tunnel

: CAPWAP tunnel for payload data

: Payload data

: Access Point

: Server
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5.2.4 Zero-Touch Management

Hirschmann WLAN Controllers can automatically assign a certificate and
configuration to the requesting Access Points. The devices hence implement
genuine "zero-touch management". Simply connect new Access Points to
the LAN. The Access Points can be operated without special configuration.
This simplification to the mere installation of devices reduces the workload of
IT departments, especially in decentralized structures. In remote locations,
no special IT or WLAN know-how is necessary for the setup.

5.2.5 Split Management

Hirschmann Access Points optionally also locate your WLAN-Controller in
remote networks. A simple IP connection, e.g. via a VPN path, is sufficient.
As the WLAN-Controllers only influence the WLAN-related part of the
configuration in the Access Point, all other functions can be managed
separately, if required. Thanks to the distribution of configuration tasks,
Hirschmann WLAN Controllers are ideal for setting up a company-wide
WLAN infrastructure. The WLAN infrastructure includes the head office and
all affiliated branches and home offices.

5.2.6 Inheritance of Parameters

A Hirschmann WLAN-Controller is capable of managing many different
Access Points in different locations. The WLAN profile settings are not
equally suitable for the managed Access Points. For example, there are
differences in the country settings or the device properties.
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The logical wireless networks and the physical WLAN parameters can

"inherit" specific features from other entries. Even in complex applications,

WLAN parameters can thus be managed in common profiles.

I Initially generate the basic settings that are valid for the majority of
managed Access Points.

[J Then generate entries for the more specific values, e.g. country-specific
physical settings or a public logical WLAN network.

Logical WLAN networks [SSIDs) - New Entry

Logical WLAN network activated
Name: PUBLIC —
Mame: PHYS-PAR-1
Inheritance
It from eriry: SSID_DEFALLT v fnnetence
Inherit from entry: PaR-DEF&I »
[ Inherited values ] WA version:
P [ Inherted values ]
[ Nebwark name {5510 Country

Connect 5510 to WRAZ sessia Auta, channel selection

WLAN mode 2.4 GHz mode

YLAN ID 5 GHz mode

Encryption Sub-bands

Key 1jpassphrase DTIM period

RADIUS profile Background scan

Frequency bands Antenna gain

AP standalone time T power reduction

MAC check 802 11n WLAN module activated

Suppress S5I0 Mgmt. YLAN made

RADIUS accounting Management YLAR-ID

Allow data traffic Qo35

vt

[ keytype 1 ] Repart urknown dients

[ Keytype 2 |

Basis rate

Client Bridge Support

Max, clients

Long preamble

Max. spatial streams

Allow short guard interval

Use Fréame aggragat‘innk - ’

¥ STBC (Space Time Block Coding) activate

LDPC {Low Density Parity Check) activated fieoollseenlnbnonnslelly

Figure 18: Inheritance of parameters in the case of multiple Access Points

[ Select the entry from which the values are to be inherited and mark the
values for inheritance. In the configuration dialog, the inherited
parameters will be displayed in gray. You cannot edit these entries.

[0 Depending on the application, the edited WLAN settings are then grouped
into separate profiles which the device assigns to the respective Access
Points.
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Note: Inheritance allows chains over multiple stages (cascading). This
means that, e.g. country and device-specific parameters can be grouped.
Use recursion, if necessary. Profile A then inherits properties from profile B,
and at the same time profile B also inherits from profile A. However, the
parameters available for inheritance are limited to one "inheritance direction”
per parameter.

5.2.7 Opportunistic key caching (OKC)

Authentication of wireless clients using EAP and 802.11X has become
standard in corporate networks, and these methods are becoming even more
widespread with the integration of the Hotspot 2.0 specification for public
Internet access. The disadvantage of 802.11X authentication is the
significantly longer time between login and connection, because up to twelve
data packets have to be exchanged between the WLAN client and the access
point. For most applications, which are all about data exchange, this may not
be particularly important. However, for time-critical applications such as
Voice over IP, it is important that the authentication at neighboring WLAN
radio cells does not affect communication.

To counteract this, authentication strategies such as PMK caching and pre-
authentication have become established, although pre-authentication does
not fix all of the problems. On the one hand, there is no guarantee that the
WLAN client can recognize whether the access point can perform pre-
authentication. On the other hand, pre-authentication causes considerable
load on the RADIUS server, which needs to handle the authentication of all
clients and all access points in the WLAN.

Opportunistic key caching delegates the key management to a WLAN
controller, or to a central switch, which manages all of the access points in
the network. If a client logs on to an access point, the WLAN controller behind
it works as an authenticator to manage the keys and send the PMK to the
access point, which is ultimately received by the client. If the client moves to
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another cell, it uses this PMK and the MAC address of the new access point
to calculate a PMKID. It then send this to the new access point in the hope
that OKC is enabled there (therefore "opportunistic"). If the access point
cannot handle the PMKID, then it negotiates an 802.11X authentication with
the client in the usual manner.

An OpenBAT can even perform OKC if the WLAN controller is temporarily
unavailable. In this case, it stores the PMK and sends this to the WLAN
controller when it becomes available again. Ultimately it sends the PMK to all
of the access points in the network, which allows clients to use OKC to login
after a change of radio cell.

5.2.8 Fast roaming

The IEEE 802.11r standard ensures that mobile WLAN clients can use a
simplified authentication process to roam trouble-free from one access point
to the next. Particularly for VolP, laborious key negotiations while roaming
can interfere with the connection, because the wireless client is unable to
transfer VoIP data at this time.

Similar to opportunistic key caching (OKC), a centralized key management
(preferably by a WLAN controller) supplies the access points connected to it
with the credentials of the WLAN clients. In contrast to OKC, the WLAN client
during fast roaming can detect whether the access point supports the
802.11r standard.

Access points managed by the WLAN controller transmit the mobility domain
information element (MDIE) to inform the WLAN clients about which "mobility
group" the access point belongs to, among other things. Based on this
information, the WLAN client detects whether it belongs to the same domain
and can therefore authenticate without delay. This mobility domain is
announced to a WLAN client the first time it authenticates at an access point.
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The domain identifier, along with other special keys generated during the
initial authentication and transmitted to all managed access points, reduce
the stages of negotiation when authenticating at a new access point to just
four to six steps.

Note: Older WLAN clients may have trouble establishing a connection to an
SSID with enabled 802.11r. Therefore, it is advisable to use two SSIDs here:
One SSID for older clients without 802.11r support and another SSID with
enabled 802.11r for clients that support 802.11r.

Fast roaming is setup in LANconfig under wireless LAN : 802.11i/WEP :
WPA or private WEP settings.
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5.2.9 Hirschmann Active Radio Control (ARC)

The intelligent WLAN optimization concept behind Hirschmann Active
Radio Control (ARC) helps you to sustainably optimize your radio field and
proactively avoid sources of interference on the WLAN. Active Radio Control
consists of numerous complementary functions in the operating system
HILCOS, which combine to significantly improve the performance of your
WLAN. All of the features in Active Radio Control are included for free in the
operating system HiLCOS and they are easy to operate with the appropriate
management tools.

U RF optimization

Automatic selection of optimum WLAN channels: WLAN clients benefit
from improved throughput thanks to reduced channel overlap. In
controller-based WLAN installations, the optimal channels are selected
automatically for managed access points.

For more information about RF optimization, see the relevant section on
page 365.

0 Band steering

Make optimal use of your WLAN's bandwidth: Automatically controlled by
the access point, clients steered to the 5-GHz frequency band can
effectively double the WLAN performance because only here are
sufficient channels available for channel bundling.

For more information about band steering, see the relevant section on
page 207.

[ Adaptive noise immunity

Better WLAN throughput thanks to immunity to interfering signals: WLAN
clients benefit from significantly improved data throughput thanks to
interference-free signal coverage. Enabling the adaptive noice immunity
allows an access point to block out interfering signals and to focus
exclusively on WLAN clients with sufficient signal strength.
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For more information about adaptive noise immunity, see the relevant
section on page 210.

] Spectral scan

Check your WLAN radio spectrum for sources of interference: With
Spectral Scan, you have a professional tool for efficient WLAN
troubleshooting. A scan of the entire radio spectrum identifies sources of
interference from outside the WLAN and allows a graphical
representation.

For more information about spectral scanning, see the relevant section on
page 356.
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5.3 Configuration of the WLC

5.3.1 General settings

Most parameters for the configuration of the Hirschmann WLAN Controllers
correspond to those of the Access Points. This section describes merely
those aspects required for the operation of the WLAN-Controller.
This is where you perform the basic settings for your WLAN-Controller.
0 Automatically accept new APs (auto-accept)
This option enables the WLAN-Controller to assign a configuration to
Access Points without valid certificates as well.
It enables the WLAN-Controller to assign a certificate to all new Access
Points without such a valid certificate. One of the following conditions
must be fulfilled:
For the Access Point, a configuration must be entered under its MAC
address in the AP table.
The option ‘Automatically provide APs with a default configuration' is
activated.
J Automatically provide APs with a default configuration
This option enables the WLAN-Controller to assign a default configuration
to new Access Points without valid certificates. The WLAN-Controller
uses the default configuration for all Access Points for which you do not
define an explicit configuration. Together with the auto-accept option, this
option permits the automatic acceptance of all Access Points found in the
LAN. This automatic process ends as soon as the number of logged-in
Access Points reaches the maximum number for the WLAN-Controller.
Access Points accepted by default will also appear in the MAC list.

Note: This option might also allow unknown Access Points to access your
WLAN structure. Therefore only activate this option during the start-up phase
when setting up a centrally managed WLAN structure.

The combination of the settings for auto-accept and the default configuration
makes it possible to set up and operate Access Points in different situations:
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Auto-accept  Default Suitable for
configuration
On On Roll-out phase: Use this combination only if unwanted
Access Points cannot be connected to the LAN.
On Off Controlled roll-out phase: Use this combination if the

following conditions apply:
You have entered all approved Access Points along with
their MAC address into the AP table.
You want to accept the entered Access Points automatically
into the WLAN structure.

Off Off Normal operation: New Access Points require the
administrators' approval to access the WLAN structure.

5.3.2 Profiles

In the profiles area, you define the logical WLAN networks, physical WLAN
parameters, and the WLAN profiles which represent a combination of these
two elements.

WLAN Profiles

The WLAN profiles summarize the settings to be assigned to the Access
Points. The WLAN profiles are allocated to the Access Points in the AP
table.

For every WLAN profile, define the following parameters:

WLAN profiles - New Entry

Profile name: DEFALLT
Speciy in the following list up to 16 logical WLAN

e e
WLAN network list INTERN Select ¥

Physic. WLAH parameters: [PHYS-PAR-1

List of alternative Wl Cs

Figure 19: Creating a new WLAN profile

LANconfig: WLAN-Controller > Profiles > WLAN profiles
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WEBconfig: HILCOS-Menu tree > Setup > WLAN management > AP
configuration > Common profiles

O

O

O

Profile name

Name of the profile under which the settings are saved.

WLAN network list

List of the logical WLAN networks that are assigned via this profile.
Physical WLAN Parameters

A set of physical parameters that the WLAN modules of the Access
Points work with.

IP address of alternative WLAN-Controller

A list of WLAN-Controllers that the Access Point attempts to connect
with. The Access Point starts searching for a WLAN-Controller via a
broadcast. When the Access Point cannot reach all WLAN-Controllers
with such a broadcast, the definition of alternative WLAN-Controllers
is advisable. Thisis the case e.g. when the WLAN-Controller is located
in another network.

Logical WLAN Networks

Here you define the logical WLAN networks that the WLAN-Controller
assigns to the Access Points. For every logical WLAN network, define the
following parameters:
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Logical WLAN networks (SSIDs) - New Entry 2x
Logical WLAN network activated [CIMAC check activated
Hame: Suppress 581D bioadeast: | No v
Inhesitance [C]RADIUS accounting activated
Allove data traffic between stations of this 5510
It from enty: v
WA wersion WPALZ v
WPAT session kep oz | THIE v
Metwork 551D,
e Baneon) WPAZ sessionkey ype. | AES v
LCi t SSID bo:
ornect 5510 e LN e8P M WPA2 key management | Standard v
WLAN mods
mods Untagged A Basis rals 2 Mbis v
Cler Biidge Suppart. | Mo v
E tion: R
g = BO2 11 (WPALPSK [ Marimum count of clients: |0
Key 1/passphrase [ Show

Min. client signal strenath: |0 e

[ Use long preamble for 802116

RADILS profile: DEFALLT -

80211n
Allowed frequency bands: | 2.4/5 GHz (B12.11a v
Max. spatial streams: Bate -
AP standalone time: [ minutes
[¥] Alows shert guard interval
o0 ek e v e e sppeaion
[T OKC [Opporturistic Key Caching) activated STBC [Space Time Block Coding) activated

LDPE [Low Densily Paiity Check] activated

Figure 20: Creating a new entry for a logical WLAN network

LANconfig: WLAN-Controller > Profiles > Logical WLAN networks
WEBconfig: HILCOS-Menu tree > Setup > WLAN management > AP
configuration > Network profiles

[ "Logical WLAN network activated"
Enable the logical WLAN network by clicking on this option.
L1 "Name"

Here, specify a name which uniquely identifies the logical WLAN
network.

O "Inheritance"

If you wish to create entries that differ only slightly from existing ones,
you can choose a "parent"” entry here and select the parameters which
are to be applied each time it is used.

Note: A "parent” entry itself can contain inherited entries. Try to ensure
that the structure of inherited entries is not too complex, otherwise they
may be difficult to understand and configure.

[ "Network name (SSID)"
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Enter the SSID of the WLAN network here. All stations that belong to
this WLAN network must use the same SSID.

"SSID connect to"

Here you select which of the access point's logical interfaces is to be
associated with the SSID, i.e. where the access point sends the data
packets for this SSID.

"LAN": The access point forwards the data packets locally into the
LAN (LAN-1) by default. It must be configured appropriately to do
this.

— "WLC-Tunnel-x": The SSID is connected to a WLC bridge layer-3
tunnel. Please note that a maximum of 7 WLC Bridge Layer 3
tunnels are supported. The access point sends all data packets to
this tunnel and thus to the WLC. This tunnel must be configured on
the WLC.

Note: Note that although forwarding all data packets to the WLC
allows you to define routes and filters centrally, this creates a heavy
load on the WLAN controller This model demands a correspondingly
high bandwidth in order to transfer all of the data traffic of this and any
other SSIDs that are connected to this WLAN controller via WLC
tunnel.

"WVLAN mode"

This item sets the access point VLAN mode for packets belonging to
this WLAN network (SSID). VLAN IDs are used if the VLAN module is
enabled in the physical WLAN parameters of the access point.
Otherwise the access point ignores all VLAN settings in the logical
networks. Even with VLAN activated, it is possible to operate the
network untagged.

"Untagged": The access point does not tag data packets from this
SSID with a VLAN ID.

"Tagged": The access point marks the data packets with the VLAN
ID specified as follows.

Note: Even with VLAN activated, it is possible to operate a WLAN
network untagged. The VLAN ID '1"is reserved internally for this.
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O "VLAN-ID"
VLAN ID for this logical WLAN network
Note: Please note that to use VLAN IDs in a logical WLAN network,
you must set up a management VLAN ID (see physical WLAN
parameters).

0 "Encryption"

This item sets the encryption method or, in the case of WEP, the key
length for packet encryption in this WLAN.

O "Key 1l/passphrase"

You can enter the key or passphrase as an ASCII character string. An
option for WEP is to enter a hexadecimal number by adding a leading
"0x". The following character string lengths result for the formats used:

— WPA-PSK: 8 to 63 ASCII characters
— WEP128 (104 bit): 13 ASCII or 26 hex characters
— WEP®64 (40 bit): 5 ASCII or 10 hex characters

U "RADIUS profile"

Specify which RADIUS profile the access point should receive for this
network, so that it can connect directly to the RADIUS server if
necessary. Leave this field blank if the WLAN controller is to handle
RADIUS requests.

Note: You configure the RADIUS profiles in the corresponding table.

J "Allowed frequency bands"

Here you set the frequency band used by network participants for
transmitting data on the wireless network. You can select the 2.4-GHz
band, the 5-GHz band, or both bands.

O "AP standalone time"

The time in minutes that a managed-mode access point continues to
operate in its current configuration.
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The configuration is provided to the access point by the WLAN
controller and is optionally stored in flash memory (in an area that is
not accessible to LANconfig or other tools). Should the connection to
the WLAN controller be interrupted, the access point will continue to
operate with the configuration stored in flash for the time period
entered here. The access point can also continue to work with this
flash configuration after a local power outage.

If there is no connection to the WLAN controller after this time period
has expired then the flash configuration is deleted and the access
point goes out of operation. As soon as the WLAN controller is
available, the WLAN controller transmits the configuration to the
access point again.

This represents an effective measure against theft as the access point
deletes all security-related configuration parameters after this time has
expired.

Note: If the access point establishes a backup connection to a
secondary WLAN controller, then the countdown to the expiry of
standalone operation is halted. The access point and its WLAN
networks remain active as long as it has a connection to a WLAN
controller.

Note: Please note that the access point only deletes the configuration
in flash memory after the time for standalone operation has expired,
and not when the power is lost!

"802.11u network profile"

Select the Hotspot 2.0 profile from the list.

"OKC activated"”

This option enables the opportunistic key caching. OKC makes it easy
for WLAN clients to quickly and conveniently roam between WLAN
cells in wireless environments with WPA2-Enterprise encryption.

"MAC check activated"

The MAC addresses of the clients that are allowed to associate with
an access point are stored in the MAC filter list (Wireless LAN :

Stations : Stations). The "MAC filter enabled" switch allows you to
switch off the use of the MAC filter list for individual logical networks.
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] "Suppress SSID broadcast"

You can operate your wireless LAN either in public or private mode. A
wireless LAN in public mode can be contacted by any mobile station
in the area. Your wireless LAN is put into private mode by activating
the closed network function. In this operation mode, mobile stations
that do not know the network name (SSID) are excluded from taking
part in the wireless LAN.

With the closed-network mode activated, WLAN clients that use an
empty SSID or the SSID "ANY" are prevented from associating with
your network.

The option "Suppress SSID broadcast" provides the following settings:

— No: The access point publishes the SSID of the cell. When a client
sends a probe request with an empty or incorrect SSID, the access
point responds with the SSID of the radio cell (public WLAN).

— Yes: The access point does not publish the SSID of the cell. When
a client sends a probe request with an empty SSID, the device
similarly responds with an empty SSID.

— Tightened: The access point does not publish the SSID of the cell.
When a client sends a probe request with a blank or incorrect SSID,
the device does not respond.

Note: Simply suppressing the SSID broadcast does not provide
adequate protection: When legitimate WLAN clients associate with the
access point, this transmits the SSID in plain text so that it is briefly
visible to all clients in the WLAN network.

O "RADIUS accounting activated"

Select this option if you want to enable the RADIUS accounting in this
logical WLAN network.

O "Allow traffic between stations of this SSID"

Check this option if all stations logged on to this SSID are to be able to
communicate with one another.

O "WPA version"
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Here you select which WPA version the access point is to offer to the
WLAN clients for encryption.

— WPAL: WPA2 only

— WPA2: WPA2 only

— WPAL/2: WPAL and WPA2 in one SSID (radio cell)
"WPAL1 session key type"

If you use "802.11i (WPA)-PSK" for encryption, the method for
generating a WPA1 session or group key can be selected here:

— AES: The access point uses the AES method.
— TKIP: The access point uses the TKIP method.

— AES/TKIP: The access point uses the AES method. If the client
hardware does not support the AES method, the access point will
change to the TKIP method.

"WPA2 session key type"

The method for generating a WPA2 session or group key can be
selected here.

"Basis rate"

The defined basis rate should allow the slowest clients to connect to
the WLAN even under poor reception conditions. A higher value
should only be set here if all clients in this logical WLAN can be
reached "faster". By setting the transmission rate to auto, the access
point collects information about the transmission rates of the various
WLAN clients. Clients automatically notify the access point of this rate
with each unicast communication. The access point takes the lowest
transmission rate from the list of associated clients and applies this to
all multicast and broadcast transmissions.

"Client-bridge support.”
Enable this option for an access point if you have enabled the client-
bridge support for a client station in WLAN client mode ().

Note: The client-bridge mode operates between two HILCOS devices
only.

O "Maximum count of clients"
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Here you set the maximum number of clients that may associate with
this access point. Additional clients wanting to associate will be
rejected by the access point.

0 "Minimum client signal strength"

This value sets the threshold value in percent for the minimum signal
strength for clients when logging on. If the client's signal strength is
below this value, the access point stops sending probe responses and
discards the client's requests.

A client with poor signal strength will not detect the access point and
cannot associate with it. This ensures that the client has an optimized
list of available access points, as those offering only a weak
connection at the client's current position are not listed.

[0 "Use long preamble for 802.11b"

Normally, the clients in 802.11b mode negotiate the length of the
preamble with the access point. "Long preamble” should only be set
when the clients require this setting to be fixed.

O "Max. spatial streams"

The spatial multiplexing function allows the access point to transmit
multiple data streams over separate antennas in order to increase the
data throughput. The use of this function is only recommended when
the remote device can process the data streams with corresponding
antennas.

Note: In the 'Auto’ setting, the access point uses all of the spatial
streams supported by this WLAN module.

O "Allow short guard interval”

This option is used to reduce the transmission pause between two
signals from 0.8 ps (default) to 0.4 ps (short guard interval). This
increases the effective time available for data transmission and thus
the data throughput. However, the wireless LAN system becomes
more liable to disruption that can be caused by interference between
two consecutive signals.

The short guard interval is activated in automatic mode, provided that
the remote station supports this. Alternatively the short guard mode
can be switched off.
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[ "Use frame aggregation”

Frame aggregation is used to combine several data packets (frames)
into one large packet and transmit them together. This procedure
reduces the overhead of the packets to increase the throughput.

Frame aggregation is not suitable when working with mobile receivers
or time-critical data transmissions such as voice over IP.

[0 "STBC (space time block coding) activated”
Activate the space time block coding here.

The function 'STBC' additionally varies the transmission of data
packets over time to minimize time-related effects on the data. Due to
the time offset of the packets the recipient has an even better chance
of receiving error-free data packets, regardless of the number of
antennas.

[J "LDPC (low density parity check) activated"
Activate the low density parity check here.

Before the sender transmits the data packets, it expands the data
stream with checksum bits depending on the modulation rate. These
checksum bits allow the receiver to correct transmission errors. By
default the 802.11n standard uses 'Convolution Coding' (CC) for error
correction, which is well-known from 802.11a and 802.11g; however,
the 11n standard also provides for error correction according to the
LDPC method (Low Density Parity Check).

In contrast to CC encoding, LDPC encoding uses larger packets to
calculate checksums and can also recognize more bit errors. The
improved ratio of payload to checksum data enables LDPC encoding
to provide a higher data transfer rate.

Note: All other parameters of the WLAN networks correspond to those of
the standard Access Point configurations.

Physical WLAN Parameters

Here you define the physical WLAN parameters that the WLAN Controller
assigns to the Access Points. For every set of physical WLAN
parameters, define the following parameters:
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Physical WLAN parameters @@
Marne: Antenna gain 3 dBi
Iheritance T power reduction: 0 a8
e e 3 Soloot []¥LAN module of the managed accesspaints activated
Bt Defakt w [[]Band steering activated
Auta, channel selection: Select
2.4 GHz mode: 802.11a/b/n (mixed v
5 GHz mode SaMbl/smode v []Enable QoS accarding to 80211e [WHE]
[JIndacr only mode activated
5 GHz Sub-bands: 1+2 v
Fiepart seen unknown clisnts
DTIM period 1
Backgiound scan: 0 seconds

Figure 21: Creating a new entry for a physical WLAN network

LANconfig: WLAN-Controller > Profiles > Physical WLAN parameters
WEBconfig: HILCOS menu tree > Setup > WLAN management > AP
configuration > Radio profiles

O

O

Name

Unique name for this combination of physical WLAN parameters.
Inheritance

Selection of a set of physical WLAN parameters defined earlier and
from which the entry inherits the settings.

Country

Country in which you operate the Access Points. The device uses this
information to define country-specific settings, such as the permitted
channels, etc.

Automatic channel selection

By default, the Access Points can use all channels permitted by the
country settings. To limit the selection to certain channels, define the
desired channels here as a comma-separated list. Ranges can also be
defined (e.g. '1,6,11").

Management-VLAN ID

The VLAN ID employed by the management network of the Access
Points.

"Band steering activated"

This entry determines whether the access point should enable band
steering. In this case, a dual-port access point can forward a WLAN
client to a preferred frequency band.
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Note: Set the management VLAN ID to a different value than 0 to activate
VLANSs on the WLAN networks. This also applies when the management
network itself is tagged without VLAN IDs (Mgmt-VLAN-ID = 1).

The VLAN activation only applies to those WLAN networks that are
connected by means of these physical WLAN parameters.

All other physical WLAN parameters correspond to those for the standard
configuration of Access Points.

5.3.3 List of Access Points

Access-point Table

The AP table is a central element for the configuration of WLAN-
Controllers. Here the device transmits a WLAN profile to the Access
Points based on their MAC addresses, thus a combination of logical and
physical WLAN parameters. Furthermore, the mere existence of an entry
for a specific Access Point in the AP table enables it to establish a
connection to a WLAN-Controller. For every Access Point, define the
following parameters:
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Access point table - New Entry ZIx
Eriy sctive
Update management active
MAC address: O0&057FFFFFF
AP name: AP
Location: Home Office
WwLAN prafile: PUBLIC v

WLAN interface 1

Made WLAN ifc.1 24GHz A4

Aulo. channel selection

Antenna gain: dBi

T power reduction: dB

WLAN interface 2

Mode WLAN ife 2 5GHz M

Aulo, channel selectior:

Antenna gain: dBi

T power reduction: dB
Enciyption: OTLS v

B0211n

Double bandwidth: Allow 40 MHz v

Antenna grouping: Auto -

Fixed IP addresses

IP address: 0.000

P parameter prafie DHCP v

Figure 22: Creating a new Access Point

LANconfig: WLAN-Controller > AP config. > Access-point table
WEBconfig: HILCOS menu tree > Setup > WLAN management > AP
configuration > Access Points

g

O O O o O

Configurati

Update management active

Activating update management enables the Access Point to
automatically upload the latest firmware or script versions. All other
settings are made under AP update.

MAC address

MAC address of the Access Point.

Exclusive AP name

Name of the Access Point in managed mode.

Location

Location of the Access Point in managed mode.

WLAN profile

WLAN profile from the list of defined profiles

WLAN interface 1

Frequency band for the 1st WLAN module. Use this parameter to
optionally deactivate the WLAN module.
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[0 Auto. channel selection Ifc 1

If no entry is made here, Access Points automatically carry out the
channel selection for the frequency band available in the set country
of operation.

Enter the channels to which the automatic selection will be restricted
for the first WLAN module. If you enter exactly one channel, the device
will use this channel exclusively. In such a case there will be no
automatic selection. Therefore when entering a channel number, be
certain that it is really valid in the frequency band of the respective
country. The device ignores channels that are invalid for the defined
frequency band.

WLAN interface 1

Frequency band for the 1st WLAN module. Use this parameter to
optionally deactivate the WLAN module.

0 WLAN interface 2

Frequency band for the 2nd WLAN module.

[0 Auto. channel selection Ifc 2

Automatic channel selection for the 2nd WLAN module.

Note: The device ignores the settings for the second WLAN module, if the
managed device has only one WLAN module.

U Encryption
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Here you define the encryption for the communication over the control
channel. Without encryption, the devices exchange the control data as
plain text. In both cases authentication is based on certificates.
Double bandwidth

For Hirschmann Access Points according to IEEE 802.11n, activate
the use of the double bandwidth here.

Antenna grouping

To optimize the gain through spatial multiplexing, configure the
antenna grouping here.

IP address

Specify the static IP address of the Access Point here.

IP parameter profile

Enter the profile name here which the device uses to reference the IP
settings for the Access Point. If you retain the default setting DHCP,
the Access Point ignores the setting for the static IP address and
retrieves its IP address via DHCP.
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Default Parameters

You can define central default values for some parameters which the
device references as 'default' in other parts of the configuration (for
example, using the "Access point table".

ee- 2

& tonﬁgurafion

Accesz point configuration

*t'ou may configure [P parameter profiles to be used in the

-5 Management access point table if specific access points receive itz IP
=8 WLAN Controller addresses not via DHCP.
'# General -
Q Profiles [ IP parameter profiles
I RAP Conifig,

Here you define the access points that are to be managed from

o AP Update this wireless LAN contraller [WLC). This involves assigning a
&7 Stations WLAM profile to the AP,
@ Cptions
& (a Interfaces [ Access point table
[#-(¥) Date & Time
(B Log & Trace Dbl vale
B Communication The follawing parameters are default settings which can be
£ Q IPvd referenced in access point table entries by value 'Default’.
- @ IPve :
= EB IP Router Made WLAN ife.1: 24 GHz |
- Firewal/Qos Mode WLAN ife.2 5GH: v
- Eg YPN — 3
[+ n Certificates Contral channel encryption: DTLS v

() COMPorts
(-] MNetBIos

[#- ™ Public-Spot
(-l RADIUS Server

Figure 23: Defining central default values

LANconfig: WLAN-Controller > AP config. > Default values
WEBconfig: HILCOS-Menu tree > Setup > WLAN management > AP
configuration
I WLAN interface 1
Frequency band for the 1st WLAN module. Use this parameter to
optionally deactivate the WLAN module.
J WLAN interface 2
Frequency band for the 2nd WLAN module. Use this parameter to
optionally deactivate the WLAN module.
U Encryption
Encryption for the communication over the control channel. Without
encryption, the devices exchange the control data as plain text. In both
cases authentication is based on certificates.
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5.3.4 Station Table (ACL Table)

By means of the station table, you define which WLAN Clients can access
the WLAN networks of the managed Access Point. Furthermore, the method
offers a convenient way to assign an individual authentication passphrase
and a VLAN ID to each WLAN Client.

It is imperative that the RADIUS server in the WLAN-Controller is activated
in order to use the station table. As an alternative, requests can be forwarded
to another RADIUS server.

Activate the MAC check for every logical WLAN network in which WLAN
Clients are authenticated by RADIUS.

5.3.5 Options for the WLAN-Controller

In the 'Options' area, you can define notifications in case of events in the
WLAN-Controller and set various default values.

Notification can take place via SYSLOG or e-mail. Define the following
parameters:

f o 2]
Motification form | Active AP | Last AP Hew AP
el o onon
Events - Edit Entry @
Motification form: SY5LO0G
i Report lost AP )

Repart new AP

Figure 24: Setting a new event notification
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LANconfig: WLAN-Controller > Options > Events
WEBconfig: HILCOS-Menu tree > Setup > WLAN management > Event
notification
SYSLOG
Activates notification via SYSLOG.
Possible values: On/Off.
E-mail
Activates notification via e-mail.
Possible values: On/Off.
Events
Selects the events that trigger a notification.
Possible values:
Active Access Point notification
Missing Access Point notification
New Access Point notification
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5.4 Configuring the Access
Points

By default, the WLAN modules in the Access Points are set to the operating
mode 'Access Point'. In this mode, the devices function as stand-alone
Access Points and use a configuration that is stored locally in the device.
Switch the operating mode for the WLAN modules in the desired Access
Points to 'managed' to integrate them into a centrally managed WLAN
structure.

Note: You can define the operating mode separately for every WLAN
module. For models with 2 WLAN modules, depending on the application,
one module can work with a local configuration, the 2nd module can be part
of a centrally managed WLAN structure.

For individual devices, the operating mode of the WLAN modules can be
found in LANconfig under Wireless LAN > General > Physical WLAN settings
> Operation mode:
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B Physical WLAN settings - WLAN interface [ [X]

Operation | Radio | Performance | Pointto-Point | Client mode

WLAN interface enabled

WLAN operation mode: Access point .

Acoess point
Botar N ok i

Link LED function: Cornection count v

(@@ ThelinkLED function Client signal stiength’ anly makes sense
" in'Client made' WLAN operation. It denotes the signal strength
betwesn this station and the carnected access point
Signal strength and thus the cannection quality it indicated by
the blinking frequency. The faster the link LED biinks the
better the connectiar is

Figure 25: Changing the operating mode of the Access Points to ‘'managed’

To change the operating mode for multiple devices at the same time, start a
simple script for the devices with the following lines:

# Script (7.22 / 23.08.2007

lang English

flash 0

cd Setup/Interfaces/WLAN/Operational

set WLAN-1 0 managed-AP 0

# done

exit

OoOoooOood

Note: If the IP address of the Access Point is configured statically, the
CAPWAP stack is not aware of a configured default route. Thus it is
recommended to use DHCP or the CAPWAP IP profile for a specific
IP address assignment to an Access Point.
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5.5 Managing the Access Points

5.5.1 Accepting new Access Points manually into
the
WLAN structure

To integrate the Access Points into the WLAN structure without the automatic
(auto-accept) option, accept the Access Points manually.

Accepting Access Points via LANmonitor You can accept new
Access Points comfortably via the LANmonitor. Select a configuration
that the Access Point uses after transmission of a new certificate.

In LANmonitor, click the new Access Point with the right-hand mouse
button to integrate it into the WLAN structure. From the context menu that
pops up, select the configuration for the device.
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& Hirschmann LANmonitor

File Device WYiew Tools Help
F LR [ @.'I R R HIRSCHMANN

&P MyDevice
EE WA connections: Mone
i) wireless LAN
¥ IPve firewall: Active
) 1Pv4 Firewall: OFF
= Local networks
E CHCP server
) System information
&P WLC 1000
=] l}] Wireless LAN
1) Metwork profiles
= #\ New APs: 1
=-f

ssign Access Point ko Profile  » PROFILE_1
adg pa—
0 MAC 4 Access Poink disconnect PROFILE_2
i) Active APS: M Refresh
=5 WAl connections o

& Certificates
<7y IPv4 firewall: 07/11/2013 20:06:50 intruder detection - Packet dropped
= Local networks
DHCP server: Inactive
) System information

Figure 26: Accepting new Access Point via LANmonitor

Note: This process defines the Access Point in the AP table of the WLAN-
Controller. As soon as the Access Point has built up the random, the
WLAN-Controller assigns a certificate to the Access Point. Only then will
the Access Point become an active element of the central WLAN
structure. Until assignment of the certificate is completed, the WLAN-
Controller reports the new Access Point with the red Lost-AP LED in the
device display and as "Lost AP" in the LANmonitor.
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Accepting Access Points via WEBconfig with Assignment

of a Certificate

New Access Points with entry in the AP table but without valid certificate

can be accepted manually via an action in WEBconfig.

[J Open the configuration of the Hirschmann WLAN-Controller with
WEBconfig.

0 Under HILCOS menu tree>Setup > WLAN management, select the
action Accept AP.

[ As parameter for the action, transmit the MAC address of the Access
Point that you are integrating into the WLAN structure. Confirm the
action with "Execute".

Accept-AP

Enter here any additicnal for the you are about to execute:
Argumemsl o =3ml g

Figure 27: Accepting a new Access Point via WEBconfig with assignment of a
certificate
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Accepting Access Points via WEBconfig with Assignment
of a Certificate and Configuration

New Access Points without entry in the AP table and without valid
certificate can be accepted via a new wizard in WEBconfig. Define a

configuration that the Access Point uses after transmission of a new
certificate.

1 Open the configuration of the Hirschmann WLAN-Controller with

WEBconfig. Among the setup wizards, select the wizard "Assigning
new Access Points to profiles".

Please choose the desired wizard

» (g Basic Settings

« ) Check Security Seftings

« @ Set up Intemet connestion

* @ Selection of Intemet Provider

« ¥ Connect Two Lecal Area Networks

»  Create Public Spot Account
» .5 Assign Access Points 1o Prcfiles

Figure 28: Accepting a new Access Point via WEBconfig with assignment of a
certificate and configuration

O Clickthe link to start the wizard. Select the desired Access Point based

on its MAC address and enter the WLAN configuration that the device
shall assign to the Access Point.

Step3ofd

Select the profile the new access point shall be
assigned to:

Profile EPUBL\C ir

DEFAULT

Figure 29: Selecting the WLAN configuration
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Note: With the assignment of the configuration, the WLAN-Controller
integrates the selected Access Point into the AP table. As soon as the
Access Point has built up the random, the WLAN-Controller assigns a
certificate to the Access Point. Only then will the Access Point become
an active element of the central WLAN structure. Until assignment of
the certificate is complete, the WLAN-Controller reports the new
Access Point with the red Lost-AP LED in the device display and as
“Lost AP" in the LANmonitor.

5.5.2 Removing Access Points manually from the
WLAN structure

Perform the following actions to remove a managed Access Point from the

WLAN structure:

0 In the Access Point, switch the WLAN operating mode for the WLAN
modules from 'managed' to ‘client' or 'Access Point'.

J In the WLAN-Controller, delete the configuration for the Access Point or
deactivate the option 'automatic assignment of the default configuration'.

[0 Disconnect the Access Point in WEBconfig under HILCOS menu tree >
Setup > WLAN management with the action 'disconnect AP connection’
or alternatively in LANmonitor.

L1 As parameter for the action, transmit the MAC address of the Access
Point that you are removing from the WLAN structure. Confirm the action
with "Execute".

Disconnect-AP

Enter here any additional arguments for the command you are about to execute:

Argumams| =i

Figure 30: Manually removing an Access Point from the WLAN structure
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5.5.3 Deactivating or Permanently Removing
Access Points from the WLAN Structure

In some cases it is necessary to temporarily deactivate or permanently
remove an Access Point managed by the WLAN-Controller.

Deactivating Access Points

To deactivate an Access Point, set the corresponding entry in the AP
table to 'inactive' or delete the entry from the table. This process
deactivates the WLAN modules in managed mode and deletes the
corresponding SSIDs in the Access Point.

Note: This process deactivates the WLAN modules and the WLAN
networks (SSIDs) even if stand-alone operation is activated.

An Access Point deactivated like that remains connected to the WLAN-
Controller, the certificates are retained. The WLAN-Controller activates
the Access Point and its WLAN modules in managed mode, if required. It
can do this by activating the existing entry or creating a new entry for the
corresponding MAC address in the AP table.

Permanently Removing Access Points from the WLAN

Structure

Delete or cancel the certificates in the SCEP client to permanently remove

an Access Point from the centrally managed WLAN structure.

O If you have access to the Access Point, delete the certificates by
resetting the device.

] If a device has been stolen and you want to remove it from the WLAN
structure, cancel the certificates in the CA of the WLAN-Controller. In
WEBconfig, go to the area Status > Certificates > SCEP-CA >
Certificates and access the Certificate status table. Delete the
certificate for the MAC address of the respective Access Point here.
The certificates are marked as expired, but remain in the device.

Note: In case of a backup solution with redundant WLAN-Controller,
cancel the certificates in all WLAN-Controllers.
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5.5.4 Managing the Access Points

LANmonitor gives you a quick overview of the Hirschmann WLAN-
Controllers in the network and the Access Points within the WLAN structure.
LANmonitor LANmonitor displays the following information, among others:

I[E Hirschmann LANmonitor,

File Device ‘iew Tools Help

5y Wireless LAN

Elﬁ Metworks

Bﬁ Network: TEST2

== Client: ==

€ P address: = ==

Rx rate: 24 Mbit/s

Signal strength: 49 %

Key type: === ==
Compression: Mone

€9 Throughput: 0 Byte/s

o Access point: =57

€ Interface: WLAN-1

4 1P address:
- 4¥ MAC address; Mess=—mar=s
E-@ Missing APs: 1
R
-3 Active APs: 1
- AP: =2 e
o Radio band: 2,4 GHz
¥ Radio channel: 8
4 Clients: 1
Eﬁ System information
£ Device: SSmEmmme e
€ Firmware: TTome=
€ serial number: -T=T—
€9 MAC address: - =3
€ 1P address: =

- MAC address:
€ Firmware: ===
o Transmit power: 15 dBm dBm

Figure 31: Network in LANmonitor

AP-LAN-MAC-Adresse: iEmms—an—ams

Network: INTERM
=
= AP = e T T

WLAN: === e

I Active WLAN networks with logged-in WLAN Clients and the name of the

Access Point where the WLAN Client is logged in.

[0 Display of new Access Points with IP and MAC address
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[ Display of missing Access Points with IP and MAC address

[ Display of managed Access Points with IP and MAC address, utilized
frequency band and channel

Use the right-hand mouse button while pointing at the Access Points to open

a context menu with the following actions:

L1 Assign new Access Point to profile
This action assigns a configuration to a new Access Point and integrates
it into the WLAN structure.

L1 Access Point Disconnect Access Point
Disconnects Access Point and WLAN-Controller. The Access Point then
carries out a new search for the responsible WLAN-Controller. Use this
action, e.g., after a backup event to disconnect Access Points from the
backup controller and to redirect them to the actual WLAN-Controller.

J Refresh
Refreshes the display of the LANmonitor.

5.5.5 Backing up the Certificates

At the first system startup, a Hirschmann WLAN-Controller creates the root

certificates for the CA (Certification Authority) and the RA (Registration

Authority). Based on these two certificates, the WLAN-Controller generates

the device certificates for the Access Points.

Use the same root certificates in the following cases, to ensure smooth

operation of the managed Access Points:

0 when you are employing several WLAN-Controllers in parallel within the
same WLAN infrastructure (load balancing) or

1 when you are replacing or reconfiguring a device.
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Creating Backups of the Certificates

To restore the CA or RA, the device requires the relevant root certificates

with the private keys that the WLAN Controller generates automatically at

system start. Furthermore back up further files containing information on
issued device certificates. To ensure that this confidential information
remains protected even when exported from the device, the device
initially stores it to a passphrase-protected PCKS12 container.

[0 Open the configuration of the Hirschmann WLAN-Controller with
WEBconfig under HILCOS menu tree > Setup > Certificates > SCEP-
CA > CA certificates.

1 Select the command "create PKCS12 backup files" and enter the
passphrase for the PCKS12 container as parameter.

Create-PKCS12-Backup-Files

Enter here any additional arguments for the command you are about to execute:
Arguments [Passphrase]

Figure 32: Creating backups of the certificates with PCKS12 container

This action saves the certificates and private keys in PKCS12 files. The
files are then available for download from the device.

Downloading Certificate Backups from the Device
O Select File management > Download certificate or file
0 Then, as file type, select the two entries for the SCEP-CA one after the
other and confirm with Start download:
PKCS12 container with CA backup
PKCS12 container with RA backup

Download Certificate or File

Select which file you want to download, then click on *Start Download

File Type: | SCEP-CA - PKCS12 container with CA hackup |

Figure 33: Downloading certificate backups from the device

This action saves the backup files to your data carrier. You will not require
the passphrase until the backup is uploaded to a Hirschmann WLAN-
Controller.
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Uploading a Certificate Backup to the Device

[0 Select File management > Upload certificate or file

[0 Then select the two entries for the SCEP-CA as file type one after the
other:

PKCS12 container with CA backup
PKCS12 container with RA backup

O For each upload, enter the file name with storage location and the
corresponding passphrase. Confirm with Start upload:

L1 After loading the CA backup, delete the file controller_rootcert in the
directory /Status/File-System/Contents. Enter the following
commands in the console:
cd /Status/File-System/Contentsdel
controller_rootcert

[J Then access the directory /Setup/Certificates/SCEP-Client and
execute the command Reinit:
cd /Setup/Certificates/SCEP-Clientdo Reinit

Upload Certificate or File

Select which file you want to upload, and its name/location, then click on ‘Start Upload',
In case of PKCS12 files, a passphrase may be necassary.

File Type: |SCEP—CA*PKC512 container with CA backup j
File Name/Location: || Browse. ..

Passphrase (it ,—

requiedy:  |sewsessse

Gaution: Files are net being chacked for correct contents or passphrase during upload. These checks are
performed by the individual medules using these files. When uploading certificates, possible error
messages can be seen in the VPN status trace immediately after download

Figure 34: Uploading a certificate backup onto the device

5.5.6 Saving and Restoring more
files of the SCEP-CA

To fully restore the SCEP-CA, the information on the device certificates
issued by the SCEP-CA for the individual Access Points is also important.
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Note: If you back up only the root certificates, there is no possibility to call up
the issued device certificates.

For this reason, back up the following files in addition to the certificates:

[0 SCEP certificate list: List of all certificates ever issued by the SCEP-CA.

[0 SCEP serial numbers: Contains the serial number for the next certificate.

[0 Select File management > Download certificate or file.

[ Then, as file type, select the two entries listed above one after the other
and confirm with Start download:

Download Certificate or File

Select which file you want to download, then click on 'Start Download':

File Type: FSCEP-CA- Cortficats it |

Figure 35: Backing up further files of the SCEP-CA

0 To upload these files to the device, go to the start page of WEBconfig and
select the command Upload certificate or file.

I Then, as file type, select the two entries listed above one after the other,
enter each file name and the storage location and confirm with Start
upload:
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Upload Certificate or File

Select which file you want to uplead. and its name/location, then click on ‘Start Upload'.
In case of PKCS12 files, a passphrase may be necessary.

File Type: [EE0" Certificate (- pem, crt. > cer [BASEBA]) |

Eile Name/Location: PADIUS-Server - Accounting Totals (*.cev) =
. SCEP-CA- CEL File

Passphrase (f SCEP ificate list

requirec): SCEP-GA - serial number

Caution: Files are not b SCEP-CA - PRCE12 container with CA hackup echecks are
performed by the indivic SCEP-CA - PKCS12 container with RA backup & error
messages can be seen Public Spot-Welcome Page (% html, * hirr)

Puhlic Spat- Login Page (“html, * him)

Public Spot - Eror Page (* html, * htrm)

Public Spot- Start Page (* himl, * him}

Public Spot - Status Page (* himl, * htm)

Fublic Spot- Logoff Page (*html *htr)

Public Spat- Help Page i* kil *htrn)

Figure 36: Restoring further files of the SCEP-CA

Note: After a new certificate list has been loaded, the device removes
expired certificates and generates a new CRL. Furthermore, the CA
reinitializes itself automatically if certificates and keys have been
successfully extracted after loading the certificate backup.
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5.6 Interference Detection in the
Frequency Range (Spectral
Scan)

In addition to connecting computers to the Internet, professional users are
increasingly using wireless local area networks (WLAN) for business-critical
applications. Examples include accessing of patient files, online monitoring
of production facilities, and the transmission of video and audio data (ideally
without any time lags). The reliability and performance of WLAN systems are
thus increasingly important.

The rising significance and usage of WLAN for data transmission is resulting
in more and more scenarios where the equipment and systems of various
users are crowding the WLAN frequency ranges. These may include, for
example, microwave ovens, cordless telephones, Bluetooth devices and
video transmitters, with their signals occurring on a continual or intermittent
basis. The simultaneous usage of a frequency band or frequency range gives
rise to interference that can disrupt or negatively impact the reliability and
performance of a WLAN. This type of interference can result in lost data
packets or connection failure. If the interference is too strong, the complete
failure of the WLAN may result.

It is therefore becoming increasingly important to use targeted analysis to
check the frequency ranges. These checks should identify the interference
or other interference factors, and introduce countermeasures as required. It
can also be used to ensure that the WLAN is working properly and operating
interference free.
Targeted analysis can also clarify or identify the following:

Proper, fault-free operation of the WLAN

Existence of interference or noise

Display or identify the bands with interference

Strength of the interference signal

Regularity or frequency of the interference signal

Type, and possibly source, of the interference signal
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The WLAN-related frequency ranges are subject to spectral analysis.
Results are displayed graphically, i.e. in the form of real-time diagrams or
real-time overviews of frequencies and interference. However, graphical
analyses of a spectral range are open to some freedom of interpretation.
Therefore, the following scenario should be fairly commonplace: You
ascertain that the frequency currently being used is being subjected to
interference that is continual and of constant signal strength. However, you
are not able to ascertain unequivocally which room or building the signal is
coming from, nor the type of equipment which is transmitting the interfering
signal.

5.6.1 Functions of the Software Module

The "Spectral Scan" software module enables you to run a spectral analysis
directly on the access point. There is no need to purchase any additional
software or hardware as the integrated functionality can be used to analyze
the frequency ranges and bands in question. This gives you a graphical
overview of the frequency response characteristics within your WLAN at all
times, so that you can detect interference and safeguard against it.

5.6.2 Starting a Spectral Scan

Clicking on the menu option Extras: Spectral scanin WEBconfig opens the
window shown below:
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Spectral Scan

Interfaces Radio-Bands Subbands

WLAN-1: | 2.4GHz v || Banc-i+z
Band-1
Band-2

The WLAMN module "WWLANM-2" of this unit is turned off.
Please manually configure the operating mode "Access-Point" or make sure that the device is configured by a
WYLC.

This page is used to start and stop the spectral scan.
Depending on the current state of the device there will be different buttons and selections available:

Selection "Radio-Bands™
This selection defines which radio bands will be analysed once the spectral scan is started. In case it is running
already the selection will be shown greyed-out.

Selection "Subbands™

If& GHz is selected as one of the radio bands the selection of subbands will be displayed to allow further
specification of the frequency range to be analysed. The selection will be shown greyed-out if the spectral scan
ig running already.

Button "Start”

The gpectral scan is started on the respective WLAN module by pressing this button. For each selected
frequency band one additional window will be opened to display the results of the spectral scan. As long as the
spectral scan is active, the WPLAN module is unavailable for data transfers.

Button "Stop™
Stopping the spectral scan will revert the state of the WWLAN module to the previous settings.

Button "Show™
This button will open one window for each selected frequency band to display the results of the spectral scan.

Note: If the WLAN module is disabled
(Setup:Interfaces:WLAN:Operational), @ message is displayed and the
spectral scan cannot be started. Configure the access point for "Base station"
operation or ensure that a WLAN controller configures the access point.

The following entries, buttons and selection menus are available here:
"Interfaces”: Shows the selected WLAN module for analysis.

"Radio bands": Use this selection menu to set which frequency band(s)
you wish to analyze. The relevant field is grayed out once the spectral
scan has started on this module.

"Subbands": This selection menu is only enabled if '5GHz' or '2.4GHz/
5Ghz' is selected in "Radio bands". You are then able to specify which
sub-bands of the 5GHz band are included in the analysis.
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"Start": Clicking this button starts the spectral scan on the relevant WLAN
module. A separate window opens for each of the selected frequency
bands.

"Stop": This buttons ends the analysis. The WLAN module then returns to
the previous mode and is available again with its usual functionality.

Note: This button is only shown once the module has been started.

"Show": Once the spectral scan has started, click this button to open a
window for each selected frequency band. Click the button repeatedly to
open multiple windows.

Note: During the analysis, the WLAN module being analyzed does not send
any data or transmit any SSID.

The spectral scan can also be started from the LANmonitor. To do this, right-
click the relevant device in the list and select "Show spectral scan" in the

context dialog.
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[& Hirschmann LANmonitor

File Device ‘iew Tools Help
F XS [HE B B ol () HIRSCHMANN

=8| Refresh
) Delate

=

Wiew Accounting Information. ..
] Wiew DHCP table...

CHLS

Wiew Svslog...

[+

Wiew Device Activities. ..
Device Activities Logging. ..

Reset Charge and Time Limits. ..

Firng...
Create trace output, .,

Adjusting Point-to-Point WLAN Antennas...
Wigw IPvE-Firewall Event Log...

Options. ..

The LANmonitor browser window opens showing you the same entries,
buttons and selection menus as those in WEBconfig.
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# Setup Wizards

& System information
Configuration

G HILCOS Menu Tree
E File management

= MyDevice - Connected as admin g@@‘

Spectral Scan @ HIRSCHMANN

< Logout A BELDEN BRAND

¢ Extras
G HTTP-Session
< Logout

Spectral Scan

Interfaces  Radio-Bands Subbands

WLAN-: | 2.4GHz v | |Band-1+2 v

The WLAN module "WLAN-2" of this unit is tumed off.
Please manually configure the operating mede "Access-Point" or make sure that the
device is configured by a WLC.

This page is used to start and stop the spectral scan.

Cepending on the current state of the device there will be different buttons and
selections available:

Selection "Radic-Bands"
This selection defines which radio bands will be analysed once the spectral scan is
started. In case it is running already the selection will be shown greyed-out.

5.6.3 Spectral Scan Analysis Window

Note: The spectral scan is displayed in a browser application. For this to
work properly, your browser must support the latest version of WebSockets,
and the HTML5 element <canvas>. The browser in LANmonitor meets all of

these requirements.
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In the separate analysis window of the spectral scan, there are different ways
to show the frequencies and frequency ranges together with the potential
interference. The following buttons are available at the top of the window:

"Current": Shows or hides the curve of the values being measured.

"Maximum": Shows or hides the maximum values of the ongoing
spectrum scan in relation to the currently set history range.

"Average": Shows or hides the average values of the ongoing spectral
scan in relation to the currently set history range.

"History": Shows or hides the values last measured.

"Number of history values": Determines the number of the most recent
results to be displayed. You are able to show at least the last 5 and at
most the last 50 measuring points for every frequency.

"Last channel": Shows or hides the channel last used.

"Frequency": Switches the display on the X-axis between WLAN channel
and frequency.

The window contains two graphical views showing the readings in a different
manner. The top diagram shows the signal strength in dBm on the Y-axis,
and either the WLAN channel or the relevant frequency on the X-axis. The
lower diagram contains the analysis progression over time in the form of a
waterfall diagram, with the Y-axis showing the time and the X-axis again
showing the WLAN channel or the relevant frequency. These view formats
depict both continuous and occasional interference on the frequencies, so
helping you to take appropriate action to improve the connectivity (e.g. by
changing the channel or identifying and eliminating the interference source).
For example, certain interference sources such as microwave devices,
DECT telephones (working in the 2.4GHz frequency range) and audio-video
transmitters exhibit very typical transmit patterns that occur prominently in
both diagrams.

On the lower border of the window is a slider denoted "Time slider". This
enables you to extend or limit the time period analyzed in the waterfall
diagram. Alternatively, you can use the input box to the right of the slider to
select how many readings you would like to display in the waterfall diagram.
The web application can display up to 300 readings in the waterfall diagram
using the time slider. The readings from a maximum of 24 hours can be
cached.
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Below are some example analysis results showing graphically other settings
in a different way:

Spectral Scan
192.168.2.104 - WLAN-1 - 2.4 GHz

Current Maximum Average History 10 | Last channel anuenct}

Amplitude [dBm]
Amplitude [dBm]

2412 2417 2422 2427 2432 2437 2442 2447 2452 257 2462 2467 2472
Frequency [MHz]

i lu‘_ I‘I

R

Configuration Guide HILCOS

363



Central WLAN Management 5.6 Interference Detection in the
Frequency Range (Spectral Scan)

Spectral Scan

192,168.80.235 - WLAN-1 - 2.4 GHz

Current Maximum Average History 10 | Lastchannel | Frequency
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Spectral Scan

192.168.2.104 - WLAN-1 - 2.4 GHZ
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5.7 Extended WLC Functions

5.7.1 Automatic Radio-Field Optimization with
Hirschmann WLAN-Controllers

With the selection of the channel from the channel list, you define the part of
the frequency band that an Access Point uses for its logical WLANSs. All
WLAN Clients that connect to an Access Point must use the same channel
on the same frequency band. In the 2.4-GHz band, channels 1 to 13 are
available (depending on the country), and in the 5-GHz band, channels 36 to
64 are available. At a given point in time, only one Access Point transmits its
data on one channel. For a WLAN to reach maximum bandwidth within the
radio range of another Access Point, use a separate channel for each Access
Point. Otherwise the WLANSs share the channel's bandwidth.

Note: With a completely open channel list, the Access Points might
automatically select channels that overlap in some areas, resulting in a loss
in signal quality. Similarly, the Access Points might select channels which the
WLAN Clients cannot use due to the country settings. To direct Access
Points towards certain channels, activate e.g. the non-overlapping channels
1, 6, 11 in the channel list.

In larger installations, selecting a suitable channel for every Access Point can
be difficult. Automatic radio-field optimization is a method offered by
Hirschmann WLAN-Controllers where the optimum channels for the Access
Points in the 2.4-GHz band are automatically set.

WEBconfig: Setup > WLAN-Management > Start-automatic-radio-field-
optimization
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Note: Optionally start the optimization for an individual Access Point by
entering the MAC address as parameter for the action.

LANmonitor: Right-click an active Access Point and select "Start automatic
RF optimization" from the context menu.

[E Hirschmann LANmonitor g@@‘

Hle Device View Tools Help
[ EFLR| =R B o BE e ) HiRsCHMAN

Wireless LAN
Network profiles
New APs: 0
Missing APs: 0
= p

BEEEEEEEEEEERE DS

= WAN connections: None

R Certificates

&30 Firewall: 04/29/2008 16:30:05 intruder detection - Packet dropped
€ System information

Figure 37: Setting automatic radio-field optimization

Optimization is then carried out in the following steps:

0 The WLAN-Controller deletes the AP channel list of all Access Points in
the 2.4-GHz range. As the channel list for the Access Points is then
empty, the WLAN-Controller transmits the channel list of its profile by
means of a configuration update.

0 The WLAN-Controller switches off all radio modules operating in the 2.4-
GHz range.

[J The WLAN-Controller switches on the Access Point one after the other.
During this process, the WLAN-Controller observes the sequence in
which the Access Points registered.
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[0 Automatic calibration: After the Access Point is switched on, it selects the
optimum channel from the channel list. To determine the optimum
channel, the Access Point carries out an interference measurement that
considers the signal strengths and channels of all Access Points from the
profile channel list in the WLAN-Controller. When the profile channel list
is empty, the Access Point selects from all free channels.

O The Access Point transmits the selected channel to the WLAN-Controller,
which saves it in the AP channel list. Therefore the Access Point receives
the same channel the next time a connection is established. The AP
channel list thus has a higher weighting than the profile channel list.

Note: If an Access Point is equipped with multiple WLAN modules, the
Access Point will repeat this process for every WLAN module.

5.7.2 Central Firmware and Script Management

With Hirschmann WLAN-Controller, you can configure multiple Access
Points consistently and conveniently from one location. With central firmware
and script management, firmware and script uploads can be started
automatically on all managed WLAN devices.

For this purpose, store the firmware and script files on a web server (firmware
as *.UPX files, scripts as *.LCS files). Once daily or when prompted by a
user, the WLAN-Controller compares the available files with the versions in
the devices. Alternatively, this procedure can be handled by a cron job . e.g.
overnight. The WLAN-Controller downloads files from the web server and
uploads them into the corresponding Access Points if one of the following
conditions applies:

1 The server contains a newer version of the file.

I The Access Point runs with another version than the desired one.

With the configuration of firmware and script management, you control the
distribution of the files. It is thus possible to limit the use of certain firmware
versions e.g. to specific device types or MAC addresses.
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The WLAN-Controller starts the update under 2 possible conditions:

1 When a connection is established, the Access Point subsequently
restarts automatically.

[0 When the Access Point is already connected, the device does not restart
automatically. In this case start the Access Point manually via the menu
action "/Setup/WLAN-Management/Central-Firmware-Management/
Reboot-updated-APs" or via a timed cron job.

PX

& Configuration -~
= & Management

%5 General

@ Admin

G Console Maw. no. of loaded fimwares: |5

&, Costs
5 cisiay Here you may configure further seflings for fimware

management,

Firmunare and script managemert

Firmware repository URL: itp: /v mycompany.com

B USB data storage
'8 General
2 Profiles
W AP Corfig. Scipt repository URL it Poveven mycampany.cor|
@ AP Update
&1 Stations Hete: you may configure futher seltings for scrint management

4 options

Interfaces

S Seript management
st & Time

@
B
& (B Log e Trace
@ Communication .
5@ (@) The device determines the comect source |P address for
; the destination network automaticaly. 1f a certain source
6 IP Router IP adciess shouid be used, inseit It here smbolically or
& FirewalliQos directly.
-y VPN
w R Certiicates Firmuare source address: v
@ () COMPorts
@[] Nets1os
=gy RADIUS Server
@) General
& Forwarding
T EAP
& Options
@A | past-Cost-Router

Script source addiess: v

Figure 38: Configuring the firmware and script management

You will find the configuration parameters on the following paths:
LANconfig: WAN Controller > AP Update
WEBconfig: Setup > WLAN Management > Central Firmware Management
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General Settings for the Firmware Management
O Firmware URL:
Path to the firmware-files directory.
Possible values: URL in the form Server/Directory orhttp:/
/Server/Directory
Default: blank
O Simultaneously loaded FW
The number of firmware versions loaded simultaneously into the main
memory of the WLAN-Controller.
Possible values: 1 to 10
Default: 5

Note: The WLAN-Controller downloads the firmware versions stored here
just once from the server and then uses them for all suitable update
processes.

O Firmware Sender IP Address
This is where you can configure an optional sender address that the
device can use instead of the one automatically selected for the
destination address.
Possible values:
Name of a defined IP network.
'INT" for the IP address in the first network with the setting 'Intranet'.
'DMZ’ for the IP address in the first network with the setting 'DMZ'.
Name of a loopback address.
Any other IP address.
Blank (default):

Note: If the lists of IP networks or loopback addresses contains an entry
named 'INT' or 'DMZ', the associated IP address of the IP network or the
loopback address named 'INT' or 'DMZ' is used.

Firmware Management Table
Table with device type, MAC address and firmware version for the precise
control of the firmware files in use.
[0 Device types
Here select the type of device that the firmware version specified here
is to be used for.
Possible values: Selection from the list of available device types.
Default: All
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0 MAC address
Here select the device (identified by its MAC address) that the
firmware version specified in this entry is to be used for.
Possible values: Valid MAC address.
Default: Blank
J Version
Firmware version that is to be used for the devices or device types
specified in this entry.
Possible values: Firmware version in the form X.XX
Default: Blank

Load firmware in managed AP

On this page, you have the option of using remote access to manually
update the firmware on the access points managed by the WLC. Select
an access point based on its MAC address and select the appropriate
firmware file. Next click on "Start upload" to load the firmware in the
access point.

Note: Please note that this process disables the firmware management
for the AP.

In order for the access point to use the loaded firmware, you must
subsequently perform a restart. By enabling the setting "Restart AP after
updating the firmware" you trigger an automatic restart as soon as the
firmware upload is completed.
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General Settings for the Script Management
[ Script URL
Path to the script-files directory.
Possible values: URL in the form Server/Directory orhttp:/
/Server/Directory
Default: Blank
[0 Script sender IP address
Here you can configure an optional sender address that the device can
use instead of the one automatically selected for the destination
address.
Possible values:
Name of a defined IP network.
'INT' for the IP address in the first network with the setting 'Intranet
'DMZ' for the IP address in the first network with the setting 'DMZ'
Name of a loopback address
Any other IP address.
Default:
Blank

Note: If the lists of IP networks or loopback addresses contains an entry
named 'INT' or 'DMZ', the associated IP address of the IP network or the
loopback address named 'INT' or 'DMZ' is used.

Script Management Table

The table contains the script file names and the assigned WLAN profiles.
An Access Point in the operating mode "managed" is configured via
WLAN profiles. With a script, you can also set those detailed parameters
in managed devices that exceed the pre-defined parameters in a WLAN
profile. The assignment is also implemented via the WLAN profiles to
ensure that Access Points with the same WLC configuration also use the
same script.
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As only one script file can be defined for each WLAN profile, versioning is
not possible. When a script is assigned to an Access Point, however, the
WLAN-Controller saves an MD5 check sum of the script file. This
checksum allows the WLAN-Controller to determine whether the script file
has to be transmitted again if a new or altered script file has the same file
name.
O Script file name
Name of the script file to be used.
Possible values: File name in the form *.Ics
Default: blank
J WLAN profile
Select here for which WLAN profile the script file specified in this entry
is to be used.
Possible values: Selection from the list of defined WLAN profiles.
Default: Blank

Internal Script Memory (Script Management without HTTP
Server)

Unlike firmware files, scripts often have small data volumes. The WLAN-
Controller's internal script memory can hold 3 scripts of a maximum size
of 64 kB each. If this storage capacity is sufficient for your scripts, you do
not need to set up an HTTP server for this purpose.

Simply load the script files using WEBconfig to one of the 3 storage
locations. After the upload, update the list of available scripts using the
action Setup/WLAN Management/Central Firmware Management/
Update Firmware and Script Information.

From the script management table, reference these internal scripts using
the relevant names (WLC_Script_1.lcs, WLC_Script_2.lcs or
WLC_Script_3.Ics).

Note: Please observe the case sensitivity when entering script names.
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Upload Certificate or File

Select which file you want to upload, and its name/location, then click on ‘Start Uplead':

File Type: [SEL- Contficate (“pam, it~ car [GASEBA]) =
File SSL - Cerificate (*pem, *cr.* cer [BASE64]) =
Mame/Location: | S5L - Private Key (* key [BASEB4 unencryptad])

Passphrase (f | S5L-F00t CA Carficate (*pam. “crt * cer [BASEG]

required) SEL - Container as PKCSH1 2-File (“pfx. *p12 [requires passphrase])

Py S55H - RSA Key (* key [BASEB4 unencrypted])

Caution: Files are n¢ goy (g ey ¢ key [BASER4 unencrypted]) el
performed by the inc Soi - oot ie it keye essages
can beseen in the \\ oy - Root A Cortificate (* pem, * ot * cer [BASEEA))

Cerif

it

BASEGRS

WP - D
VP

v L d])

WPN - Container as PKCE#1 2-File (*pfx. *.p12 [requires passphr e])
EAP/TLS - Root CA Ceriificate (* pem, * ort.* cer [BASER4])

EAP/TLS - Device Certificate (“pem, *crt. * cer [BASER4])

EAP/TLS - Device Private Key (* key [BASER unencrypted])
EAP(TLS - Container as PKCS#1 2-File (ptx * p12 reguires passphrase])
PADSEC - Root CA Certificate (* pern, *.crt * cer [BASERL])

RADEEC - Device Certificate (*.pem, “.crt. *.cer [BASEE])

RADSEC- Device Private Key (* key [BASER unencrypted])

RADSEC - Container as PKCS#1 2-File [“px, * p12 [requires passphrase])
Fublic Spot-‘Welcome Page (* html_* htrm)

jhd

Figure 39: Uploading script files via WEBconfig

5.7.3 Checking WLAN Clients with RADIUS (MAC
Filter)

When using RADIUS to authenticate the WLAN Clients, you can use the
internal user table of the Hirschmann WLAN-Controller as an alternative to
an external RADIUS server. The user table only grants specific WLAN
Clients access to the WLAN, based on their MAC address.

Enter the approved MAC addresses in LANconfig into the RADIUS database
in the configuration section 'RADIUS servers' on the 'General’ tab. Enter the
MAC address as 'Name / MAC address' and also as 'Password' and allow all
protocols for authentication (no restrictions).
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User table - New Entry

| Name / MAL address: | | Passphrase [optional]

Case sensitive usemame check

Password | ] Show T bandwidth limit:

R bandwidth limit:

WLAM 1D: 0 Station mask

Commerit: Calling statior
Called station:
e — Walidity/E xpiry

Semvice type: IAny i

Expiry type:

Pratocol restriction for authentication

Relative expin:

PAP CHAP i
MSCHEP MSCHAPY2 RS
EAP Multiple login

= be alowed sutomatically!

It here are made no restrictions, all authentication protocols will

Mazx. concurent logins:

L |

Felalive & bsole v |
S 00:00:00

b T
L ]
L ]

Figure 40: Creating a new user account

Alternatively, enter the approved MAC addresses in WEBconfig under
HILCOS menu tree > Setup > RADIUS > Server > Users.

Note: As 'Name / MAC address' and as 'Password’, enter the MAC address
in the form 'AABBCC-DDEEFF'.

Users

& User-Name
& Calling-Station-Id-Mask
1@ Called-Station-1d-Mask
& Password

(Repeat)

Password
e e

(AABBCC-DDEEFF max. 48 characters)

max, 64 characters)

bricigecorm max. 64 characters)

(i
(
(
eevenenne [

max. 32 characters)

{max. 32 characters)

]l

Figure 41: Creating a new user account using WEBconfig
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5.7.4 Separate RADIUS Server for Each SSID

If you operate RADIUS for the central administration of accounts and
credentials in your wireless network, then the access point forwards requests
for the authorization and accounting to the RADIUS server by default. If you
are using a WLAN controller for access point management, then the
controller can forward RADIUS requests from all of these access points to the
RADIUS server.

In some cases, the operator of access points or WLAN controllers may wish
to use a different RADIUS server for each logical wireless network (SSID).
This may be the case, for example, when multiple customers share the same
technical WLAN infrastructure but use their own authentication systems (e.g.
with Wireless as a Service — WaaS).

In these cases, you have the option to choose a separate RADIUS profile for
each logical WLAN (i.e. each SSID). The RADIUS profile contains all of the
necessary information to use the appropriate RADIUS server, including the
optional backup solution.

Setting up the RADIUS Profiles

In LANconfig, the settings for the RADIUS profiles in the WLAN controller
are to be found under WwLAN Controller:Profiles:RADIUS profiles.

RADIUS profiles - Edit Entry ]
Name: DEF&ULT

Backup prfie: BACKUP

Authentication server
IP address: 0.0.0.0
Fort: 14812

Secret: [] Show

Source address: -

Pratocol RADIUS b

Accounting server
I address: 0.0.0.0
Fart: 1.813
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Selecting a RADIUS Profile for a Logical WLAN

In LANconfig, selecting the RADIUS profile for a logical WLAN in the
WLAN Controller is done with the menu item wLaN

Controller:Profiles:Logical WLAN networks.

Logical WLAN networks (SSIDs) - New Entry

Inherit fram entry: v
/P wersion

wWPA1 zession key type:
Metwork name [S51D):

WPAZ session key typs:
Connect 5510 ta: L&k at &P hd q
B asiz rate:
WLAN mode:
mecs Urtagged b Client Bridge Support:
Marirurn count of clients:
Eneryption: 802170 [WPA)-PSE w
o S [ Use lang preamble far B0
Key 1/passphrase: [15haw
a0211n
dax. spatial streams:
RADIUS profile: v |

Allowed frequency bands: | 2.4/8 GHz (802114 » Use frame agaregation

Logical \WLAN netwark activated [1HAC check activated
Mame: Suppress 5510 broadcast | Mo
(s []RADIUS accounting activated

[#] Allows data traffic between stations of this S510

WwWPA142
TEIP
AES

2 Mhit/s
Mo

o

211b

Auto

Allow thort guard interyval

AP standalone time: 1] minutes STBC [Space Time Block Coding] activated
LOPC (Lowe Dengity Parity Check) activated
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5.7.5 IP-dependent auto configuration of APs

The easiest way to manage all of the access points that you add to a
managed network is with a flat hierarchy. However, in the largest installations
with hundreds of access points across several locations, this type of
organization quickly becomes confusing and creates a high level of
administrative effort. By setting up "Assignment groups" you have the ability
to simplify the management of distributed access points by automatically
allowing the WLC to configure new APs based on the associated IP address.
Manual assignment of a network configuration and a WLAN profile by an
administrator is no longer required.

The following procedure is used to allocate an assignment group to a new
remote access point registering with a central WLC: After the AP is installed
at the new location (e.g. a company or branch network), it tries to establish a
connection to the specified WLC and obtain a configuration via CAPWAP.
The WLC recognizes the connection request and checks whether the access
point table contains an appropriate profile (e.g., the default profile). If an
appropriate profile is present, the WLC checks it for the following states:

L The AP profile has a group but not a WLAN profile. In this case, the WLC
assigns to the AP the WLAN and IP-parameter profile that are defined in
the assignment group.

1 The AP profile has a group and a WLAN profile. In this case, the WLC
ignores the group configuration and assigns to the AP the settings that are
defined in the AP profile.

I The AP profile has a WLAN profile but not a group. The behavior is the
same as point (2).

O The AP profile has neither a group nor a WLAN profile. In this case, the
WLC issues a warning which informs the administrator of the
misconfiguration.

If there is no suitable access point profile (e.g., the default profile), no
automatic configuration of the AP occurs.
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Setting up assignment groups for IP-dependent
configuration

The following tutorial shows you how to use an assignment group to
enhance a WLAN controller's default AP configuration. The assignment
group enables the WLC to provide different configurations to new remote
APs, depending on the address range that they occupy.

[0 Open the configuration dialog for your device and select wLan
controller : AP configuration : Assignment groups

0 Click on "Add" to create a new group.

Mame:

WLAM profile; w
IP parameter profile: DHCP w

Source IF range

A new access point must arive with an [P address within the
following range to be catched by this group.

First address: 0.0.0.0
Last address: 0.0.0.0

[ Ok H Cancel ]

0 Enter a unique "Name" for the assignment group, for example,
Berlin branch.

[0 Select the "WLAN profile" that the WLC should assign to a new AP.
U1 Enter the "IP parameter profile" if the AP should receive a manual
network configuration. Otherwise, leave the value as "DHCP",
whereby the AP automatically gets a network configuration from the
DHCP server.
The DHCP server must be configured to do this.

[0 Enter the start and end of the "Source IP range" relevant to the
assignment group.
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A new access point must register at the WLC with an IP address from
this range in order to obtain the configuration for this group.

[0 Save the entry with "OK".

L1 Navigate to the dialog with WLAN controller : AP configuration :
Access point table.

[ Click on "Default" to create a new default AP profile. If this type of
profile already exists, the select it ("MAC address": "FFFFFFFFFFFF")
and click on "Edit".

Access point table - New Entry EJE'
Entry active WLAN interface 1
Update management active Mode wLaN ifc.1 Default v
Additional infarmation: dwt, el sl
MAL address: Antenna gain: dBi
AP name, T power reduction; dB
Locatior:
WLAN interface 2
Bruns
Muode WLAN ifc. 2 Default h
WLAN profile: v
Auto. channel selection:
Contral channel encryption: | Default -
Antenna gain: dBi
80211n T power reduction: dB
Double bandwidth: Allovs 40 MHz v
Antenna grouping: Auto >
Fized IP addresses
IP address: 0.0.0.0
IP parameter profile: DHCP v

I Under "Groups" select the previously created assignment group(s).
[0 Delete all entries in the input field "WLAN profile".

[ Close all dialog windows with "OK" and save the configuration to your
device.

Once you have defined the corresponding assignment groups and the
WLC has assigned these to new APs, the HiILCOS console gives you the
option of calling up additional information on the existing categorization,
see the Overview of CAPWAP parameters inside the CLI-Reference.

Configuration Guide HILCOS

379



Central WLAN Management 5.7 Extended WLC Functions

5.7.6 Dynamic VLAN Assignment

In larger WLAN structures, it is often advisable to assign a specific network
to the individual WLAN Clients. As long as the WLAN Clients are always
within the coverage area of the same Access Point, you can realize this
assignment via the SSID in connection with a particular IP network. If the
WLAN Clients often change their position, however, and log into different
Access Points, they will be in a different IP network, depending on the
configuration.

Use dynamically assigned VLANS to direct the WLAN Clients from different

WLAN networks to a specific IP network. Unlike it is the case with statically

configured VLAN IDs for a specific SSID, the RADIUS server transmits the

VLAN ID directly to the WLAN Client.

Example:

[J The WLAN Clients of the employees use an Access Point to log into the
WPA-secured wireless network with the SSID 'INTERNAL'. During
registration, the RADIUS requests of the WLAN Clients are directed to the
Access Point. If the corresponding WLAN interface is in the operating
mode 'managed’, the RADIUS requests are automatically forwarded to
the WLAN-Controller. This in turn forwards the requests to the configured
RADIUS server. The RADIUS server checks the access rights of the
WLAN Clients. It also transmits, e.g. based on the MAC address, a certain
VLAN ID for the respective department. The WLAN Client from Marketing,
for example, will receive the VLAN ID '10', and the WLAN Client from
Development the VLAN ID '20'. If no VLAN ID is defined for the user, the
device transmits the primary VLAN ID of the SSID.

[0 The WLAN Clients of the guests use the same Access Point to log into the
unsecured wireless network with the SSID 'PUBLIC'. This SSID is
statically linked to the VLAN ID '99' and thus directs the guests into a
specific network. You can optionally use the static and dynamic VLAN
assignment in parallel.

Note: The assignment of the VLAN ID by the RADIUS server can
alternatively be controlled by other criteria, such as the combination of user
name and password. Thus the RADIUS server will, for example, assign a
specific VLAN ID to the unknown MAC addresses of a company's visitors.
This VLAN for guest access will, e.g., grant access to the Internet only, but
no access to any other network resources.
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Note: As an alternative to an external RADIUS server, the internal RADIUS
server or the station table in the Hirschmann WLAN-Controller can transmit
a VLAN ID to the WLAN Clients.
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Figure 42: Dynamic VLAN assignment
: Hirschmann VPN router
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[ Activate VLAN tagging for the WLAN-Controller. This is done in the
physical parameters of the profile by entering a value greater than '0' as
management VLAN ID.

[0 For authentication via 802.1x, go to the encryption settings for the profile's
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logical WLAN network and choose a setting that triggers an authentication
request.

[0 To check the MAC addresses, activate the MAC check for the profile's
logical WLAN network.

Note: For the management of WLAN modules with a WLAN-Controller, a
RADIUS server is required both for the authentication via 802.1x and for the
MAC-address checks. The WLAN-Controller automatically defines itself as
RADIUS server in the Access Points it is managing. The Access Points send
all incoming RADIUS requests to the WLAN-Controller, which either
processes the requests itself or forwards it to an external RADIUS server.

Note: Further information about RADIUS is available in the documentation
for your RADIUS server.

Note: Further information about RADIUS is available in the documentation
for your RADIUS server.

5.7.7 Load Balancing between the WLAN-
Controllers

If multiple WLAN-Controllers are available in a network, the WLAN-
Controllers automatically distribute the Access Points evenly among each
other.
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At the beginning of the communication, the Access Point sends a "Discovery

Request Message" to identify the available WLAN-Controllers.

I If the Access Point gets responses from primary and secondary WLAN-
Controllers, it prefers primary controllers.

LI From the available WLAN-Controllers, the Access Point selects the one
with the lowest load. This is the WLAN-Controller with the lowest ratio of
managed Access Points to maximum possible Access Points.

0 In case of two or more equally utilized WLAN-Controllers, the Access
Point selects the WLAN-Controller with the fastest response time.

So by activating several WLAN-Controllers via automatic assignment of

configurations, for example, all WLAN-Controllers are equally filled with

configurations for a proportion of the Access Points.

5.7.8 WLAN Layer-3 Tunneling

The CAPWAP standard for centralized WLAN management offers 2 different
transmission channels:

[0 The obligatory control channel transfers management data between the
managed Access Point and the WLAN Controller.

LI The optional data channel transfers the payload data from the respective
WLAN networks (SSID) between the managed Access Point and the
WLAN Controller.
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The optional use of the data channel between the managed Access Point
and the WLAN Controller determines the path of the payload data:

I If you deactivate the data channel, the Access Point forwards the payload
data directly into the LAN. In this case you control the assignment of
WLAN Clients to specific LAN segments e.g. via the assignment of VLAN
IDs. The advantage of this application is, above all, the low load placed
on the controller and the entire network. The Access Point transmits only
the management data via the CAPWAP tunnel, the payload data is
transmitted over the shortest path.

I If you activate the data channel, the Access Point also transmits the
payload data to the central WLAN Controller. This approach has the
following advantages:

The Access Points optionally propagate networks that are exclusively
available on the Controller, e.g. a central Internet access for a public
spot.

The WLANSs (SSIDs) offered by the Access Points are also available
separately, without the use of VLAN. Refraining from the use of VLAN
reduces the effort for the configuration of other network components,
such as switches, etc.

The WLAN Clients logged into different IP networks at the Access
Points are roaming to another Access Point with an uninterrupted IP
connection. The controller subsequently manages the connection
instead of the Access Point (layer-3 roaming).

With the use of the data channel, additional logical networks, referred to as
overlay networks (displayed as dotted lines in the following illustration), are
created on the basis of the existing physical network structure.
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Figure 43: Overlay networks across several IP networks
. IP network Plant 1 Production

: WLAN Client

. IP network Plant 1 Warehouse

: WLAN Controller

: Layer-3 switch

: Gateway

. IP network Plant 2 Production

. IP network Plant 2 Warehouse
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Via the data channel, you can even establish logical overlay networks across
various WLAN Controllers.

Several WLCs that are supporting the same overlay network require
separate broadcast domains. The multiple reception of the broadcast news
otherwise leads to loops within a broadcast domain. As routers drop the
broadcast news, two controllers in separate networks manage the same
overlay networks, if necessary.

The Access Points use virtual WLC interfaces (WLC tunnels) to manage the
data channels of the respective SSIDs between the Access Point and the
WLAN Controller. Depending on the model, every WLAN Controller offers 16
to 32 WLC tunnels that are available for the configuration of the logical
WLANS.
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Note: The devices contain the virtual WLC interfaces in all dialogs for the
selection of logical interfaces (LAN, WLAN, P2P). You can find this selection,
e.g. in the port tables of the LAN and VLAN settings or in the definition of IP
networks.

5.7.9 Switching off CAPWAP/SCEP in the WLC

In order to operate multiple WLAN controllers in a cluster, they must all have
identical configurations. You can define a master controller by disabling
CAPWAP/SCEP on all devices except for one. The other WLCs can be
synchronized with the master controller's configuration.

. Setup : WLAN-Management : CAPWAP-enabled
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5.8 Application Examples

In the following sections you will find specific scenarios with step-by-step
instructions for a range of standard scenarios using WLAN controllers.

5.8.1 "Overlay Network": Separating Networks
for Access Points without VLAN

The separation of networks within a common, shared physical infrastructure
is mostly based on the use of VLANS. This process requires that the switches
used are VLAN-capable, however, and that all switches have the
corresponding VLAN configurations. In this example, the administrator
distributes the VLAN configuration across the entire network.

With a WLAN Controller, you can also separate the networks with a minimum
use of VLANs. Through a CAPWAP data tunnel, the Access Points transmit
the payload data of the connected WLAN Clients directly to the Controller,
which assigns the data to the corresponding VLANSs. Here the VLAN
configuration is limited to the Controller and a single central switch. All other
switches work without VLAN configuration in this example.

Note: This configuration helps you to reduce the VLAN to the core of the
network structure (displayed in blue in the illustration.) In addition, only 3 of
the switch ports used require a VLAN configuration.
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Figure 44: Application example overlay network
1: WLAN Client
2: Access Point
3: Unmanaged switch
4: VLAN switch
5: VLAN trunk, several VLAN IDs
6: WLAN Controller
Black line: No VLAN, in VLAN switches on VLAN-ID 1 displayed as 'native
VLAN'
Dark gray dotted line: WCL tunnel group A
Dark gray line: VLAN group A
Light gray dashed line: WCL tunnel group B
Light gray line: VLAN group B
The numbers in circles indicate the VLAN ID
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The illustration shows an application example with the following components:

The network consists of 2 segments, each with its own switch (optionally
without VLAN function).

There are several Access Points in every segment, connected to the
respective switch.

Every Access Point offers 2 SSIDs for the WLAN Clients of different user
groups, displayed in green and orange in the illustration.

Every user group has access to their own server, protected from the
access of other user groups. The servers can only be reached via the
corresponding VLANS through the access ports configured on the switch.

A WLAN Controller manages all Access Points in the network.

A central, VLAN-capable switch connects the switches of the segments,
the group-related servers and the WLAN Controller.
The aim of the configuration: A WLAN Client that logs into a specific SSID
can access "its" server in every segment.

Note: The following description applies to a WLAN Controller with functional
basic configuration. For instructions regarding the configuration of the VLAN
switch, please refer to the relevant documentation.
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Configuration of the WLAN Settings

For each SSID, create an entry in the list of logical networks with a
suitable name and the corresponding SSID. Connect this SSID to a WLC
tunnel, the first SSID e.g. to 'WLC-TUNNEL-1" and the second one to
'WLC-TUNNEL-2'". Set the VLAN operating mode to 'tagged' in both
cases, with the VLAN ID '10' for the first logical network and the VLAN ID
‘20" for the second logical network. In LANconfig, you can find these
settings under Configuration/WLAN Controller/Profiles/Logical WLAN
networks (SSIDs).

Logical WLAN netwarks (SSIDs) - New Eniry Fx

Logical WLAN network, activated [ MAC check activated

Mame: Suppress 5510 broadcast | Mo w

[C]RADIUS accounting activated
Allow data traffic between stations of this $510

Inheritance

Inherit from entry: v
WA versior: WPA1/2 A4
WPRAT session key tupe: TKIP ~
R e (Lo WPAZ session key tupe: AES v
Connect 5510 ta: LAM at 5P v Basis rate: Ml 3
L) o Urtanged b Client Bridge Suppart; Mo w
Maximum count of clients: |0
Encryption; BO2.11i [wPa)-PSK.

[[]Use long preamble for 802.11b

Figure 45: Logical WLAN networks for overlay networks

Create an entry in the list of physical WLAN parameters. Select the
suitable settings for your Access Points, e.g. for the country 'Europe’, with
channels 1, 6 and 11 in 802.11g/b/n and 802.11a/n mixed mode. For this
profile of physical WLAN parameters, activate the option to switch on the
VLAN module on the Access Points. Use 'untagged' as operating mode
for the management VLAN in the Access Points. In LANconfig, you can
find these settings under Configuration/WLAN Controller/Profiles/
Physical WLAN parameters.
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Physical WLAN parameters - Edit Entry @g\

Name:
Inheiiance
Inheit from entry: -

County: Euane v

Auto. channel selection: 1,6, 11 | Select ¥)

2.4 GHz mode: 802110/b/n [mived

5 GHz mode 802 11adn (mived)

5 GHz Subbands 142 -

DTIM period 1

Backgiound scan [ seconds

Antenna gair 3 Ei

T power reduction [ ]

[ZWLAN module of the managed accesspoints activated

Mot VLAN mode Uniagged v

Management YLAN D

[ Enable QoS according to 802, 11e [WHME]

[JIndaor only made activated

Report clients activated

Figure 46: Physical WLAN parameters for overlay networks

Create a WLAN profile with an appropriate name and select the
previously created logical WLAN networks and the physical WLAN
parameters for this WLAN profile. In LANconfig, you can find these
settings under Configuration/WLAN Controller/Profiles/Physical WLAN

profiles.

WLAN profiles - Edit Entry

Profile name:

Specify in the following list Lp (0 16 logical WLAN [ Coa ]
Rs s
WLAN network list GROUP_A GROUP_B
Physic. WLAH parameters] [DEFALILT -

List of alternative WLCs

WLAN profiles - Edit Entry.

Speciy inthe following list up to 16 logical WLAN

Physic. WLAN parameters: |DEFAULT

Ok
Cancel

GROUP_A. GROUF_E |[ Select &

GROLP_A
GROUP_B g

Figure 47: WLAN profiles for overlay networks

For every managed Access Point, create an entry in the access-point
table with an appropriate name and the corresponding MAC address.
Select the previously created WLAN profile for this Access Point. In
LANCconfig, you can find these settings under Configuration/WLAN

Controller/AP config/Access-point table.
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Access point table - Edit Entry

lEnty ctive

Update management active

Addiional informatian
MAC address: ABCDEFABCDEF

AP name: 4P1

Location: ConferenceRoom

WLAN profil: COMPANY v

Figure 48: Access-point table for overlay networks

Configuration of the Interfaces on the WLC

For every physical Ethernet port, select a separate logical LAN interface,
e.g. 'LAN-1'. Make sure that further Ethernet ports use other LAN
interfaces exclusively. In LANconfig, you can find these settings under
Configuration/Interfaces/LAN/Ethernet ports.

G0e- 2 Network adapler
| & configuration MAC sddieas

-5 Management

@ '8 WLAN Cortraller Ethemet swich seltings

@ Irkerfaces

il This is where you can pragram futher setlings for zach
o Etheret interface.
2 wan
@& Modem Ethemet ports v
T AN

(- () Date & Time: LAN bridge settings

@ (B Log & Trace =8 ETH 2 (LAN-2).

& @ Communication Select, howr to connect the diferent Lt =3 £TH 3 (LaK-3).

& @ TCRR (@ Cannect by vusing a bridge [defaul] = ETH ¢ (LAN-4)...

60 IP Router (O Connect by using the router [isolated mode]

- (2 FiremalliGos

5 Ve Bridge parsmeters for sach LAN port can be configured

@ & Cortficates separately in this table.

@ COM Ports Porttable

- [C] NetBIOS

[ES B,

Figure 49: Ethernet settings for overlay networks

Select the logical LAN interface 'LAN-1' and the WLC tunnels 'WLC-
tunnel-1' and 'WLC-tunnel-2' for the Bridge group 'BRG-1". Make sure that
the other LAN interfaces use other bridge groups exclusively. In

LANconfig, you can find these settings under Configuration/Interfaces/
LAN/Port table.
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Port table - Edit Entr: 7 Port table - Edit Entr: ?
¥ J ¥
Interface LAN-1: Lacal area netwrk Interface: WLC-TUNNELA 0K
Enable this part Enable thiz port :
Cancel Carcel
Bridge group: BRG-1 v Bridge group: BRG-1 v
Pint-to-point port Pit-to-point port
Port table - Edit Entry 2
Intertace; WLETUNNEL2 0K
Enable this port @
Bridge group: BRG-1 v
Faint-to-point port
DHCP limit: 0

Figure 50: Port settings for overlay networks

Note: By default, the LAN interfaces and the WLC tunnel do not belong
to any bridge group. If you assign the LAN interface 'LAN-1' and the two
WLC tunnels 'WLC-tunnel-1' and '"WLC-tunnel-2' to the bridge group
'BRG-1', the device transmits all data packets between LAN-1 and the
WLC tunnels via the bridge.

The WLAN Controller can optionally function as DHCP server for the
Access Points. To do this, enable the DHCP server for the INTRANET".
In LANconfig, you can find these settings under Configuration/IPv4/
DHCPv4/DHCP networks.

DHCP networks - New Entry.

Metwork, name: w || Select 0k
[ Evaluate broadcast bit
[] DHCP cluster

Figure 51: DHCP network for overlay networks
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5.8.2 "Layer-3 Roaming”

The forwarding of payload data from the WLANSs over WLC tunnels to the
Controller permits roaming even beyond the boundaries of broadcast
domains. In this application example, a layer-3 switch between the floors
prevents the forwarding of broadcasts and thus separates the broadcast
domains.

In this example, two user groups, A and B, each have access to their own
WLAN (SSID). The Access Points on various floors of the building offer the
two SSIDs 'GROUP_A' and 'GROUP_B'.
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Figure 52: Application example for layer-3 roaming
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Black line: No VLAN, in VLAN switches on VLAN-ID 1 displayed as 'native

VLAN'
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Dark gray dotted line: WCL tunnel group A
Dark gray line: VLAN group A

Light gray dashed line: WCL tunnel group B
Light gray line: VLAN group B

The numbers in circles indicate the VLAN ID

The illustration shows an application example with the following components:
The network consists of three segments on separate floors of the building.

A central layer-3 switch connects the segments and splits the network into
three broadcast domains.

Each segment uses its own IP address range and its own VLAN.

In every segment, there is a local DHCP server, transmitting the following
information to the Access Points:

IP address of the gateway
IP address of the DNS server
Domain suffix

Note: The provision of this information enables the Access Points to
contact the WLC controller in a different broadcast domain.

The aim of the configuration: A WLAN Client logging into a specific SSID
shall have uninterrupted access to "its" WLAN when changing floors -
regardless of the Access Point used and regardless of the segment in which
it is currently located. As the segments in this example use different IP
address ranges, this can only be achieved by managing the Access Points
on layer 3 directly via the central WLAN Controller across the VLAN
boundaries.

Note: The configuration corresponds to that of the example.
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5.8.3 WLAN Controller with Public Spot

This scenario is based on the first scenario (overlay network) and adds
specific settings for a user authentication. The forwarding of payload data
from the WLANSs over WLC tunnels to the controller permits a particularly
simple configuration of public spots. Guests, for example, can use these in
parallel to an internally used WLAN.

In this example, the employees of a company can access their own WLAN
(SSID), guests can also access the Internet via a public spot. The Access
Points in all areas of the building offer the two SSIDs 'COMPANY" and
'GUESTS'.

3 L N

4z N\

Wy

Figure 53: Application example WLAN Controller with public spot
1: WLAN Client
2: Access Point
3: Switch
4: WLAN Controller
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5: Gateway

A: Guest access

B: Internal WLAN

Dark gray dotted line: WLC tunnel internal WLAN
Light gray dashed line: WLC tunnel public spot
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The aim of the configuration: A WLAN Client logging into the internal SSID
shall have access to all internal resources and to the Internet via the central
gateway. The Access Points decouple the internal Clients' payload data
locally and forward them directly into the LAN. The guests' WLAN Clients log
into the public spot. The Access Points forward the guest clients' payload
data over a WLC tunnel directly to the WLAN Controller, which provides
Internet access via a separate WAN interface.

Create one entry each for the internal WLAN and the guest WLAN in the
list of logical networks, including an appropriate name and the
corresponding SSID. Connect the SSID for internal use to the 'LAN on
AP, the SSID for the guests to, e.g., 'WLC-TUNNEL-1". In the SSID for
the guest network, deactivate the encryption so that the guests' WLAN
Clients can log into the public spot. Inhibit data traffic between the stations
for this SSID (interstation traffic). In LANconfig, you can find this setting
under Configuration/WLAN Controller/Profiles/Logical WLAN networks

(SSIDs).

Logical WLAN network activated

Mame:

Inheritance

Key 1/passphrase

RADIUS profile:
Alloveed frequency bands: | 2.4/5 GHz [80211a

AP standalone time: o

Inheiit from enty v
Metwork name [SSID):
Connect 5510 to: LAN at AP ™
WLAN mode: Untagged v
Enciyplion 80211 WRAFFSK v

][ sdea]

[CIMAL check activated
Suppress 551D broadoast: Mo
[1RADIUS accaunting activated

[#] Allows data traffic between stations of this SSID

WA version WPA1/2
WPAT session kep wpe: | TKIP
WRAZ session key pe: | AES
Basis rale 2 Mbit/s
Client Eiidge Support Mo
Masimum count of cients. [0
[ Use long prezmble for 802116
20211n
Mar. spatial streams: | suto

Allow short guard interval

Use frame aggregation

STEC [Space Time Block Coding) activated
LDFC (Low Density Parity Check) activated

Figure 54: Logical WLAN networks for internal use
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Logical WLAN networks (SSIDs) - New Entry Zx
Logical WLAN network activated [] MAC check activated
Name Suppress 551D broadeast: |Na v
- [ RADIUS accounting activated
‘low data trafic between stations of this 551D
Inherit fram entry v I
WRA varsion: WR1 2 v
WPAT session ke ype: | TKIF v
Network name (331D}

Bl e () WPA2 sessionkey lype: | AES v
Connect $51D to LAN st 4P v Bt e v =
VLAN mode:

ede Urtanged A Client Bridge Support No v
Maximurn count of clients: 0
Encryption: 8021 PAFPSK. w |
i iwPA) [ Use lang preamble for 302,115

Key 1/passphrase [15how
80211n
Max, spatial steams: | Auto v

RADIUS profie: v

[#] &llows short guard interval

Use frame agaregation

AP standalone fime: [ minutes STBC (Space Time Block Coding) activated
LDPC [Low Density Pty Check) activated

Allowed frequency bands: | 2.4/5 GHz [B02.11a

Figure 55: Logical WLAN networks for guest access

Create an entry in the list of physical WLAN parameters with the suitable
settings for your Access Points, e.g. for the country 'Europe’, with the
channels 1, 6 and 11 in 802.11g/b/n and 802.11a/n mixed mode. In
LANCconfig, you can find this setting under Configuration/WLAN
Controller/Profiles/Physical WLAN parameters.
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Physical WLAN parameters - Edit Entry @g\

Name:
Inhertance
Inheit from entry -

Country Eurape v

#ulo. ehannel selection: |1.5. 11 | Sekect ¥]

24 GHz mode 02.11/b/n (mized. v

5 GHz mode: 802.11a/n (mised] v

5 GHz Sub-bands 142 -

DTIM period: 1

Background scar 0 seconds

Antenna gain 3 i

TX powe reduction 0 &8

VLAN module of the managed accesspoints activafed

Mot VLAN mode: Untagged v

Management VLAN 1D

[] Enable QoS sccording to 802.11e [wHME]

[ Indoer anly mode activated

FReport clients activated

Figure 56: Physical WLAN parameters for public-spot APs

Create a WLAN profile with an appropriate name and assign the
previously created logical WLAN networks and the physical WLAN
parameters to this WLAN profile. In LANconfig, you can find this setting
under Configuration/WLAN Controller/Profiles/Physical WLAN profiles.

WLAN profiles - Edit Entry

FIX

Profile name:

FIR M)

Spesily in the following fist up to 16 logical ‘WLAN

networks for this profile
WLAN network list

Physic. WLAN parameters:
List of altemalive WLCs

e

FIRMA, GASTZUGANG

Select_¥

DEFAULT ~

Figure 57: WLAN profiles for public-spot APs

For every managed Access Point, create an entry in the access-point
table with an appropriate name and the corresponding MAC address.
Assign the previously created WLAN profile to this Access Point. In
LANconfig, you can find this setting under Configuration/WLAN
Controller/AP config/Access-point table.
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Access point table - Edit Entry

Entry active

Update management active

Additional information:
MAC address:

AP name:

Location:

WLAN profile:

E 24875760945
AP

Ronterenzraum

FIRMA v

Figure 58: Access-point table for public-spot APs

Assign a separate logical LAN interface to each physical Ethernet port,
e.g. 'LAN-1'. Set the fourth Ethernet port to the logical LAN interface 'DSL-
1'. The WLAN Controller uses this LAN interface later for the Internet
access of the guest network. In LANconfig, you can find this setting under

Configuration/Interfaces/LAN/Ethernet ports.

QO R

& Configuration
@&y Management
8@ WLAN Controller
@ Inkerfaces

o LAN

&

2 wan
@& Modem
LA

E Date & Time:

- [Bl Log . Trace
Communication
P[P

1 &3 1P Router

D
]
2
2
D
1 [ FirewalliGos
e
R
L]
=
®

YRH
Certificates
COM Parts
NetBIOS
Public-Spot

- R - I o e e

Metwork adapter

MAL address:

Ethemet switch settings

This is where you can program futther seftings for each

Ethemet ports v
SR ETH I (LAN-1)...
S5 ETH 2 (LAN-2)...
Select, how to comnect the diferent Lt =3 ETH 3 (Lan-3)...

Ethemet interface.

LAN bridge seftings

(& Connect by using 2 bridge (default]

() Connect by using the router [isolated mode]

Bridge parameters for sach LAN port can be configured

Port kable.

separalely in this table.

Figure 59: Ethernet settings for public-spot APs

Check that the logical LAN interface 'WLC-tunnel-1'is not assigned to any
bridge group. You thus ensure that the other LAN interfaces do not
transmit any data to the public-spot network. In LANconfig, you can find
this setting under Configuration/Interfaces/LAN/Port table.
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Port table - Edit Entry

Interface: WLCTUNNELT

Enable this port _
Cancel

Point-to-point port: Auto v

DHEP linie [

Figure 60: Port settings for public-spot APs

For the guest Internet access, create an entry in the list of DSL remote
terminals with the short hold time ‘9999’ and the pre-defined layer
‘DHCPOE'. The value ‘9999’ sets up a connection immediately without a
time restriction. This example requires that a router with activated DHCP
server provides the Internet access. In LANconfig, you can find this
setting under Configuration/Communication/Remote terminals/Remote
terminals (DSL)

Remote sites (DSL) - Edit Entry @@\
Name: [NTERNET]

Short hiold time: 9933 seconds Cancel
ator:

Layer DHCPOE ~

MAC address type: Local -

AL address:

DSL pots:

WLAN ID: a

Figure 61: Remote terminal for Internet access

For internal use, create the IP network 'INTRANET', e.g. with the IP
address '192.168.1.100' and the interface tag '1', for guest use, create the
IP network 'GUEST ACCESS', e.g. with the IP address '192.168.200.1'
and the interface tag '2'. The virtual router in the WLAN Controller uses
the interface tags to separate the routes for the two networks. In

LANCconfig, you can find these settings under Configuration/IPv4/General/
IP networks.
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P networks - Edit Entry ?)x)
Network name: o= ]
|P address: 182.168.1.100 [m]
Netmask T 20
e
VLANID [ ]

Interface assignment: Ay -
Addiess check, [loose ]

Figure 62: IP network for internal use

IP networks - Edit Entry PIx

Network name:

G NG
IP address: 192.168.200.1

Metmask: 2562662550
wano C—

Interface assignment: Ary v

Address check: Loose v

Inerface tag [z |

Comment:

Figure 63: IP network for guest access

The WLAN Controller can function as DHCP server for the Access Points
and the WLAN Clients logged in. For this purpose, enable the DHCP

server for the 'INTRANET' and the 'GUEST ACCESS'. In LANconfig, you
can find this setting under Configuration/IPv4/DHCPv4/DHCP networks.

Note: The activation of the DHCP server is obligatory for the guest
network, optional for the internal network. You can implement the DHCP
server for the internal network differently.

DHCP networks - New Entry.

] Evaluate broadcast bit )
[ DHCP cluster

Figure 64: DHCP network for guest access
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Create a new standard route in the routing table which forwards the data
from the guest network to the Internet access of the WLAN Controller.
Select routing tag '2' and the 'Internet’ router. Also activate the option
'‘Mask Intranet and DMZ (standard)'. In LANconfig, you can find this
setting under Configuration/IP router/Routing/IPv4 routing table.

Routing table - Edit Entry @@\
1P address: 255,265, 255,255 0K
Netmask: 1000 [Ccanel |
Routing tag: 2

Enable state:
(@ Route s enabled and will always be propagated via RIP [sticky)

> Route is enabled and wil be prapageted via AIP if the target network
is reachable [conditional]

© This route is disabled

Router: INTERNET v
a

Distance:

P masquerading
QIR switched off
masking Intranet and DMZ (defaull] |

TaERING ANt o

Cormment Inkemnet for guests e

Figure 65: Routing entry for Internet access

Activate the public-spot login for the logical LAN interface "WLC-tunnel-1".
In LANconfig, you can find this setting under Configuration/Public spot/
Public spot.

Interfaces - Edit Entry ?
Itertace; WLC-TUNNEL-1
User Authentication enabled

Cancel

Figure 66: Activating the user login for the WLC tunnel

As the last step, activate the option "Authenticate with name and
password" via the public spot for the WLAN Controller. In LANconfig, you
can find this setting under Configuration/Public spot/Login.
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© ©- [Rowsmor |

[§ Configuration
5 Management
& Wireless LAN
(D Interfaces
(%) Date & Time
(B Log & Trace
@ Communication
@ IPed
@ 1Pve
) 1P Router
Firewal{QoS
T wPn
B Certficates
(@ COMParts
[ MetBIOS
¥ Public-5pat
bl " thentication
w9 Email
= Email ko SM3
¥® Public-Spot
Users
Public Spot Wizard
i) RADILS Server
@ Least-Cost-Router

F) Hscrman

Authertication for network access
Authentication mode:

Mo suthentication needed

%) futhenticate with name and password |

() Autherticate with name, passward and MAC address
() Login data will b sent by email
() Login data will be sent by SMS

Frotocol of login page

Login page is called via

(3) HTTFS - Data transmission is encrypted [recommended)
(3 HTTP - Data transmission is unencrypted

Figure 67: Activating the login via the public spot

Apart from the configuration of the WLAN Controller, you can configure
the public spot to meet your requirements, either for the use of an internal
or an external RADIUS server.
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6.1 What is a Public Spot?

Public Spots, also called hotspots, are places where users can connect their
terminals — such as smartphones, tablet PCs or laptops — to a publicly
accessible network. Normally, these networks provide connections to the
Internet; however a Public Spot can also be limited to a local network in order
to offer extra information to users visiting a museum or a trade show, for
example. The term is usually synonymous to the devices with which the user
can connect to the network, which is also why this manual does not
differentiate between the location and the device.

Access via wireless LAN is widespread, however, itis also possible to access
a Public Spot using a cabled LAN connection. The most popular demand for
these services originally came from business travelers at airports, in hotels,
or at other locations where their end devices require access to online content.
The public rarely has access to modems, ISDN or broadband connections in
areas like this. However, the recreational use of Public Spots by private
persons has become very popular.

6.1.1 The solution: (W)LAN technology

Public Spot scenarios make use of the widespread (W)LAN technologies
based on the internationally established IEEE 802.11/802.3 standards:

Access via WLANSs provides fast, uncomplicated network access by
radio. The user only needs a WLAN adapter for their mobile device,
which, for modern devices, is usually part of the standard equipment or
can be inexpensively added, usually with a USB interface. The bandwidth
is sufficient for most applications, even when multiple users are
simultaneously logged in to a Public Spot.

With automatic address allocation via DHCP, access via LAN is similarly
uncomplicated: In this case, the user only needs a LAN adapter and a
suitable cable for their end device, in order to connect their device to the
Public Spot network at a wall socket.
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However, when accessing via LAN the user loses mobility and uninterrupted
flexibility. However, this access — assuming that a corresponding
infrastructure is available — also provides stable network operation with the
highest network load (for example, for multimedia content such as video-on-
demand) and a higher number of users (for example, in a large hotel), where
connections via WLAN may reach their limits sooner. Itis also possible to add
a Public Spot offering to an existing cable infrastructure (for example, in a
college) with the use of a Public Spot via LAN.

Noteworthy issues of access using (W)LAN

It is difficult to employ a standard WLAN access point or LAN router as a
Public Spot for two main reasons:

User authentication is only possible by employing RADIUS/802.11x, so
requiring the appropriate infrastructure and configuration.

There is no facility for billing / accounting.

For this reason, the use of devices without the Public Spot function is not
practical, since these devices are not able to separate and log the specific
network usage of authorized and unauthorized users of publicly accessible
networks.

6.1.2 User authorization and authentication

As soon as an end device moves within range of an access point, the user

can spontaneously established a connect to this access point. The same is
true for open LAN connections. However, the problem is that access should
not be available to the public in general, but only to certain selected users.

Setting up restrictions of this type is the task of a Public Spot.
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For this purpose, a Public Spot must be in a position to control access to the
WLAN on a user basis. For simple Public Spot installations, user data can be
locally stored and managed in the router or access point — or alternatively on
a WLAN controller. Instead, complex installations employ a direct database
connection to a central authentication server in the interests of detailed
accounting or direct management. Central servers of this type generally work
with RADIUS technology.

6.1.3 Accounting

If the Public Spot operator does not want to offer this service free of charge,
connection data has to be collected and billed for each user. Typical methods
include: Purchase of a limited amount of online time (pre-paid method),
retrospective payment of consumed resources (credit payment), or
unrestricted access until a certain time (e.g. checking out of a hotel).

For smaller Public Spot installations, accounting functions should be as
simple as possible, and they should be implemented locally in the device.
Larger installations offer the facilities for billing via an external RADIUS
server. For each application scenario, the connection to an external system
can also be implemented using a software interface which has access to the
accounting data and can control the user authentication (e.g. hotel
reservation systems).

6.1.4 Logging

The operation of commercial telecommunications services is subject to
national regulations. Certain information is to be recorded and presented to
law enforcement agencies upon request.
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The Public Spot module provides suitable functions for recording user data
with RADIUS accounting and SYSLOG.

Note: Please note that operating a Public Spot (also referred to as a hotspot)
can be subject to legal regulations in your country. Before installing a Public
Spot, please inform yourself about any applicable regulations.
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6.2 Overview of the Public Spot
module

The demands placed on devices operating Public Spots are as varied as the
environments they are employed in. A Public Spot offers various functions
which are described in more detail in the following sections.

6.2.1 Open User Authentication (OUA)

The Open User Authentication (OUA) provides Web-based authentication
by means of an online form and is ideal for Public Spot installations.

Typical procedure for an online session with OUA

1 The user of a W(LAN)-enabled end device is within reach of an access
point or a network outlet in a Public Spot mode.Internet access or the
use of chargeable services is not yet possible at this stage.

— WLAN: After system startup, the WLAN adapter automatically logs
on to the appropriate access point.

— LAN: After system startup the user connects to the network with a
suitable cable and is assigned an address by the DHCP server.

[0 The user starts a web browser. The device offering the Public Spot
service automatically directs the user to the login page of the Public
Spot. This page provides detailed information on using the services.
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Generally, the user purchases a voucher with login data that grants a
limited amount of access time. Other login methods are also possible,
such as login after confirming the provider's terms of use or
independently requesting login data via e-mail or a text message
(SMS).

O In the case of a login using a voucher, the user enters his login data
(username and password) on the login page. Depending on the
configuration, the RADIUS server on the device (internal) or an
external one checks the login data that was entered. If the login is
successful, the user gains access to the Public Spot. Otherwise an
error message will be displayed. If a prepaid model is employed, i.e.
access is to be granted for a limited period of time only, then the
RADIUS server additionally informs the Public Spot about the user's
time credit.

[ The user can log off from the Public Spot at any time. The Public Spot
can terminate a session itself if the time credit has expired, if a
specified expiry date is reached, or if contact is lost for an extended
period.

During and at the end of a session the Public Spot provides the user
with an overview of the session data. If required, the Public Spot can
simultaneously transmit all important accounting information to the
RADIUS server. This can be the device's internal server or an external
server.

OUA can be employed universally

The big advantage of the OUA method is that it is completely based on
standard protocols. This guarantees that OUA can be operated
universally. It works with any (W)LAN adapter, can be seamlessly
integrated in existing network infrastructures, and makes it possible to
implement additional features, for example, when the WLAN is between
cells during roaming.
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6.2.2 Security in the (W)LAN

Wireless LANSs are potentially a significant security risk. Public Spots present
similar risks to the operator and users.

Security for the operator

Operators of Public Spots are primarily interested in the security of their
own network infrastructure. A Public Spot module provides operators with
a range of security technologies and methods:
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Multi-SSID (only WLAN), VLAN and virtual routers

— The safe separation of public access can be achieved using one or
more different radio cells for an access point (Multi-SSID).

— VLAN technology can separate public access from the private
network of the operator.

— Virtual routing technology ARF (Advanced Routing and
Forwarding) from Hirschmann supplies one SSID with its own
security and QoS settings and only specific destinations are routed
on it.

This ensures that guest access over a Public Spot is securely and
effectively separated from the productive network, even though they
share the same infrastructure. The device's internal firewall can, for
example, limit the available bandwidth in the WAN to max. 50 %, and
access can be restricted to web pages (HTTP, port 80) and name
resolutions (UDP 53).

Traffic limit
To avoid denial-of-service (DoS) and brute-force attacks on the Public

Spot you can restrict the permissible data transfer for non-
authenticated Public Spot participants to a harmless volume.

Locking access to the configuration
You can lock access from your Public Spot network to device
configurations (e.g., your access points, WLAN controllers or routers)

so that access to configurations is only possible using other specified
management interfaces.

Configuration Guide HiLCOS



Public Spot 6.2 Overview of the Public Spot
module

Security for the user

The primary security concern for users of Public Spots is the
confidentiality of their data. Users are also interested in security of user
data to avoid misuse. Users are protected by the following security
technologies:

Intra-cell blocking (WLAN Only)

Prevent communication between the WLAN clients in your Public Spot
network. Along with the user's existing security mechanisms, this
measure helps to prevent unauthorized access to the resources of
your Public Spot users.

Encryption during the login phase

If you have a digital certificate, you can load it on your device in order
to secure usernames and passwords using an encrypted HTTPS
method. The digital certificate should be signed by a recognized public
authority so that browsers classify it as trustworthy and do not display
security errors to the users. If there is no certificate, data is sent
unencrypted.

Note: The certificate merely secures the login process, as the data
within a Public Spot network are normally not encrypted. This is true
for LAN as well as WLAN connections. If your users wish to secure
their regular data traffic as well, they will have to use their own
encryption methods.

An exception to this are the WLAN connections via HotSpot 2.0:
Since the HotSpot 2.0 standard is based on WPA2 (802.1X/802.11.i),
EAP and 802.11u, data packets are always encrypted for
transmission, both for authentication and during the session.

Hirschmann strongly recommends that sensitive user data should only
ever be transferred via encrypted connections, such as the IPSec-
based VPN tunnel with the Hirschmann Advanced VPN Client or
over normal encrypted data connections based on HTTPS. In
addition to this, Public Spot users should ensure that a personal
firewall is active on their end devices.
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6.2.3 Setup wizard for Public Spots

The "Setup Public Spot" wizard helps you to setup and perform the initial
configuration of your Public Spot. You can set up a functional Public Spot
network with just a few clicks. The wizard groups the necessary settings
together (e.g. assign an interface, choose an IP range, specify the access
format and login procedure, logging) and offers you the option to create an
administrator with limited rights who can only create and manage Public Spot
users.

6.2.4 Wizard for creating and managing users

Using the setup wizard "Create Public Spot account" you can use WEBconfig
to create temporary accesses to the Public Spot network with just a few clicks
of the mouse. In the simplest case, you only need to enter the duration of
access, the wizard assigns the username and password automatically and
stores the credentials in the user database of the internal RADIUS server.
The user receives a printed, personalized voucher, which the user can use
to login to the Public Spot network for the specified period.

Users may not want to access the Public Spot at the moment when the
voucher is printed out. For this situation, vouchers can be printed out in
advance. The access is set up so that the time budget only starts running
when the user logs in for the first time. A maximum period of validity is also
defined, after which the access account is automatically deleted, even if the
access time budget has not been used up.

The setup wizard "Manage Public Spot account" displays all registered
Public-Spot user accounts in a table on a web page. With just one click you
have the most important data for your users on one screen, and you can
easily view the login status, information about login data and corresponding
validity periods, extend a voucher, or delete a user account.
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6.3 Basic configuration

The instructions for the basic settings are divided into several separate
sections:

The first section describes the setup of an operational Public Spot using
a Wireless Router as an example.

Note: To set up a Public Spot for a simple application scenario, you can
start the corresponding wizard, which assists you in configuring the Public
Spot.

The second section describes the configuration of the default values for
the user wizard with which new employees can easily create and manage
new Public Spot users without the need for general administrator rights.
This also includes creating a limited access account with which your
employees can access this wizard only.

The third section describes user administration on the local RADIUS
server, either using the user wizard or manually with LANconfig.

To a certain extent these sections are dependent on one another, and ideally
you should work through them in sequence.

6.3.1 Basic installation of a Public Spot for simple
scenarios

Installation using the setup wizards

The following tutorial describes how to use LANconfig's Public Spot setup
wizard to perform a basic Public Spot installation.
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Note: The wizard for the basic configuration of the Public Spot shows
different dialogs depending on the device type and your previous choices.
This tutorial is only an example.

I Todo this, start LANconfig and select the device for which you want to
set up the Public Spot, for example, a access point.

[0 Start the Setup Wizard with bevice : Setup wizard, selectthe action
"Setup Public Spot" and then click "Next".

_* Setup Wizard for, MyDevice @

Setup Wizard for MyDevice

Thiz wizard lets you configure your device for specific
applications quickly and easily.

‘what do you want to do?

& Manually edit the configuration A

::P Basic settings

" Public 5 stup
::P Configure 'WLAN
::P Set up Internet access

::P Provide remote access [RAS, WPN)

::P Connect two local area networks [VPH]

::P Remove remote site or access -

[ Mext > ][ Cancel ]

I If you want the Public Spot to be available over WLAN, enable the
corresponding option and then click "Next".
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_* Setup Wizard for, MyDevice

Public Spot setup N
WLAN setup
If you want to install the Public Spat via 'WLAN, you can now configure a logical 'WLAN
hetwork.

Configure a logical WLAN network, now
WLAN interface: WLAN interface 1 hd

WLAM configuration iz limited with this wizard. |f you want a complete
"= configuration far your WLAN, please use the WLAN wizard.

[ < Back ” Mext > ][ Cancel ]

[0 Select the logical interface from the drop-down menu which the Public
Spot should offer (e.g., WLAN-1), and enter a descriptive name for the
wireless network (SSID). Click on "Next".

_ Setup Wizard for, MyDevice

Public Spot setup
WLAM zetup
Fleaze zelect the logical WLAN network. for using with Public: Spot.
WLAN network: WLAN-1 iz on, S5I0: PUBLICSPOT v
Enter here a name for the wireless netwark, [S510] of the Public Spot.
Wireless network name: FUBLICSPOT
[ < Back ” Mext > ] [ Cancel ]

[ Assign the IP address and netmask to the device that your Public Spot
network should specify and click "Next".
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The Public Spot module has its own address on your network, which
is independent from the address that you assigned to your device. For
example, if you have a 192.168.0.0/24 network set up and your device
has the IP address 192.168.2.1, you can assign the IP address
192.168.3.1andthesubnetmask255.255.255.0, aslong as this
IP address has not already been used elsewhere.

If you want to separate the Public Spot network from internal networks
for security reasons, make sure that the corresponding option is
enabled.

_ Setup Wizard for, MyDevice

Public Spot setup ¢:__?
Metwark P address
Azsign the device an [P address. |t defines the address range of the Public Spot.

IP address: 192.168.31
Metmask: 255.255.255.0

Separate the Public Spot network, from the internal networks.

fi\ If you did not execute the setup wizard "Set up Internet access”, you have to
= create a route back into the Public Spat network on your internet access router.

[ < Back ” Mext > ][ Cancel ]
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Note: If your device is not directly connected to the Internet and you
have a different address range for your Public Spot, you must set up a
return route to your Public Spot network on your Internet gateway. If
there is no return route, Public Spot users will see an HTTP error after
they have successfully authenticated.

[Please find the directions on how to set up a return route, in the
documentation for your Internet gateway. In LANconfig you can
configure it under Ip router : Routing : IPv4 routing table. TO
do this, create a new entry and enter the network address of your
Public Spot network under "IP Address" and under "Router" enter the
address of the Public Spot in your local network.
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IPv4 routing table - New Entry @g|
IP address: 192168.3.0
Metmask: 255.255.255.0
Fiouting tag: 1]
Enable state:

(%) Route iz enabled and will always be propagated via RIP [sticky)

() Route iz enabled and will be propageted via RIP if the target
network is reachable [conditional)

() This raute is disabled

Roauter: 192.168.2.1 v

Distance: 1]

IP mazquerading:

(®) IP Masquerading switched off

() masking Intranet and DMZ (default)
() masking Intranet only

Comment: Back Route Public Spot

[ Ok H Cancel ]

[0 Specify which login data your users are to use to login to the Public
Spot. Also, you can optionally add customized text to the login page.

To continue, click on "Next".

You can either give each user their own login data or set up a general
account that all users use to access the Public Spot. If you issue
vouchers later and would like to set up permanent user accounts,

select the option "Individual tickets per guest".

The login text is a customized text entered in HTML format, which
appears on the login page inside the box on the registration form. You
can manually add or edit this text at a later time (see section
“Customized text on the login page” on page 565).
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_ Setup Wizard for, MyDevice

Public Spot setup + &

Anmeldung der Benutzer am Public Spot

Fleaze select the Public Spot access method:
() Individual tickets per user

() Global access data for all users

() Ma credentials required (lagin via agreement)

Here you can optionally specify an personalized text that iz dizplayed on the login page.

Login text...

[ < Back ” Mext > ][ Cancel ]

I If necessary, create an administrator with limited rights who can use
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the setup wizards in WEBconfig to create and manage Public Spot
users. To continue, click on "Next".

This type of administrator is useful when you want your employees to
be able to manage user accounts themselves without the help of a
device administrator. The right to create new accounts in WEBconfig
enables the Create Public Spot account wizard, and administrator
rights enable the Manage Public Spot account wizard.

Using the user creation wizard "Create Public Spot account”, the
administrator has the option of creating time-limited accounts for
Public Spot users and print the corresponding login data on a voucher.

The "Manage Public Spot accounts" wizard enable the administrator
to manage the users. The administrator can extend or reduce the
validity period of access, or completely delete a specific user account.
In addition, the administrator can call up information about the user
account using the wizard, such as the password in plain text, the
authentication status, the IP address, the sent/received data volume or
any restrictions that apply to the account.



Public Spot

6.3 Basic configuration

_ Setup Wizard for, MyDevice

Public Spot setup
Create an administrator account with limited rights.

Create an administrator account for creating Public Spot users.
Admin may additionally manage existing Public Spot users.

Uszermname: pzpot_admin
Password: tkquaH+U 7% Shaw
Generate password

*Y'ou can create and manage new Public Spot uzers using the following link:
Create Public Spot uzer: http:##192.168.2.105/addpbspotuzeroneclickwiz
Manage Public Spot uzer.  hitp: /192,168, 2,105/ editpbspotuzenwiz

Create URL shortcuts on the desktop to be able to create vouchers faster

[ < Back ” Mext > ][ Cancel ]

Note: Make sure that the password you create is secure. The Setup

Wizard will check the quality of the password you enter. For

passwords that are not secure the input field appears in red, when itis

more secure it changes to yellow, and when it is very secure the

background turns green.

[0 Select the procedure for user login. To continue, click on "Next".

You can select "HTTPS" or "HTTP" in the drop-down list. Using a

connection with HTTPS provides a secure connection for Public Spot

users.
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_ Setup Wizard for, MyDevice

Public Spot setup ¢:__?
Sigr-on method

Chooze the method for uzer sign-on.

Method:

To ensure a secure sign-on process for Public Spot users, we recommend uzing
HTTPS encryption.

To ensure the compatibility of the login process via HTTPS with all clients [zmart
phaones, tablets, notebooks, etc.] you must have a valid and signed certificate of a
trugted certificate authority uploaded in the device that provides the Public Spat.

Further information about loading certificates can be found in the Public Spat manual or
in the comesponding tech paper.

[ < Back ” Mext > ][ Cancel ]

[0 Determine whether automatic re-login is allowed for all Public-Spot
users, and the maximum absence that is allowed before the user must
login again on the Public Spot webpage. To continue, click on "Next".

The "Automatic re-login” option is a convenience option that allows the
Public Spot to automatically authenticate known users or devices.
However, if known devices are to be recognized exclusively from the
MAC address of the network adapter, the fact that MAC addresses can
be falsified represents a potential security risk. For this reason this
option is disabled by default.
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_ Setup Wizard for, MyDevice

Public Spot setup +4

Automatic Re-Login \

[ Allows autamatic re-login

Automatic re-login

! Please take into account that the repeated authentication is performed
20 exclusively by MAC address check of the particular Public Spot user.

Create lagout link

To grant Public Spot uzers easy access to the status page a cormesponding entry can
be created in the DMS station table. Your Public Spot users can comfortably log out by
uzing the link "http://logout’ on the status page.

[ < Back ” Mext > ][ Cancel ]

O If needed, enable logging of logins and logouts for Public Spot users
in the internal SYSLOG storage of your device. To continue, click on
"Next".

Since the logs comply with country-specific regulations, this option is
disabled by default. Before enabling this function, you need to
determine what the data protection regulations are for your country in
order to avoid any legal issues.
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_ Setup Wizard for, MyDevice

Public Spot setup ¢:._?
Logging of Public Spat uzer login/logout \

Logging is subject to country-specific rules. Pleaze keep this in mind when

S activating this option.

[] Activates logging of Public Spat user login/logout

Entries are deleted

|
|

[ < Back ” Mext > ][ Cancel

[0 Save your changes if necessary.

Before you save the configuration to your device, you have the option
of saving the configuration locally on your PC, sending it by e-mail, or
printing a summary.
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_ Setup Wizard for, MyDevice
Public Spot setup ¢:__?
Summary of gettings

Optionally you can store a summary of the Public Spot configuration settings now.

[] Store settings as file
[[] Send settings a3 E-mail

Fleaze take into account that e-mail is an insecure medium and your settings
are tranzmitted without encryption.

[] Print settings naw

[ < Back ” Mext > ][ Cancel ]

[0 The click "Next" and finally "Finish" to complete the basic installation
of the Public Spot. The Setup Wizard will now send the settings to the
device.

That's it! You have completed configuration of your Public Spot module!
Now, if you come within range of a Public Spot with a WLAN-capable
device, the device can find the SSID that you set up as a public network
and login to it.

Manual installation

The following configuration steps show you how to manually setup a
Public Spot for simple scenarios. For the application scenario described
here, you enable the Public Spot on an interface over which there is no
other data traffic other than the Public Spot traffic — where Public Spot and
normal WLAN users do not share the same network (dedicated SSID).
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Note: This tutorial is only an example. Depending on the device type
(access point, router, WLAN controller, etc.) or complexity of the network
configuration (e.g., use of VLAN or ARF), different or additional steps may
be required for setting up a Public Spot. Since this type of network
configuration can be highly customized, this tutorial concentrates
specifically on a simple example, so that you can adapt the steps as
needed.

I To do this, start LANconfig and select the device for which you want to
set up the Public Spot, for example, a access point. Next, open the
configuration menu for the device.

[0 Check that the time is correct.

To check the certificates and correctly record and bill session data, it
is important for the Public Spot's time setting to be accurate. First
make settings such as time zone and time changes (summer and
standard time):

— LANconfig: Date/time : General

Note: In order to ensure that the time of the Public Spot remains
correct, the device should be set up as an NTP client. Enter the time
server that is necessary for that under pate/Time : Synchronization
: Time server. Open the "Add" window to show a list of possible
server addresses.

[0 Select the interfaces for the Public Spot operation.
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Here you activate the interfaces which will be available to registered
users. Along with the logical WLAN interfaces which Public Spot users
directly login to, the logical LAN interfaces (LAN-1, etc.), and the point-
to-point connections (P2P-1, etc.) can also be selected. When
connected via the LAN or P2P interface, you can integrate additional
access points into the Public Spot of another device. For a single
access point instead select, for example, the logical WLAN interface
"WLAN-1",

— LANconfig: public Spot : Server : Interfaces

Interfaces E| Pz|
Interface User Authentication enabled L Ok

LAN-1: Local area network 1 OFf

k on
PzP- Paint-to-Point 1 - 1 OFf
P2P-1-2: Point-to-Paoink 1 - 2 OFf
PZP-1-3: Point-to-Point 1 -3 Off
PZP-1-4: Point-to-Point 1 -4 Off
P2P-1-5: Point-to-Paoint 1 - 5 OFf b

By activating the authentication for a WLAN interface, you
automatically release the associated SSID for the Public Spot
operation.

Note: On a WLC you can enable certain Ethernet interfaces for the
Public Spot. In this manner you can also set up selective restrictions
for certain VLANS.

[ Access to your device from the Public Spot network should be
restricted to the authentication pages.
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If you do not restrict access, Public Spot users will be able to access
the configuration interface of your device (WEBconfig). For security
reasons you should not permit this.

— LANconfig: public Spot : Server : WEBconfig access by Public
Spot interfaces limited to authentication pages

Interface selection

Select the local area netwark interfaces for which user authentication should be enabled.

Metwork table...

‘WEBconfig access by public spat interfaces limited to authentication pages

Table of used WLAN |Ds

Idle timeout: 1] seconds
Device hosthame:

The Public Spot can monitor a peer and present a temporary ermor page to the user in case of a
logs of connectivity,

Remate site: v

[0 Disconnectthe interface which is to be used for Public Spot operations
from the other network traffic.
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In order for end devices to be able to communicate with each other
using different interfaces of a Public Spot device (e.g., between LAN-
1 and WLAN-1), these interfaces are logically connected to each other
(bridged) within your device. However, in a Public Spot scenario this
type of bridging may not be desirable for security reasons. In order to
disconnect the communication between an interface (e.g., WLAN-1)
assigned to a Public Spot and the rest of the network, you have to
remove bridging. In the "Port table" set the "Bridge group" for the

respective interface to

none.

— LANconfig: Interfaces : LAN : Port table

0 Enable the WLAN for the Public Spot.

This setting does not affect: WLAN controllers.
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Interface Enable state  Bridge group  Point-to-point port - DHCP limit S OF
LAMN-1: Ethernet 1 on BRiG-1 Auto o B
WLAN-1: Wireless LAN 1 - Network 1 On BRG-1 Auko a
WLAN-2: Wireless . ]
R e Port table - Edit Entry 0
P2P-1-2: Paoint-to-H 1]
P2P-1-3: Point-to-A  Interface: WLAN-T: Wireless LAN 1 - Metwork 1 1]
P2P-1-4: Paint-to-A : i v

it Enable thiz port =
R quick it v

Paint-to-paint port:
[ Ok ] [ Cancel
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Activate the logical WLAN which you enabled for the Public Spot login
and assign a descriptive name to this network (SSID).

— LANconfig: wireless LAN : General : Logical WLAN settings
WLAN network <number> : Network

& Logical WLAN settings

Hetwork |Transmissi0n Alarms

Interface: WLAN interface 1 - Metwork 1
WLAN netwark enabled

Metwork name [S510]: | |

Suppress 5510 broadcast: |N0 v|

MAC filter enabled

M arimum count of clients: |D |
Minimal client signal strength: |D &
Client Bridge Support: | Mo w |

T banduwidth it [0 | kbt
R bandwidth limit [0 | kbt

[]RADIUS accounting activated

[] Allows data traffic between stations of this 551D
[ U-APSD WM powersave activated
[] Transmit anly unicasts, suppress multicasts and broadcasts

[ Ok H Cancel ]

1 Assign the IP address and netmask to the device that your Public Spot
network should specify.

Configuration Guide HILCOS

434



Public Spot 6.3 Basic configuration

The Public Spot module has its own address on your network, which
is independent from the address that you assigned to your device. For
example, if you have a 192.168.0.0/24 network set up and your device
has the IP address 192.168.2.1, you can assign the IP address

192.168.3 .1 andthesubnetmask 255.255.255.0, as long as this
IP address has not already been used elsewhere. Select the interface

that you chose under "Interface assignment" e.g., WLAN-1.

— LANCconfig: Ipv4 :

General : IP networks

Metwork name:

IP address:

Metmask:

Metwork type:

WLAN ID:

Interface azsignment:
Address check:
Interface tag:

Comment:

PS-AwiLaN-1
192.168.3.1
255.255.255.0
Intranet

a

WwLAN-1
Loose

a

Public Spot

[ ok

H Cancel ]

Note: If your device is not directly connected to the Internet and you

have a different address range for your Public Spot, you must set up a
return route to your Public Spot network on your Internet gateway. If

there is no return route, Public Spot users will see an HTTP error after
they have successfully authenticated.

[IPlease find the directions on how to set up a return route, in the
documentation for your Internet gateway. In LANconfig you can
configure itunder IP router : Routing : IPv4 routing table. TO
do this, create a new entry and enter the network address of your
Public Spot network under "IP Address" and under "Router" enter the
address of the Public Spot in your local network.
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IPv4 routing table - New Entry

IP address:
Metmask:
Fiouting tag: l:l
Enable state:

(%) Route iz enabled and will always be propagated via RIP [sticky)

() Route iz enabled and will be propageted via RIP if the target
network is reachable [conditional)

() This raute is disabled

IP mazquerading:

(®) IP Masquerading switched off

() masking Intranet and DMZ (default)
() masking Intranet only

Comment:

Back Route Public Spot

Router: 192.168.21 v Select

[ Ok ] [ Cancel

[0 Configure the DHCP server settings for the Public Spot network.

Since the device has an IP network that is independent from the
network where it is located, you must configure a DHCP server for this
network. For the previously set up IP network (e.g., PS-WLAN-1), set
the value for "DHCP server enabled" to automatic.

— LANconfig: 1pv4 : DHCPv4

DHCP networks

DHCP networks - New Entry Elg‘

[] Evaluate broadeast hit

] DHCP cluster Netmask:

Forwarding of DHCP queries Broadcast

Defaul gateway:

[oos ]
oo ] R ——
[oos ] Pimany DHS

oo ] Soconday NS
Primaty NENS:

Secondary NBHS

Netwark name: PSAwLAN- v Addresses far DHCP clients
DHCF server enabled First address
Last address:

0000

0000

0000

ol [= = ol [= =
o= = o= =
=1 =1 =1 =

=}
=

Cancel
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[ Disable the encryption for the interface that you are using for the Public
Spot.

This setting does not affect: WLAN controllers.

Encryption for all logical WLANS is enabled by default. In Public Spot
applications, the payload data between the WLAN clients and the
access point are usually transmitted unencrypted. For this reason,
disable encryption for the logical WLAN which you previously set up
for the Public Spot login.

— LANconfig: wireless LAN : 802.11i/WEP : WPA or Private WEP
settings

WPA or Private WEP settings - Edit Entry @g|

Interface: wireless LAN 1 - Network 1

[] Encryption activated

[ Ok H Cancel ]

[ Select the authentication mode and the protocol used for the user
login.
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The authentication method that you select determines the information
which users of the Public Spot WLAN must enter when logging in.
Select "Authenticate with name and password" to allow your users the
option to login with an individual username and password that you
have previously assigned them. This setting also allows you to quickly
provide Hotspot access to your guests using vouchers (tickets).

Use "HTTPS" as the protocol in order to be able to send encrypted
login data to your users during login.

— LANconfig: public Spot : Authentication : Authentication
mode

Authentication for network, access

Authentication mode:

(O Mo authentication needed

(O Mo credentials required (lagin via agresment)

(®) Authenticate with name and passward

() Authenticate with name, pazsword and MAL address
(O Login data will be sent by email

(O Login data will be sent by SMS

[ User has to accept the terms of use
Frotocal of lagin page
Login page is called via:

(&) HTTPS - Data transmission is enciypted (recommended)
(O HTTP - Data tranzmission is unencrypted

Login via agreement

Cusztomization

Here you can optionally specify an personalized text that iz dizplayed on the login page.

Login text

[ Specify the internal RADIUS server as the server responsible for user
administration and accounting. To do this, enter the "Authentication
port"1.812 and "Accounting port"1.813.
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You store Public Spot access accounts in the user database on the
device's own RADIUS server. In order to use Public Spot access
accounts, you must configure the RADIUS server and the Public Spot
module to use the RADIUS server.

— LANconfig: RADTIUS server : General

RaDIUS zervice

Authentication port: 1812

Accounting port: 1.813

Accounting interim interval: 1] zeconds
RADSEL service

RADSEL port: 1]

RADIUS/RADSEC clients

The data of the clients which shall be commurnicate with the server can be entered at the

following table.

Uszer database

The data of the ugers which shall be authenticated by the server can be entered at the

following table.
Uzer table...

The zerver will check authentication requests against the following tables.

Usze the WLAN station table on MAC address requests
[[] Use the user list in menu 'Public-Spat/Users'
[] Auta cleanup user table

[0 Create an entry for the internal RADIUS server in the list of
authentication servers of the Public Spot. Under "Auth. server IP
address" and "Acc. server IP address" enter the loopback address
127.0.0.1. Use the "Auth. server port" and "Acc. server port" used
for the authentication port and accounting port in the previous settings.
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The list entry is necessary in order for the Public Spot to recognize the
address of the RADIUS server and so that it can authenticate Public
Spot access on the internal RADIUS server.

— LANconfig: public Spot : Users : Authentication servers

Provider list - New Entry.

Provider: RADIUS_IMT

Backup provider: w

Authentication server

Auth. server address: 127.0.01

Auth, server port: 1812
Auth. server secret: [ Shaw
Source address: v

Accounting server

Acc. server address: 127.0.01

Acc. zerver port: 1.813
Ac. server secret: [ Shaw
Source address: v

[ Ok H Cancel ]

[ Set up filter rules in the Public Spot's firewall to secure your local
network. In each case, create an "accept” rule (for example,
ALLOW_PS-WLAN-1) and a "reject" rule (for example, DENY_PS-
WLAN-1).
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You use the accept rule when devices are to be able to send DNS
requests from the Public Spot network to all local networks, e.g., your
local intranet. On the other hand, with a reject rule you generally block
all access or requests from the Public Spot network to your local
network. The order — accept before reject — is essential, since the
firewall applies rules from the top to bottom of the list.

— LANconfig: Firewall/QoS : IPv4 Rules : Rules..

BAT54-F - Firewall Rules (Filter/QoS)

Acti

Destination

Source Target 5...

=2 KETBIOS Any =2TCP, UDP % 5
of 0 ALLOW PSWLAN-D dPSWLAN1 Al S LOCALNET =20N5 © e
of 0 DENYPS-wLAND  dPSULANT Al dhLocanET Al DRelect Rule for public spot
£ | >

[ asd. | [ Ede.. | [ copy.. [ Remove |

Filter rule ALLOW_PS-WLAN-1

General |Acti0ns QoS Stations | Services

Fule
= | Filter rules can be used to transfer or drop data packets
(;3\-43 according to specified criteria.

Mame of this rule:
|ALLDW_F'S-WLAN-1

This rule is active for the firswall
[[] Obzerve further rles, after this rule matches

Thiz rule tracks connection states [recommended]
Pricrity:

Source tag:

1

Fiouting tag:

Comment:

Fiule for public spot

[ Ok ] [ Cancel

"Accept" rule settings:

Enter the name of the rule in "General", for example, ALLOW_PS-
WLAN-1.
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Remove all possible predefined action objects from the list and using
Actions : Add.. add an action object of type "ACCEPT".

In stations : Connection source, enable the option "Connections
from the following stations" and select add... : Add custom station.

In the Stations window that opens, select the option "All stations in
local network™ and for "Network name" select the name of your Public
Spot IP network, e.g., PS-WLAN-1. "Close the dialog with "OK.

In stations : Connection destination, enable the option
"Connections to the following stations" and after selection "Add..."
choose "LOCALNET".

In services : Protocol/target services enable the option
"Following protocol/target services" and select add... : DNS.

End the filter rule dialog with a final click on "OK".

LANCconfig then enters the allow rule into the rule table.

"Reject"” rule settings

Enter the name of the rule in "General", for example, DENY_PS-
WLAN-1.

Remove all possible predefined action objects from the list and using
Actions : Add.. add an action object of type "REJECT".

In stations : Connection source, enable the option "Connections
from the following stations" and select add... : Add custom station.

In the Stations window that opens, select the option "All stations in
local network™ and for "Network name" select the name of your Public
Spot IP network, e.g., PS-WLAN-1. "Close the dialog with "OK.

In Stations : Connection destination, enable the option
"Connections to the following stations" and after selection "Add..."
choose "LOCALNET".

End the filter rule dialog with a final click on "OK".

Configuration Guide HiLCOS



Public Spot 6.3 Basic configuration

LANCconfig then enters the rejection rule in the rule table.
[0 Store the configuration on your device.

That's it! You have completed configuration of your Public Spot module!
Now, if you come within range of a Public Spot with a WLAN-capable
device, the device can find the SSID that you set up as a public network
and login to it.

6.3.2 Setting default values for the Public Spot
wizard

The following section describes how you define default values for the "New
user wizard" (setup wizard "Create Public Spot account") to meet your
needs. Public Spot administrators can select the values defined here (e.g. for
validity periods, bandwidth profiles, etc.) from selection lists when they are
setting up new users and printing out vouchers.

Note: Exceptions to this are the values for User name pattern and Password
length shown in the dialog below, which only serve as default values for the
device.

[0 Start LANconfig and open the configuration dialog for the device.

[0 Change the view to public Spot : Wizard.
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Add uzer wizard

Public spot uzer accounts can be easily generated by the "WEBconfig wizard. Both user name
and password are generated automatically, and the next page offers to print out a page for the
public zpot uzer that containg all necessary data.

Drefault validity periods. .. ] [

Maxi. concurent logins...

Uszer name pattern:

Password length:

| user’n

s

[ Public spot S51Ds...

J

Bandwidth profiles. ..

PFrint header and company emblem

Uszer template for email and S5
Expiry type:

Fielative expiry:

Absolute expiry:

] Multiple lagin

Time budget:
Wolume budget:

Comment:

Print lagout link.

| Relative & absolute v|

[3.600 | seconds
365 | days

| |

[o | minutes
[o | Megabyte

O In "Default validity periods", define which default validity periods for user
accounts and vouchers are to be available by default.

The new-user wizard takes the shortest validity period as the default.

e alid pe (]
l\faliditv petiod hUnit Validity period: Ok
ours
! dars Uni
ays
[ ak. ] [ Cancel ]
;; [ Add... H Edit... H Copy... ][ Remove ]

LI Under "Max. concurrent logins" you select the maximum number of
devices that have access to the user account simultaneously.
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The value 0 stands for 'unlimited'. Whether or not it is generally possible
for a user to login with the multiple devices at the same time is determined
by the Public Spot administrator with a separate setting in the wizard
when creating a new user.

2]

e @l Maxi. concurrent logins - Edit Entry ?)(X] |
1]
?D Login count:

4

[ 0K H Cancel ]

3

[Rovosras | (e ) (e J [ convo ) [remove ]

O In "User name pattern” you specify the pattern used by the new user
wizard to create usernames.

You can enter up to 19 characters, whereby the wizard will automatically
create a unique number for every user if you enter "%n". The default
description user%n will be shown later on the voucher, for example, as
userl2345.

1 Using "Password length"” you specify the length of the passwords that the
new user wizard generates for Public Spot access.

The default is 6 characters. If you would like to have longer passwords,
keep in mind that guests can make mistakes when entering them, which
can cause unnecessary problems and complaints.

[0 Optional: Under "Bandwidth profiles" you set the uplink and downlink
limits for each Public Spot user.

[J Public Spot via WLAN only: Using "Public Spot SSIDs" you specify the
names of the Public Spot networks taken by default when you create new
user accounts using the Create Public Spot account wizard.
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Public spot 55IDs - New Entry

SSID: PUELICSPOT
SSID zelected:

Cancel

The Create Public Spot account wizard automatically marks the specified
network names as "SSID selected" when creating a new Public Spot user.
If you employ an access point, WLAN controller or WLAN router, you can
select several network names as default values in order to give users
access to various different WLANS (e.g., for WLANSs in the hotel lobby, the
conference room, and floors where their rooms are located). When
creating a new user and subsequently printing the voucher, these SSIDs
are also printed out on the voucher.

Using the arrow buttons, you can change the order in which the SSIDs are
displayed. In this way, the most popular SSIDs can be placed at the top
of the list.

That's it! This concludes the configuration of the default values for the Public
Spot wizard.

6.3.3 Setting up limited administrator rights
for Public Spot managers

In order for employees to be able to manage a Public Spot on the device
without further permissions, you can explicitly assign them the function rights
to use the Public Spot wizard. This tutorial describes the steps to set up
Public Spot function rights for employees without giving them additional
administrator rights.
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Note: You need to have the "Supervisor" permission to be able to assign
Public Spot management to an employee.

[ Start LANconfig.

[0 Open the configuration for the device for which you want to register a
Public Spot administrator.

The Public Spot option has to be enabled on this device.

] Change to the view Management : Admin, click in the section "Device
configuration" on "Further administrators"”, and then click on "Add".

If you want to allow an existing user to perform Public Spot management,
select the user's entry in the table and click on "Change".

Further administrators - New Entry EJ@|

Entry active

Administrator: pzpot_admin

Password: i ?11pD Shaw
(oot ) I )

Access rights: Mone hd

Function rights

[[] Basic wizard [ Security wizard

[ Intemet wizard [] Provider selection
[] RAS wizard [ LAN-LAN wizard
[CIWLAM linktest [C]'WLAN wizard

[] Rallout wizard [] Dynamic DMS wizard

[] Public spat wizard [Public spat configuration)
Public spot wizard [add user]

Public spot wizard [manage user]

[] Public spat XML interface

[] Adjustment of date and time

[[] Search of further devices in LAN

[ 55H client

[ Ok H Cancel ]

0 You activate the profile by checking the "Entry enabled" box.
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[ Assign a descriptive name in the field "Administrator”.
0 Enter a "password" and repeat it to be sure.
[ Set the "Access rights" to "None".

When you modify an existing user, you should not modify existing function
rights.

U Inthe section "Function rights" enable the "Public Spot wizard (add user)",
and "Public Spot wizard (manage user)".

When you modify an existing user, you should not modify existing function
rights.

[0 Save the new or modified profile by clicking on "OK".

The Public Spot administrator is offered the Public-Spot wizards in the
navigation when they log on using WEBconfig.

[ % Setup Wizards
¥ Manage Public Spot Account
¥ Create Public Spot Account
&) System information
& Extras
[E5 HTTP-Session
B Logout

Using the user creation wizard "Create Public Spot account", the
administrator has the option of creating time-limited accounts for Public Spot
users and print the corresponding login data on a voucher.
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Using the user management wizard "Manage Public Spot account", the
administrator has the option of managing these users as well as the users
that you created as the main administrator using the RADIUS user database.
The administrator can extend or reduce the validity period of access, or
completely delete a specific user account. In addition, the administrator can
call up information about the user account using the wizard, such as the
password in plain text, the authentication status, the IP address, the sent/
received data volume or any restrictions that apply to the account.

Note: The function right "Public Spot XML interface" is not needed by a
normal Public Spot admin. The right is only relevant if you use the , XML
interface”, and should not be combined with the function rights described
above for security reasons.

6.3.4 Setting up and managing Public Spot users
for simple scenarios

You can set up and manage Public Spot users either manually or by using
the setup wizard. Setting up and managing the configuration options
manually offers you more extensive options and allows you, for example, to
create self-defined users with an unlimited lifetime.

On the other hand, the setup wizard allows you to create generic Public Spot
users with automatically generated login data with limited lifetimes. The
respective setup wizard is only accessible using WEBconfig, which allows
you to quickly create users without requiring administrator permissions for
the entire device. The only requirement is an administrator with limited
permissions.

You naturally also have the option to initially create generic users with the aid
of the setup wizard and then manually adapt them to your needs (e.g.,
change the usernames).
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Adding Public Spot users with a single click and voucher
printing

The following section describes the setup of a Public Spot user using
WEBconfig and then printing a voucher. You can also prepare vouchers
in advance.

Note: You need the permissions for the "Public Spot Wizard", in order to
create a new Public Spot user.

I Log on to the WEBconfig home page as an Administrator.

[0 Start the setup wizard by clicking on setup wizards : Create Public
Spot account

[ % Setup Wizards
¥ Manage Public Spot Account
¥ Create Public Spot Account
&) System information
& Extras
[E5 HTTP-Session
B Logout

[

[0 The new user wizard starts with an input screen. The fields have
default values.

Configuration Guide HiLCOS

450



Public Spot

6.3 Basic configuration

Starting time for account:

Walidity period: voucher expires after:
Duration:

Man-Cancurent-Logins

Bandwidth profile

S5ID (Network Narmne):

Number of vouchers:

Time budget {minutes)
olume budget (MByte)
Comment (optional)

™ Print comment an voucher
¥ Print

" User name case-sensitive

I Active

365 days (max. 10 characters)
[T Houts) =]

blic
hiate

] Pul
WLAN-Pr

1 (possible values: 1 - 100) (required)
0 (possible values: 0 - 100000)
0 (possible values: 0 - 4000)

(max. 49 characters)

Create and C5Y-Expont Create and Print Cancel

The wizard automatically creates a username and a password. In the

subsequent printout dialog you can select the voucher printer and

print-out the voucher.

U If necessary, you can change the default values before you print it.

The following entries affect the appearance as well as the validity of

the vouchers:
"Starting time for account": Sets the time when the voucher

becomes valid. Possible values are:

First login: Access is valid as of the user's initial login

Immediately: Access is valid as of the creation of the user's
account

To a supply of vouchers in advance, select First login as the
validity of the vouchers. That way the vouchers will still be valid
even after a longer period.

— "Validity period: Voucher expires after": Enter the overall time
period within which the voucher can remain valid.
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If the access is to be valid immediately, it is not possible to enter a
validity period.

"Duration": Set how long access is to be available after registration
or the first login. The values listed here are managed in the "Default
validity periods" table. The pre-defined values are:

1 Hour (s)
1 Day(s)
5 Day(s)

"Max. concurrent logins": Select the maximum number of
concurrent devices that can have access to the user account for the
corresponding user. The values listed here are managed in the
"Max. concurrent logins table". The pre-defined values are:

Unlimited
Only 3 device(s)
Only 10 device(s)

"Multiple login": Select this option in order to allow a user to login
with several devices using the same login data. The number of
devices that can be logged on simultaneously is specified using the
drop-down list "Max-concurrent-logins".

"Bandwidth profile": Select a bandwidth profile from the list in order
to selectively restrict the amount of bandwidth available to the user
(uplink and downlink). Create a bandwidth profile in the "Bandwidth
profile" table.

"SSID (network name)": Specify which wireless LAN network the
access applies to. This SSIDs listed here are managed in the
"SSID table". By pressing the "Ctrl" button you have the option of
selecting multiple entries. Default entries are already pre-selected.
If you have not defined any entries in the table, the wizard conceals
this option.

"Number of vouchers": Specify how many vouchers you want to
create at a time. If you set the login time as the access start time,
you can print-out a supply of vouchers in advance.

"Time budget (minutes)": Specify the amount of time after which
access to the Public Spot is closed.
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Depending on the chosen expiry method, access time is limited
either to the time budget (incremental) or to the set voucher validity
period (absolute).

— "Volume budget (MByte)": Specify the available data volume after
which access is closed.

— "Comment (optional)": Enter a comment here. This comment can
contain, for example, additional notes about the access duration or
the telephone number of the receptionist in case of access
problems.

— "Print comment on voucher": Check this option if the comment is to
appear on the voucher.

— "Print:" Check this option to print the vouchers as soon as they are
registered.

— "User name case-sensitive": Enable this option if Public Spot users
have to pay attention to capitalization when entering their user
name at login.

I If you want to keep the default values or accept the new values without
changing them, you click on "Save and print" at the end.

If the "Print" option is disabled, the wizard displays a summary of the

new Public Spot users after they have been registered. You then have
the opportunity to print the vouchers again.

Wizard for Public Spot user management

The following section describes how to use WEBconfig to manage the
registered Public Spot users.

Note: You need the "Public Spot wizard" permission, in order to manage
a Public Spot account.

Note: Unsaved changes are lost once you finish this wizard.
I Log on to the WEBconfig home page as an Administrator.

[0 Start the setup wizard by clicking on setup-wizards : Manage Public
Spot accounts
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[ % Setup Wizards
¥ Manage Public Spot Account
¥ Create Public Spot Account
&) System information
& Extras
[E5 HTTP-Session
B Logout

[0 The Public Spot wizard starts with a list of registered Public Spot
users.

Showing 110202 anis

454

In the "Show... entries per page" drop-down list you set how many
entries are displayed per page. The corresponding pages are
accessed via the page navigation at the lower right:

"First page": Shows the page with the first entries.

"Previous page": Returns to the previous page.

"Page numbers (1, 2, 3, ...)": Goes directly to the chosen page.
"Next page": Goes to the next page.

"Last page": Shows the page with the latest entries.

With "Search" you can filter the displayed entries. The filter
immediately searches for entered strings.

You export highlighted entries with "Save as CSV".

The column headers have the following meaning:

"Page/All": This column is used to select the user for the desired
action (print, delete, save). To select all entries on the current page,
select "Page". To select all of the entries, select "All".

"Name": Manually or automatically displays the username
generated by the system.
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— "Password": Manually or automatically displays the password
generated by the system.

— "Comment": Includes the comment entered at registration (in
brackets) and any changes to the user data (automatically
documented by the system).

— "Expiry type": Indicates whether the validity period of this user
account is absolute (e.g. expires on a set date) or relative (expires
after the time has elapsed since the first successful login).

— "Abs. expiry": If "absolute" has been selected as the expiry type,
the user account becomes invalid at the time defined in this field.

— "Rel. expiry": If "relative" has been selected as the expiry type, the
user account becomes invalid after this time period has expired
since the user logged in for the first time.

— "Time budget": Specifies the maximum access time for this user
account. The user can use this duration of access time until a
relative or absolute expiry time (if set) is reached.

— "Volume budget": Specifies the maximum data volume for this user
account. The user can use this data volume until a relative or
absolute expiry time (if set) is reached.

— "Case sensitive™: Indicates whether the login page takes
capitalization of the user name into account.

— "Tx-Limit": If a bandwidth profile was entered for the user, this entry
shows the maximum transmission bandwidth available to that user.

— "Rx-Limit": If a bandwidth profile was entered for the user, this entry
shows the maximum receiving bandwidth available to that user.

— "Traffic (Rx/Tx Kbyte)": Indicates the data volume in kilobytes that
the user has received (Rx) or sent (Tx) so far.

— "State": Shows the authentication status of the individual users.
Possible values are:

"Unauthenticated": The user is currently not logged on to the Public
Spot.

"Authenticated": The user is currently logged on to the Public Spot.
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— "MAC-Address": Indicates the physical address of the network
adapter for the device with which the user is currently connected.

— "IP-Address": This shows the IPv4 address that the system
currently has allocated to the user.

The buttons at the bottom of the window have the following functions:

— "Print": Print out the voucher for the selected user.

— "Delete": Delete the selected user.

— "Save": Save the changes.

— "Backto main page": Return to the main page; all unsaved changes
will be lost.

You can edit the following user information by changing the contents
of the corresponding fields:

"Expiry type"

"Abs. expiry"

"Case sensitive"

[0 Select the account that you want to edit in the first column.

1 Change the corresponding field values and click "Save" to apply the

changes. Unsaved changes are lost once you finish this wizard.

If you would like to delete a user, mark the corresponding entry in the
first column and click "Delete".

Note: The deletion takes place immediately without confirmation.

Manual set up and management

The following configuration steps show you how to use LANconfig to
manually setup a Public Spot user for simple scenarios. You create and
manage Public Spot users using the "User database" of the device's
internal RADIUS server under RADIUS server : General.Here you enter
all of the users who should have access to the Public Spot — just as the
setup wizard does as well.
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Note: For user administration, the Public Spot module also has its own
internal list (found under public Spot : Users : User list). During
technical development, this list was replaced as of HILCOS 7.70 by the
user administration via RADIUS. For compatibility reasons, the device still
evaluates the internal user list of the Public Spot module if it is enabled.
However, for a new installation you should no longer use this list, since it
prevents you from using many features (setup and administration using
the wizard, bandwidth restrictions, accounting via RADIUS, VLAN IDs for
Public Spot users, etc.).

O In "Name" you enter the usernames of future users or the "MAC
addresses" of their end devices.

If you selected the authentication mode "Login with name and
password”, enter the name of the username that the user employs to
authenticate on the Public Spot. Entering a "password" is optional,
however it is recommended for the authentication mode above.

— LANconfig: RADIUS server : General : User database

User table - New Entry. EEJ
Entry active Passphrase [optional) ] Shaw
Name / MAC address:
Case sensitive usemame check T bandwidth fmit: 0 kbit/s
Password [] Show R bandwidth fimit 1) kbit/s
Station mask
WLAN 1D 1)

Calling station
Carmment: Called statior:

Waldity/E xpity

Expity type: Relative & shsolute v
Service type; By v
Relative expiy: 0 seconds

Absolute expin: 00 00: 00

Pratocal restriction for authentication

Pap CHAP
] Mulliple logi
MSCHAP MSCHAP2 A2k
E4P Max, concurrent logins, |0

(i) |fhere are made norestrictions, all authentication
/" protocols wil be allowed automaticalyl

Shell privilege level 0

Note: If the authentication is performed using the MAC address
(authentication modus "Authenticate with name, password and MAC
address"), you define the MAC address using the field "Calling station"
in the format 12:34:56:78:90:AB.

L1 Set the "Service-Type" to Login.
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I You remove all protocol restrictions by deselecting all check boxes.

Two-phase authentication is not performed in a Public Spot scenario.
This only makes sense for direct WLAN connections without Public
Spot operations and the associated RADIUS users.

Note: If you do not completely remove the protocol restrictions, a user
cannot log in using the login web page of your Public Spot!
[0 Optional: On request, you can also, for example,

— Enter a relative and/or absolute expiry date for the validity of the
user account in the section "Validity/Expiry" (relative = validity in
seconds after the first login);

— Limit the uplink/downlink under "TX"/"RX bandwidth limit";
— Enable "Multiple login" and enter the "Max. concurrent logins" of
end devices
[0 Store the configuration on your device.

That's it! Your Public Spot users can now login with the credentials that
you specified.
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6.4 Security settings

The Public Spot has two additional safety mechanisms that effectively
protect it against abuse.

6.4.1 Traffic limit option

In order for clients to login to the Public Spot via a browser, it must be
possible for unauthorized users to transfer data packets (e.g. for DNS
requests) to the access point. By default, there is no limit on this data. The
following risks are associated with this:

Unauthorized use of a Public Spot: Certain tools enable a user to pack
data into a DNS packet (i.e. to establish a DNS tunnel) and to work with
the Public Spot without logging in.

Denial-of-Service: The attacker could send large amounts of data to the
device and thus try to block the device or Public Spot.

Brute force: The attacker could repeatedly try to access the base station
by guessing the login data until successfully breaking in.

The traffic limit option can effectively eliminate these risks.

You enable the traffic limit option by setting a value other than "0". This value
determines the maximum data quantity in bytes that can be transmitted
between the base station and an unauthorized terminal device.

LANconfig: public Spot : Server : Allow access without
authentication : Maximum data volume

When a terminal device exceeds this traffic volume, the Public Spot locks this
device and drops all data received from it without inspection. This lock
expires only when the device entry disappears from the station table.
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Note: For WLAN devices, this deletion can follow the general idle timeout, for
example:Please keep in mind that if station monitoring is active, the lock may
be removed earlier. If the mobile station cannot be reached for 60 seconds,
the device removes its entry from the station table, and also the block.

WEBconfig: HiLCOS menu tree : Setup : WLAN : Idle timeout

Note: The idle timeout for the Public Spot module has the same purpose as
the idle timeout for WLANS, but it applies only to connections via Public
Spots. If the idle timeout is set and no further data packages are received
from a user, the device automatically logs the device out at the end of the
specified time period.

LANconfig: public Spot : Server : Idle timeout

On the one hand the optimal value for traffic limit depends on the data volume
of the login page. On the other hand, this value has a significant effect on the
potential number of failed login attempts per user. Generally, a traffic limit of
60,000 bytes provides effective protection for a Public Spot but allows a
sufficient number of login attempts. You can adjust this value to your
individual needs, if necessary. The default value of "0" bytes allows an
unlimited volume of data.

Note: The traffic limit option only monitors the traffic before authentication. It
does not take into account the traffic to and from a free Web server. This
remains unlimited at all times.
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6.4.2 Restricting access to the configuration

Public Spot access to a Public Spot network’s configuration (WEBconfig)
should always be prohibited for security reasons. A special switch allows
access via the Public Spot interface to be restricted to the Public Spot
authentication pages only. All other configuration protocols are automatically
blocked.

LANconfig: public Spot : Server : WEBconfig access by Public Spot
interfaces limited to authentication pages

Interface selection

Select the local area netwark interfaces for which user authentication should be enabled.

Interfaces...

Table of used WLAN |Ds

Metwork table...

‘WEBconfig access by public spat interfaces limited to authentication pages
Idle timeout: 1] seconds

Device hosthame:

The Public Spot can monitor a peer and present a temporary ermor page to the user in case of a
logs of connectivity,

Remate site: v

Note: Note that using permissions under Management : Admin
Configurations access ways : Access rights you cannot generally limit
the access via HTTP(S) to the device.
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6.5 Extended functions and
settings

The Public Spot offers a wide range of extended functions, options and
parameters, which can be used to adapt it to the specific requirements of the
application at hand.
In the following sections you will find information about:

Multiple logins

By default, the use of login data is restricted to login with one device. Find

out how you increase this limit or completely remove this limit for a user
account.

Open access networks (no login)
Setup additional networks so that Public Spot users can also reach them
without logging in to the Public Spot to provide the user with additional

information (e.g., customer web sites inside the company, event
calendars in a hotel).

User administration using the Web API

Use URLs to create and administrate Public Spot users with file links or
scripts.

Individual bandwidth limitation

Individually set uplink and downlink restrictions for each Public Spot user.
Automatic cleanup of user accounts and mobile stations
Use the device's own functions to automatically delete expired Public

Spot user accounts and improperly logged off mobile stations (WLAN
only) from the device's internal databases.

WLAN handover of sessions between devices
Find out more about the roaming possibilities of mobile stations between

access points, and what special configurations are necessary so that your
users benefit from the seamless handover of WLAN sessions.
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Authentication via RADIUS

Find out how you can provide multiple RADIUS servers for authentication
and accounting, and how you can chain them, in order to forward the user
data to the appropriate backup system in case individual systems are
unavailable.

Accounting for Public Spot connections for commercial operation
Learn more about the accounting functions provided by the Public Spot

for commercial operations. These billing functions can be roughly divided
into two models:

— Retrospective payment for the resources actually used (credit
accounting)

— Service use on a debit payment basis (PrePaid)

Using multi-level certificates

Find out how to load certificate chains on your device.
Individual assignment of VLAN IDs

Find out how to assign individual VLAN IDs to specific Public Spot users.

6.5.1 Multiple logins

You have the ability to allow Public Spot users to simultaneously sign in using
one user account for multiple devices. This can be necessary for a group of
people (for example, a family) that has multiple devices, which they would
like to use to simultaneously access the Internet.
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Setting default values

To use this feature, define the number of concurrent devices in the setup
menu under Public Spot module : Add user wizard : Max. concurrent
logins table. Enter the values here that you assigned in the second step
with the "Add user wizard". The value 0 stands for "unlimited".

Enabling multiple logins in the new user wizard

When you invoke the Wizard "Create Public Spot account”, you will see
the menu item "Max concurrent logins". The values shown here
correspond to the numbers that you previously entered in the table of the
same name. The values are shown within the phrase "Only ... device(s)".

Select the maximum number of concurrent devices that can have access
to the user account for the corresponding user. Please note that to enable
the feature in the wizard, the option "Allow multiple logins" must also be
enabled.

Starting time for account: lm

Walidity period: voucher expires after 365 days (max. 10 characters)
Duration: 1 Hourls) =

May-Concurrent-Loging lWLI

Bandwidth profile:

SSID (Network Name)

Nurnber of vouchers:

Time budget (minutes):
Wolume budget (WMByte):
Comment (optional)

™ Print comment an vaucher
W Print

™ User name case-sensitive

W Active
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Misitor ¥

[T (possiblevalues: 1 - 100) fraquired)
o (possible values: 0- 100000)
lU— (poesible values: 0 - 4000)
l— (max. 48 characters)

Create and C5Y-Export Create and Print Cancel
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6.5.2 Open access networks (no login)

To provide users with access to important information without them having to
login (e.g., important contact information) you can define any publicly
available Web server.

LANconfig: Public Spot : Server : Web server name/IP Address

If you do not want to completely release this service, you can optionally
define an alternative path to the web server.

LANconfig: public Spot : Server : Directory

Allows access without authentication
web server name/|P address:
Diirectory: !

I addition to freely available web servers, you can specify other networks and special pages
that your customer can access without having to register.

Free networks... ] [ Fage table

Beyond this, DHCP, DNS and 4RP requests are necessary and allowed.

Traffic: linit: 1] byte

Euternal hotzpot gateway

[ Enable ML interface
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In addition to freely available web servers, you can define other networks and
special sites which your customers can access without having to log on.

LANconfig: public Spot : Server : Free networks Or "Page table"

MamefIF address | Metmask

192,168,2.% 255.255.255.0
192,1658.3.120 255.255.255.255 Cancel
*,GOOGLE.COM 0.0.0.0
HIRSCHMAMM,COM  0,0.0.0

"Free networks"

Enter the IP address of the server or of the network with its netmask,
that your Public Spot users are to be given access to. Alternatively,
you have the option of entering a domain name (with or without a
wildcard "*"). Wildcards can be used, for example, to allow free access
to all of the subdomains of a particular domain. The entry

* .google.com allows the addresses mail.google. com, and
maps.google.com, etc.

If you wish to authorize a domain or just a single workstation with the
address named earlier, set 255.255.255.255 as the netmask here.
If you wish to authorize a whole IP network, specify the corresponding
netmask. If you do not set a netmask (value 0.0.0. 0), the device
ignores the table entry.

£

LLIH
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"Page table"

Enter the addresses (URLSs) of the web pages to be displayed to users
on the Public Spot in case of login, error, status display, etc. Read the
chapter about “Internal and customized voucher and authentication
pages (templates)” on page 559.
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DNS snooping

Web services with a high number of users distribute the requests for data
to multiple servers for better utilization. This means that two DNS queries
for the same hostname (e.g. "www.google.com") can lead to to two
different IP addresses. If a Public Spot receives more than one valid IP
address for the specified host name from the DNS server, it chooses one
of them and stores it for future requests by Public Spot users. If a different
IP address for the same host name is allocated to the user by a different
server for a subsequent request, the Public Spot blocks this connection
because this IP address is not stored as the authenticated one.

In order for Public Spot users to be able to connect to the requested host
despite changing IP addresses, the Public Spot analyzes the user's DNS
gueries and stores the returned IP address with the host name, the valid
time to live (TTL ), the age and the data source as a free destination
addressinthe table status : public Spot : Free-Hosts for subsequent
use.

The entries in this table will expire after the time period defined in the DNS
response (TTL). When the limits are very low (e.g. 5 seconds), you can
avoid locking out Public Spot users immediately after a request by setting
a minimum validity under Setup : Public Spot-Module : Free-Hosts-
Minimum-TTL.

6.5.3 Managing Public Spot users via the web API
As an alternative to using the Setup Wizard, entering a special URL in the

address bar gives you the option of displaying, creating or deleting Public-
Spot users directly.

URL structure

The URL is structured as follows:
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http://<Device-URL>/cmdpbspotuser/
...?action=actiontodo&parameterl=valuel&parameter2=value?2

The following actions are available:

action=addpbspotuser: Creates one or more new Public Spot users
and then prints out the required number of vouchers.

action=delpbspotuser: Deletes the Public Spot user with the
specified user ID.

action=editpbspotuser: Displays the Public Spot user with the
specified user ID. You can then print out the user's voucher again.

The required parameters and their values depend on the action specified.

Note: The Wizard ignores incorrect parameter information and accepts
only the correct parameters. If you omit a required parameter or specify it
incorrectly, the wizard displays an input mask. Enter the correct
parameter values here.

Adding a Public Spot user

To register a new Public Spot user, simply enter the following URL:
http://<Gerdte-URL>/cmdpbspotuser/
?action=addpbspotuser&parameterl=valuel&parameter2=valuel&. ..

The following parameters are available:
O comment
Comment on the registered user

If it is possible to enter multiple comments for a Public Spot user, you
can enter the comments and their corresponding comment-field
names as follows:

[0 &comment=<Contentl>:<FieldNamel>;<Content2>:<FieldName2>;...;<Con
tent5>:<FeildName5>

If there is just one comment field per user, then the comment is
entered as follows:
0 &comment=<Comment>

Note: Special characters such as German umlauts are not supported.
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Note: The maximum number of characters for the comment parameter
is 191 characters.

O print
Automatic print-out of the voucher.

If this parameter is omitted, the wizard displays a button that you can
use to print the voucher.

O printcomment
Print the comment on the voucher.

If this parameter is omitted, no comment will appear on the voucher
(default setting).

O nbGuests
Number of Public Spot users to be created.

If this parameter is omitted, the wizard creates one user only (default
setting).

O defaults
Use default values

The wizard replaces missing or incorrect parameters with default
values.

O expirytype

Combined output of expiry type and, if applicable, the validity period of
the voucher.

Specify this parameter as follows:
O s&expirytype=<Valuel>+validper=<Value2>

The parameter values have the following meaning:

— Valuel: Expiry type. Possible values are absolute, relative,
both, and none.

— Value2: Time of the voucher's expiry if expirytype has the
value both. In this case, you use validper to specify the
voucher's maximum validity period in days for the absolute expiry
type. For all other expiry types, the parameter validper is not set.

If a parameter is omitted or set with incorrect values the wizard will
apply the default values.
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ssid
Network name

If this parameter is omitted, the wizard uses the default network name
(default setting).

unit
Access time

Specify this parameter as follows:
&unit=<Valuel>+runtime=<Value2>

The parameter values have the following meaning:

— Valuel: Lifetime units. Possible values are: Minute, hour, day
— Value2: Duration

timebudget

Time budget

If this parameter is omitted, the wizard uses the default value.
volumebudget

Volume budget

If this parameter is omitted, the wizard uses the default value.
multilogin

Multiple logins

If you specify this parameter, the user can login multiple times with his/
her user account. If this parameter is missing, multiple logins are
disabled by default.

maxconclogin
Maximum number of concurrent logins

With this parameter you specify with how many different end devices
a user can login to a Public Spot. Valid entries are integers such as 0,
1, 2,

If this parameter is missing or if the parameter has the value 0, this
means that the number of devices is unlimited.
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Note: This parameter requires that multiple logins be enabled. Setting
this parameter in isolation has no other effects.

O casesensitive
User name case-sensitive:

If you enter this parameter, the Public Spot user must pay attention to
capitalization when entering the user name at login. Valid values are:

— 0: Case-sensitive username is disabled
— 1: Case-sensitive username is enabled

If this parameter is omitted, the wizard uses the default value.
[0 bandwidthprof
Bandwidth profile

With this parameter you assign a pre-defined bandwidth profile to a
Public Spot user. Enter the valid value for this parameter as the line
number of an existing profile name under setup : Public Spot
module : Add user wizard : Bandwidth profiles, such asto index

the first entry in the table.
O &bandwidthprof=1

If this parameter is missing or the line number is invalid (for example,
the table is empty), the wizard does not limit the bandwidth.

Note: If the Public Spot administration contains no default values to
replace missing parameters, the wizard opens a dialog. Enter the missing
values here.

Modifying a Public Spot user

Modify one or more Public Spot users simply by entering the following

URL:
http://<device-URL>/cmdpbspotuser/
...?action=editpbspotuser&parameterl=valuel&parameter2=valuel&. ..
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The following parameters are available:

] pbspotuser

Name of the Public Spot user
Specify multiple users in the form
&=pbspotuser=<Userl>+<User2>+. ...

If the wizard cannot find the specified user, you have the option to
search for a user.

After making your changes, accept these and print them out if
necessary.

expirytype

Combined output of expiry type and, if applicable, the validity period of
the voucher.

Specify this parameter as follows:
&expirytype=<Valuel>+validper=<Value2>

The parameter values have the following meaning:

— Valuel: Expiry type. Possible values are absolute, relative,
both, and none.

— Value2: Time of the voucher's expiry if expirytype has the
value both. In this case, you use validper to specify the
voucher's maximum validity period in days for the absolute expiry
type. For all other expiry types, the parameter validper is not set.

If a parameter is omitted or set with incorrect values the wizard will
apply the default values.

unit
Access time
Specify this parameter as follows:

O &unit=<vValuel>+runtime=<Value2>
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The parameter values have the following meaning:
— Valuel: Lifetime units. Possible values are
Minute
Hour
Day
— Value2: Duration
0 timebudget
Time budget
If this parameter is omitted, the wizard uses the default value.
[ volumebudget
Volume budget
If this parameter is omitted, the wizard uses the default value.
O print
Automatic print-out of the voucher.

If this parameter is omitted, the wizard displays a button. Use this to
print out the voucher.

0 bandwidthprof
Bandwidth profile

With this parameter you assign a pre-defined bandwidth profile to a
Public Spot user. Enter the valid value for this parameter as the line
number of an existing profile name under Ssetup : Public Spot
module : Add user wizard : Bandwidth profiles, such asto index
the first entry in the table.

O &bandwidthprof=1

If this parameter is missing or the line number is invalid (for example,
the table is empty), the wizard does not limit the bandwidth.

Note: If the Public Spot administration contains no default values to
replace missing parameters, the wizard opens a dialog. Enter the missing
values here.

Configuration Guide HILCOS

473



Public Spot 6.5 Extended functions and settings

Deleting a Public Spot user

Delete one or more Public Spot users simply by entering the following

URL:

http://<deviceURL>/cmdpbspotuser/
...?action=delpbspotuser&pbSpotuser=<Userl>+<User2>+...

If the wizard finds the specified user in the user list, the user is deleted and
the wizard displays a confirming message.

If the wizard cannot find the specified user, it displays a table of registered
Public Spot users. Mark the entries for deletion here.

6.5.4 Bandwidth profile

Manage bandwidth profiles

US“Wgthe\NHWdOMIPublic—Spot : Wizard : Bandwidth profiles, you
have the ability to set up profiles that limit the available bandwidth (uplink
and downlink) for Public Spot users. These profiles can be assigned to
new users when access is created for the Public Spot by calling the
Setup-Wizard "Cerate Public Spot account" in WEBconfig.

Bandwidth, profiles - New Entry

Profile name: |

Transmit bandwidth: 1] kbit/s
Receive bandwidth: 1] kbit/s
Ok ] [ Cancel
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In order to edit the entries in the table "Bandwidth profiles", click on the
button "Add...". The entries in the edit window have the following
meaning:

"Profile name": Enter the name for the bandwidth profile here.

"TX bandwidth": Enter the maximum uplink bandwidth (in kbps), which
should be available to a Public Spot user. To limit the bandwidth, for
example, to 1 Mbps, enter the value 1024.

"RX bandwidth"; Enter the maximum downlink bandwidth (in kbps),
which should be available to a Public Spot user. To limit the bandwidth,
for example, to 1 Mbps, enter the value 1024.

Assigning bandwidth profiles

The following steps describe how you assign the available bandwidth
profiles to a Public Spot user.

0 Open WEBconfig.

[0 Startthe add user wizard under setup Wizards : Create Public Spot
account.

[0 Assign the new user an appropriate profile from the selection list
"Bandwidth profile".

Starting time for account: firstlogin -
Validity period: voucher expires after: 365 days (max. 10 characters)
Duration: 1Hour(s) -
Max-Concurrent-Logins: Unlimited -
Multiple-Login
Bandwidth profile: Visitor |L|
Visitor
Standard
Premium
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When creating a new user, the RADIUS server automatically assigns the
upper and lower boundaries of the bandwidth profile (not the bandwidth
profile per se) to the associated account.

6.5.5 Clear user list automatically

The device gives you the option to delete expired accounts for Public Spot
users automatically.

Users of the Public Spot Wizard are generally administrators with restricted
rights who are often unable to delete user table entries themselves. Because
the user table has a limited number of entries, outdated entries could limit the
capacity of the Public Spot. We strongly recommend that you activate this
option.

If you use the internal RADIUS server for the administration of user accounts,
enable automatic clean-up under RADIUS server : General : Clear user
lists automatically

Note: These settings have no effect on the user table on an external RADIUS
server.

6.5.6 Station monitoring

If station monitoring is activated, the Public Spot regularly checks to see if the
associated end devices are still available. Lost end devices are automatically
deleted from the local user table. If station monitoring is switched off, a user
is not logged off until the validity period of the user's authentication expires.
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Note: Station monitoring is extremely important for Public Spots operating
commercially on a time basis. In installations of this type, users must be
assured that they are only paying for the time actually spent using the Public
Spot services.

Configuration

Station monitoring for the Public Spot Module is disabled by default. You
activate it by entering a value greater than 0 — this value disables the function
—under public Spot : Server : Interface selection : Idle timeout.
From this point on, all end devices are automatically disconnected from the
Public Spot after a specific time.

Note: If your device has WLAN, you also have the option of enabling station
monitoring globally for all WLAN interfaces. You can find the corresponding
settings under wireless LAN : Security : Monitor stations to detect
inactive ones. To do this, the device disconnects mobile stations after 60
seconds (default value). If WLAN station monitoring is disabled, this may
take up to an hour.

If you offer Public Spot via WLAN, please note that the station monitoring of
the WLAN takes priority over that for the Public Spot, and a disconnection
can occur earlier if the idle timeout for WLAN (configurable in the Setup menu
under wLAN : Idle timeout) is less than that for the Public Spot.

Surveillance
You can monitor the Public Spot during operation using WEBconfig. The
station table in the user authentication menu provides an overview of:
Users currently logged in to the Public Spot and
End devices in the WLAN which are not logged in.
You can navigate to the Station table in the Status menu under public Spot

: Station Table. Using the button "Monitor this table" you automatically
refresh the table display at regular intervals.
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6.5.7 WLAN handover of sessions between
devices

Whenever a site equipped with WLAN hotspots expands, it may be
necessary to deploy more than one access point to cover the whole area.
One option would be to use a central device as an authentication gateway,
enable the Public Spot option on this device only, and require all other access
points to redirect requests to the central device. In this way, all other access
points act as simple, transparent bridges, which connect to the central
gateway using the Ethernet backbone. This allows clients to freely roam
among the access points since all session information is kept in the central
gateway.

This variant has two drawbacks, however:

The central gateway is a single point of failure, and is not scalable. You
can reduce the risk of failures by using VRRP to create a redundancy
solution.

Note: This solution requires an external RADIUS server, since VRRP
cannot synchronize configurations, e.g. the user database. However, this
means that certain functions (such as the Public Spot wizards in
WEBconfig) are no longer available.

Roaming is only necessary when the Public Spot module is installed on
the access points themselves. Using a WLC, the authentication can be
forwarded to the central gateway. In this case, the roaming between
access points is transparent to the WLAN controller.

An alternative to this type of centralized setup is to enable the Public Spot
module in all of the access points. Authentication and page processing
handling is thereby distributed over all devices, and a single point of failure is
eliminated.
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IAPP (inter access point protocol)

Since the Public Spot module is implemented as a "switchable"
transparent bridge, there is no need for clients to acquire a new IP
address after they roamed to another access point, so there is no need to
terminate open connections. This results in the requirement that an
already authenticated client does not have to re-authenticate after
roaming to a new access point. Thus the authentication information
should be carried over from the old to the new access point.

Access points use the IAPP (inter access point protocol) to share
information about roaming clients: Whenever a wireless client decides to
change to another access point, it has the option of informing the new AP
about which AP it was previously connected to. This information,
combined with regular Hello packets on the Ethernet backbone, enable
the new access point to inform the old access point. The old access point
can then remove the client from its station table and acknowledge the
handover.

If a client does not use the corresponding Reassociate packet for
connecting to the new access point, the new access point sends a
handover request as a multicast on the backbone, instead of a directed
packet to the old access point. This means that this handover also works
for clients that do not support IAPP.

The main task of the IAPP in a WLAN is to tell the old access point not to
send any more packets to the corresponding client in its wireless area,
since it will no longer receive them. This type of behavior (based on the
definition of the 802.11 frame exchange protocol) could otherwise cause
problems with other clients that are connected with it.
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In case of an enabled Public Spot module, the communication channel
provided by IAPP is used to transport the session information of wireless
clients. Whenever an access point receives a handover request for one of
its wireless clients, and if a session record for this client is available in its
station table, it will append state information about this client to the
requesting access point. This information includes:

The client’s current state (authenticated or not authenticated)

In case the client is authenticated, it also includes:

— The username used to authenticate

— The amount of data traffic generated by the client so far
— The session duration so far

— The IP address of the client

— Possible limits on the session duration and data volumes
— Possible information about idle timeouts

If RADIUS accounting was used for the session:

— The entry used for RADIUS accounting in the authentication server
list, referenced by name

— The accounting cycle used for interim updates

After a successful transfer, the old access point terminates the session,
which, in the case of RADIUS accounting, means that it sends an
accounting stop request to the RADIUS accounting server. This is
necessary since a RADIUS server can use the NAS identification to
associate requests with specific sessions, and these requests can no
longer be associated with the correct sessions once the data packets for
a session come from more than one device. If an access point receives
this information in a handover reply, it immediately marks the client as
authenticated and starts a new RADIUS accounting session, if possible.
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Note: Note that the new access point requires a corresponding entry in its
"Authentication server" list in order to receive the necessary information.
The specific part of the handover reply for the Public Spot module is
protected by a shared secret, which is set in the setup menu under
Public-Spot-Module : Roaming-Secret. These security measures
should prevent falsification of handover replies. Without a password
configured, the access point does not append the information above on a
handover reply, which forces the client to authenticate again.

6.5.8 Authentication via RADIUS

RADIUS is an extensively accepted protocol for providing large groups of
users access to a server. Although it was originally developed for dial-in
server access over telephone lines, the concept is also useful for the hotspot
authentication process. For that reason, it can be used in a more complex
provider network, for example, to provide access for the same users via dial-
in and hotspots. You configure RADIUS servers and their access parameters
in the dialog Public spot : Server under "Authentication servers".

In certain scenarios, it can be feasible to use more than one RADIUS server.
In general, a RADIUS server is specified by its IP address, the UDP port the
RADIUS service is bound to (typical ports are 1645 or 1812), and a so-called
"shared secret". This is a random character string which acts as a password
for access to the server. Only clients which know the shared secret can
interact with the RADIUS server, since the password for the user account is
hashed instead of being sent in plain text.

In theory, the simplest possible RADIUS transaction consists of the device
sending the entered account data (user name + password) to the RADIUS
server and the RADIUS server responding with either "yes" or "no". However,
the RADIUS protocol also allows more complex responses and requests
where the communication partners use a list of variables — so-called
"attributes" — for requests and responses. In the section “Commonly
transmitted RADIUS attributes” on page 595 there is a list of which attributes
a device can send to a RADIUS server and which attributes from a RADIUS
response are understood by the device.
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Multiple authentication servers

As mentioned previously, the list of authentication servers can contain
more than one entry. There may be situations where the hotspot provides
access to the Internet for customers from different service providers.
These providers may have separate user databases and their own
RADIUS servers. The device must select which provider corresponds to
the user based on the username.

Whenever the device does not find an entry for an authenticated user in
its local table, it will first search through the authentication server list to
find the provider that corresponds to the user. For example, user account
names like JohnDoe@mydomain .de contains the authentication server
entry named MYDOMATIN. If the first allocation does not work, the device
attempts to allocate the entry DEFAULT to the user. If this entry also does
not exist, the device selects the authentication server that is first in the list.
If the device does not find an entry (i.e., the list is empty), the user
authentication fails.

Depending on the allocation of a user to a authentication server, your
device always transmits the complete username to the selected RADIUS
server. The selected RADIUS server is stored as the provider for the
subsequent session and used for optional RADIUS accounting.

Chaining of backup servers

Internet access providers wish to provide a very high level of availability,
and a common method to achieve this relies on redundancy. This
redundancy is achieved using the backup servers which are needed when
a request times out on the primary server, for example, because the
server or another network component along the way was unavailable.
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The requirements for backup servers varies widely among the different
providers, which is why the list of authentication servers does not have a
specific number of input fields. Instead, the device offers you a series of
backup servers (backup chaining). Here, two or more entries in the
authentication server table may be chained together to form a list of
RADIUS servers. The device looks through the list of RADIUS servers
one by one until the end of the list is reached (authentication failure due
to server unavailability) or a response from a server (either positive or
negative) is obtained.

You chain backup servers using the input field "Backup name" in the add/
edit dialog under public Spot : Server : Authentication server.
Whenever a RADIUS request fails (i.e. times out), the device checks the
backup field, and continues to try the RADIUS server specified in the entry
that is referenced by the backup name. In general, an unlimited number
of servers can be connected this way, which makes it possible for several
providers to assign the same fallback server. The chain of backup servers
is considered to be terminated if one of the following conditions occurs:

Querying a RADIUS server failed and the corresponding
authentication server table entry has an empty backup field.

Querying a RADIUS server failed and the corresponding provider table
entry has an invalid backup field, i.e. the entry referenced is not
present in the authentication server list.

Querying a RADIUS server failed and the corresponding
authentication server list entry refers to an entry that has already been
used in the query process. This avoids endless RADIUS requests due
to circular references. It is possible to specify two RADIUS servers that
reference each other as backups, with the primary server being
selected by the user account name.

Note: While the device is sending a RADIUS request, the TCP/HTTP
connection to the client still exists. If the runtime of the chaining exceeds
the lifetime of the TCP/HTTP connection, the client interrupts the login
attempt. Therefore, it may be recommended to reduce the number of
request retries to the individual backup servers as well as the time
intervals between requests. These settings can be made in rRaDIUS
server : Options.
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6.5.9 Billing without a RADIUS accounting server

If user administration is performed using the internal user list of the Public
Spot module, and you do not want to use a RADIUS accounting server, your
only option is to use the expiry date of the user account for accounting
purposes.

The use of the internal user list is no longer recommended. Instead, in order
to take advantage of all of the options the Public Spot offers, you should use
the internal RADIUS server for new installations.

Note: For the purposes of billing by credit payment, the Public Spot can use
SYSLOG to output detailed connection information to any computer in the
network. Using the appropriate software on the destination computer allows
you to precisely bill the resources that were actually used (such as
connection times or transfer volumes).

6.5.10 Billing via RADIUS accounting server

For the purposes of billing via a RADIUS server, you can set up the Public
Spot so that it regularly supplies the current connection information for every
active user to the specified accounting server. Accounting is started when a
client is authenticated using RADIUS and a valid "Accounting server" is
configured for the relevant "Authentication server" in the list of
"Authentication servers". It is possible to use different RADIUS servers for
authentication and accounting.

Each of the regular message packets to the accounting server contains
information about the resources (time, transferred data volumes, etc.)
consumed by the user since the last message. This means that, even in the
worst case of a Public Spot failure (e.g., due to a power outage or similar),
only a small amount of accounting information will be lost.
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Periodic messaging of accounting information to the accounting server
(interim updates) is deactivated by default. It is activated by setting a value
for the accounting cycle which is greater than 0.

LANconfig: public Spot : Users : Update cycle

Note: This cycle is defined in seconds. This sets the time interval of when

your device regularly sends connection information to the accounting server.
Setting the cycle to 0 deactivates this function. If this is the case, your device
only sends accounting information at the beginning and end of the session.

When accounting on a prepaid basis, the RADIUS server monitors the
restrictions on the users (limits on connection times or transfer volumes,
expiry date). As soon as a user has used up the prepaid amount, the RADIUS
server locks the user account. Your device rejects future login attempts for
the user.

Note: Time limits for prepaid models can be monitored by the Public Spot
during active sessions. If a time limit is exceeded, the Public Spot
automatically terminates the corresponding session. The monitoring of
prepaid amounts is possible if the RADIUS server transmits the user's time
credit to the Public Spot as the "Session timeout" attribute at the start of the
session.

Request types

Your device is able to send different types of RADIUS requests to an
accounting server. These requests differ according to a user's session
state:

An accounting start request is sent after a successful authentication.

An accounting stop request is sent after a Public Spot session is
terminated.

Optional: Interim updates are sent throughout the session.
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There are two types of interim updates: An initial update is sent
immediately after the start request since some RADIUS servers need this
in order to create a session in the accounting database. All further
updates depend on whether an accounting cycle was created for the
respective session (see public Spot : Users : Accounting update
cycle).

Alternatively, this value may be included in a RADIUS authentication
response: The RADIUS server offers the RADIUS client (for example,
your Public Spot) an interim accounting interval, which the client will use
if it has the appropriate support for this and as long as no interval was set
locally on the device itself.

Note: If a local value was set, it will always be given a higher priority than
the one received from a RADIUS server, which the RADIUS RFCs require
by default!

In the section “Commonly transmitted RADIUS attributes” on page 595
there is a list of which attributes a device can send to a RADIUS server
and which attributes from a RADIUS response are understood by the
device.

Accounting backup

The backup solution for RADIUS accounting is the same as the one for
RADIUS authentication, in that your device goes through the entries in the
authentication server list one by one (see chapter “Chaining of backup
servers” on page 482). The backup entries for the accounting server
should be chosen with the same care as for the authentication server: If
you are using multiple backups, you will probably have to reduce the
timeout/try values for the requests in order to achieve reasonable
response times for the entire system.

Note: User sessions are not paused while the device sends accounting
requests, which consumes additional resources in the device—in contrast
to authentication. Please ensure that the time required for the selection of
an accounting server* should be less than the length of an accounting
cycle for interim update requests. This stops the requests from queuing
up, which would result in a stack overflow.
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* Number of backups x (idle timeout + number of retries)

6.5.11 Multi-level certificates for PublicSpots

SSL certificate chains can be loaded into the device as a PKCS#12
container. These certificate chains can be used for Public Spot
authentication pages by using the HTTPS server implemented in the device.
Certificates from recognized trust centers are normally multi-level. Officially
signed certificates in the Public Spot are necessary to avoid certificate-
related error messages from the browser when authenticating at a Public
Spot.

The certificate is loaded into the device for example by using WEBconfig in
File Management to upload the individual files of the root CA certificate or a
PKCS#12 container:

Upload Certificate or File

Select which file you want to upload, and its nameflocation, then click on ‘Start Upload!
In case of PKCS12 files, a passphrase may be necessary

File Type: l SS5L - Certificate (* perm, *cit * car [BASER])
Fille SSL - Certificate (*pem, * ort. *cer [BASER4])
Marme/Location S5L - Private Key (* key [BASER unencrypted])

i SE!

(DEN

Passphrase (if

required) )

Caution: Files are 18 564 _n5a Key (< key [BASER4 unencrypted]) he individual
modules using these S5 _ 2 apiad public keys mediately
atter download PN -Root CA Certificate (*pem, * ot * cer [BASER4])

r Replace existing “PM - Device Certificate (*.pem. *.crt *.cer [BASEG4])
WPN - Device Private Key (* key [BASEEGS unencrypted])
PN - Cantainer (VPN1) as PKCS#12-File (* pt, *p12)
PN - Container (VPNZ) as PKCS#12-File (* pix * p12
P - Cantainer (VPIN3) as PKCS# 2-File (“phx <p12
P~ Cantainer (YP4) as PKCS# 2-File (*pix “p12
PN - Container [YPNS) as PKCS#12-File (*pix “p12
PN - Container (YPME) as PKCS#12-File (*pix *p12
WP - Container (VPIN7) as PKCS#12-File (* pi * p12
PN - Container (VPINE) as PKCS#12-File (* pix, * p12
P - Cantainer (VPING) as PKCS# 2-File (*pix “p12

WPN - append additional CA certificates (*pix, *p12, *pem, *.cn. * cer [BASERS 52
Start Upload
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Certificates are normally issued for DNS names, so the Public Spot must
specify the certificate's DNS name as the destination and not an internal IP
address (enter in setup : Public Spot Module : Device Host Name). This
name has to be resolved by the DNS server to provide the corresponding IP
address of the Public Spot.

LCOS Menu Tree
= Setup
i Public-Spot-Module

Device-Hostname

& Device-Hostname mypublicspotexample.com (max. 31 characters)

6.5.12 Assigning users to individual VLANs

Regardless of the assignment of a VLAN ID for the entire Public Spot
module, the device offers you the option of separately assigning individual
VLAN IDs for individual Public Spot users. This ID is automatically assigned
by the RADIUS server to your users after successful authentication. In this
way it is possible, for example, to classify different Public Spot users in
separate networks with different access rights and access options without
having them login to separate SSIDs or requiring you to publicize the
availability of various networks (e.g., networks for different customer types).
The relevant rules can be realized via the firewall by specifying the VLAN ID
of the respective user/the relevant user groups as the source tag.

Note: An enabled VLAN module is a prerequisite for the functions described
above.
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User table - New Entry.

Entry active
Name ¢ MAC address

Case sensilive usemame check

Password:

E4P

/' pratocals will be allowed automaticall,l

Shell privilege level 0

YLAN ID: [
Comment:
Service ype Any
Protocol restriction for authentication
PAP CHAP
MECHAP MECHAPY2

Passphrase (optional

T bandwidth limit:

[] Show R bandwidth fimit

Station mask
Calling station
Called station:
Waldity/E xpity
Expity lype
Relative expiy:
Absolute expin:
Multile login

Max. concurrent logins: |0

(i) |fhere are made norestrictions, all authentication

BIX
[ Show
0 kbit/s
o kbit/s
Relative & absolute
0 seconds
00 : 00 - 00

Open the "User table" in the dialog "RADIUS server ""General" and click
"Add..." to create a new user.

Assign an individual VLAN ID to the new user with the input field "VLAN-
ID". After authentication by the RADIUS server, the individual VLAN ID

overwrites a global VLAN ID that a user would otherwise obtain from the
interface. The value 0 disables the assignment of an individual VLAN ID.

Note: For technical reasons, the assignment of a VLAN ID requires a new

address assignment by the DHCP server. As long as a client is not yet

assigned a new address after successful authentication, the client is still in

the previous (e.g., untagged) network. In order for the clients to be

transferred to the new network as quickly as possible, it is necessary to set

the lease time of the DHCP server as low as possible under 1pv4

Possible values (in minutes) include, for example:

"Maximum lease time:"2

"Default lease time:"1
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Take into account that a strong reduction in global lease time can flood your
network with DHCP messages, and when there is a larger number of users,
it leads to an increased network load! Alternatively, you have the option of
using an external DHCP server or allowing your users to manually request a
new address by using their client. In the Windows command line this is done,
for example, using the commands ipconfig /release and ipconfig /
renew.

Note: By assigning a VLAN-ID, the user loses his connection after the initial
DHCP lease expires. The connection only remains stable as of the second
lease, i.e. after successfully assigning the VLAN-ID.

6.5.13 Error page in case of WAN connection failure

In addition to the general login error pages, you can also inform non-
authenticated Public Spot users of a WAN connection error. Potential users
are informed about the lack of network availability beforehand. This "Error"
page is displayed whenever the Public Spot module registers a WAN link
failure.

In order for the error page to be displayed properly, a corresponding remote
site must be named, the connection to which is monitored by the Public Spot
module. Make an appropriate entry in the dialog public Spot :
server"Remote site". The "Select" button allows you to assign an existing
entry to the input field, or to create a new remote site.

Note: If no remote site is named for monitoring, the Public Spot module
disables the display of the connection error page. If the WAN connection
fails, unauthenticated will not see an error page and their browsers will
timeout instead.
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On your custom error page, use the identifier LOGINERRORMSG to insert the
error message issued by HiLCOS in case of a WAN link failure. In the event
of a WAN link failure, the following error message is displayed:

Dienst nicht verfugbar

einer
indung nicht

Der Dienstistim Mo
chenen WAR

Users who are already authenticated will see an appropriate error message
from their browser.
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6.6 Alternative login methods

In addition to logging-in with previously provided credentials, your users can
also independently request the receipt of login data via e-mail or text
message (SMS), or by gaining instant access to the Public Spot by means of
Login via agreement. Alternatively, in order to implement more complex or
multi-level login scenarios, you can also link your Public Spot to other
software systems using the XML or PMS interface (module optionally
available).

You can also offer your users additional convenience by allowing, for
example, automatic login processes (automatic login as well as re-login
using a MAC address, login using WISPr, Hotspot 2.0), and also the related
roaming services.

Note: Hotspot 2.0 and roaming features are only available in conjunction with
WLAN.

6.6.1 Overview of authentication modes

There are various ways to login to the Public Spot. The network access
authentication setting is located in the dialog pPublic Spot :
Authentication.

Configuration Guide HiLCOS

492



Public Spot 6.6 Alternative login methods

Authentication for network, access

Authentication mode:

(O Mo authentication needed

(O Mo credentials required (lagin via agresment)

(®) Authenticate with name and passward

() Authenticate with name, pazsword and MAL address
(O Login data will be sent by email

(O Login data will be sent by SMS

[ User has to accept the terms of use

Frotocal of lagin page
Login page is called via:
(&) HTTPS - Data transmission is enciypted (recommended)

(O HTTP - Data tranzmission is unencrypted

Login via agreement

Cusztomization

Here you can optionally specify an personalized text that iz dizplayed on the login page.

Login text

The following authentication modes are available:

"No authentication required"
Users get free access to the Public Spot, authentication is not required.

Note: Do not use this setting if your device has unlimited access to the
Internet.

"No credentials required (login after agreement)”
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Users get free access to the Public Spot after they agree to the operator's
terms. With a RADIUS server, login is completely transparent for the user.
The prerequisite is that you have set up an individual template page (a
welcome page with a Login via agreement): In this case, the Public Spot
initially forwards a user to the Welcome page. After the user agrees to the
terms, the device automatically creates a user account in line with the
default values set under public Spot : Wizard and grants access to the
connected network.

Once you have select this login mode, the dialog section "Login via
agreement" becomes available, where you can set additional conditions
for the creation of free user accounts by the RADIUS server:

— "Maximum requests per hour": Specify how many users per hour can
automatically create an account on the device. Decrease this value to
reduce performance degradation caused by an excessive number of
users.

— "Accounts per day": Specify how many accounts a user may create per
day. If this value is reached and the user session has expired, a user
can not automatically register and get authenticated on the Public Spot
for the rest of the day.

— "Username prefix": Enter a prefix which can be used to identify the
user in the RADIUS user table that the device created automatically
after confirmation of the terms of use. This prefix is placed directly in
front of the "User name pattern"” specified under public Spot :
Wizard.

Note: The terms featured on the Welcome screen are not to be confused
with the terms-of-use page itself. The "Terms of use" page is an extra
page that becomes available when certain login modes are activated (see
“Possible authentication pages” on page 559). If no Welcome page has
been set up (see “Configuration of user-defined pages” on page 569), the
device displays an error message when accessing the Public Spot.

"Authenticate with name and password"

Users log on to the Public Spot with their name and their password. Users
get their login data from a network administrator as a voucher.

"Authenticate with name, password and MAC address"
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Users log on to the Public Spot with their name and their password. Users
get their login data from a network administrator as a voucher. For this
login mode, the MAC address of the client must also match the one stored
in the user list by the administrator.

"Login data will be sent by e-mail"

Users log on to the Public Spot with their name and their password. Users
generate the credentials themselves, and the data is sent via e-mail. No
action by an administrator is necessary. Learn more about this login mode
under “Independent user authentication (Smart Ticket)” on page 496.

"Login data will be sent by SMS (text message)"

Users log on to the Public Spot with their name and their password. Users
generate the credentials themselves, and the data is sent by SMS (text
message). No action by an administrator is necessary. Learn more about
this login mode under “Independent user authentication (Smart Ticket)”
on page 496.

For some login modes, the option "User has to accept the terms of use”
allows you to combine the login with an acceptance of the terms and
conditions. In this case, the Public Spot login page displays an additional
option, which prompts the user to accept the terms of use before registering
orlogging in. Users who do not explicitly agree to these terms and conditions
are unable to login to the Public Spot.

Note: Remember to upload a page with terms and conditions onto the device
before you enable this option. Otherwise, the device will only show the user
a placeholder instead of the terms and conditions.
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6.6.2 Independent user authentication (Smart
Ticket)

Devices operating a Public Spot provide users with time-limited access to
certain networks, typically the Internet. In many scenarios, a limited
administrator account is used for the creation of these accounts: For
example, a hotel employee at the front desk can use an account that only has
the functional rights to create and manage Public Spot users. With a few
mouse clicks the employee can print a voucher for the hotel guests granting
them network access.

However, the convenient voucher solution still requires action from an
administrator. Alternatively, you can give the users the option to generate
their own login data for the wireless network, and send it to themselves by e-
mail or SMS (login by "Smart Ticket").

Login via agreement

Alternatively, the device gives you the ability to handle the login for Public
Spot users transparently using a RADIUS server. In this case, the user login
is preceded by a request to consent to the agreement before the user
automatically receives access to the Public Spot. The creation of credentials
by the user via e-mail or SMS does not apply for this authentication method.
Learn more about this in the section under “Overview of authentication
modes” on page 492—the "Login via agreement" is not a part of the Smart
Ticket function.

Configuring e-mail authentication

The settings for transmitting the login credentials to the e-mail address
specified by the user are adjusted in the dialog Public Spot : Email. The
following steps show you how to correctly configure e-mail authentication.

Note: In order to successfully send access credentials as an e-mail, you
must set up a valid SMTP account under Log & Trace : SMTP account
and Log & Trace : SMTP options.
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In addition, you can specify individual text blocks used by the device to
send the login credentials; see “Customizing text message content” on
page 502. By default, the device inserts predefined text modules; for an
overview of these see “Standard texts for e-mail sender, subject line and
body” on page 504.

O Start LANconfig and open the configuration dialog for the device.
[0 Change the view to Public Spot : Authentication.
[0 Change the login mode to "Login data will be sent by email".

1 Change the view to public Spot : Email.

The following zettings are needed if you selected for ‘Authentication’ the zending of login data by
email

Email
Max. emailz send: 100 per hour
Max. requests per MALC: 3 per day

Sender email address:

Mame of sender ] [ Email subject
Usze domain table as: Blacklist v

./f y  Please remember to configure the section 'Log Trace' -» "SMTP" for successfully
=7 zending of email.

0 Under "Max. emails send" you enter the maximum number of e-mails
that the Public Spot module may send per hour to users authenticating
via e-mail. Lower the value to reduce the number of new users per
hour.

I Under "Max.requests per MAC" you specify how many different sets of
credentials the device can provide to a MAC address within one day.

O Under "Sender e-mail address" enter the return address that your
Public Spot users will see when the e-mail is delivered, e.g.
support@providerX.org.
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1 Specify whether the device uses the table "Email domains” as a
blacklist or whitelist with the selection item "Use domain table as".

This definition sets which e-mail addresses or domains may be
entered by your Public Spot users in order to register.

"Blacklist": Registration is permitted on all e-mail domains except
those in this table.

"Whitelist": Registration is possible only via the e-mail domains that
are present in this table.

Note: Please note that a Public Spot operating with an empty whitelist
will black-list (reject) all domains.

[ Use the "Email domains" table to define the e-mail domains that you
allow or prohibit in the case of logins by your Public Spot users via e-
mail. Enter domains in the format @web-domain. com.

LI You can write the configuration back to the device.

Configuring SMS authentication

The settings for transmitting the login credentials as an SMS text
message to the phone number specified by the user are adjusted in the
dialog public spot : sms. The choices available to you vary according
to the device type:

The credentials are sent as an SMS text message via the 3G/4G
WWAN module in another device,

The access credentials are sent as an e-mail to an external E-
Mail2SMS gateway, which then converts the e-mail to SMS.

The following steps show you how to correctly configure the different
variants of SMS authentication.

Note: In order to send login data as a text message via a 3G/4G WWAN-
capable device, the internal SMS module of this device must be set up
under Log & Trace : SMS messages.
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Note: SMS transmission is suitable for installations with a maximum
throughput of 10 SMS per minute.

Note: In order to successfully send access credentials as an e-mail, you
must set up a valid SMTP account under Log & Trace : SMTP account
and Log & Trace : SMTP options.

In addition, you can specify individual text blocks used by the device to
send the login credentials; see “Customizing text message content” on
page 502. By default, the device inserts predefined text modules; for an
overview of these see “Standard texts for e-mail sender, subject line and
body” on page 504.

[0 Start LANconfig and open the configuration dialog for the device.
[0 Change the view to Public Spot : Authentication.
[0 Change the login mode to "Login data will be sent by SMS".

[l Navigate to the menu item public Spot : SMS.

The following zettings are needed if you selected for ‘Authentication’ the zending of login data by

S5
(® Send SMS via external emaito-3MS gateway
(O Send SMS via GSM capable device [e.g. with 3G/4G madem)

./f\. Please remember to configure the section 'Log Trace' -» "SMTP' for successfully
=7 zending of email.

Gateway email address:
Max. messages send: 100 per hour
Max. requests per MALC: 3 per day

Sender email address:

[ Mame of sender Email subject ]

[ Meszage body Country codes... ]

Configuration Guide HILCOS

499



Public Spot 6.6 Alternative login methods

1 Specify how the device sends SMS text messages.

500

— In order to send the login credentials as an SMS text message via
the 3G/4G WWAN module of another device, you first carry out the
steps in the section “Operating devices with the 3G/4G WWAN
module as an SMS gateway” on page 501 and then continue with
the next main step in the configuration.

— In order to send the login credentials to an external E-Mail2SMS
gateway, select the setting "Send SMS via external e-mail-to-SMS
gateway" and then continue with the next main step in the
configuration.

Under "Gateway e-mail address" you enter the IP address or the
hostname of the gateway server, which converts the e-mail into SMS.
If the provider expects to find the mobile phone number in the local part
of the e-mail, you can use the variable $PSpotUserMobileNo.

Under "Sender e-mail address" enter the return address that your
Public Spot users will see when the SMS is delivered, e.g.
support@providerX.org.

Under "Max. messages send" you enter the maximum number of SMS
text messages that the Public Spot module may send per hour to users
authenticating via SMS. Lower the value to reduce the number of new
users per hour.

Under "Max.requests per MAC" you specify how many different sets of
credentials the device can provide to a MAC address within one day.

Under "Country codes" you enter the international code numbers that
the Public Spot will accept when sending data via SMS.

Country codes can be entered directly or with a prefixed double-zero,
for example for Germany 49 or 0049.

Note: This table acts as a whitelist. You must define country codes in
order for the login data to be delivered.

You can write the configuration back to the device.



Public Spot 6.6 Alternative login methods

Operating devices with the 3G/4G WWAN module as an SMS
gateway

When using Public Spot authentication via SMS (Smart Ticket), you have
the option of sending access credentials via the 3G/4G WWAN module in
a further device instead of using an external E-Mail2SMS gateway. To

use this option, you must store the address and the access credentials for
the 3G/4G device on the device that provides the Public Spot. For the

purpose of sending the SMS, the Public Spot module uses a URL call to
send the credentials and the text message to the external 3G/4G device.

The option is available on devices both with and without their own 3G/4G
WWAN module. These options allow you to chain multiple devices
together and to set up your own transmitting device if you operate multiple
Public Spots or use a device without a 3G/4G WWAN module.

1 Start LANconfig and set up the SMS module on the 3G/4G device that
is to serve as an SMS gateway. In addition, we recommended that you
create an administrator without access rights (select "None") and with
just one function right, "Send SMS".

I Open the configuration dialog for the device that provides the Public
Spot.

[ Navigate to the menu item public Spot : SMS.
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The following zettings are needed if you selected for ‘Authentication’ the zending of login data by
SHS.

SM3

(® Send SMS via external emaito-3MS gateway
(O Send SMS via GSM capable device [e.g. with 3G/4G madem)

(g Please remember to configure the section 'Log Trace' -» 'SMTP' for successfully
=7 zending of email.

Gateway email address:
Max. messages send: 100 per hour
Max. requests per MALC: 3 per day

Sender email address:

[ Mame of sender Email subject ]

[ Meszage body Country codes... ]

[0 Select the setting "Send SMS via GSM-capable device (e.g. with 3G/
4G modem)".

0 Enter the user name and password for the administrator on the other
3G/4G device under "Administrator" and "Password".

O In the field "Address of GSM device", enter the IP address where the
Public Spot is to reach the other 3G/4G device.

Customizing text message content

By default, the device uses predefined text modules as the content of the
e-mails or SMS text messages. An overview of these standard texts is
available under “Standard texts for e-mail sender, subject line and body”
on page 504. You can also define your own texts.
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Note: If you do not specify any text for a language, the device
automatically enters the internal default text.

O

O

Start LANconfig and open the configuration dialog for the device.

Depending on the selected authentication method, switch to the view
Public Spot : E-mail or "SMS".

Using the button "Name of sender”, enter a customized sender name
for the e-mails or SMS text messages sent in the various languages,
e.g. Provider X.

Use the "E-mail subject" button to enter a subject line for the e-mails
sent in the various languages by the Public Spot module. Special
control characters are available for this, described in more detail in the
section “Variables and control characters” on page 503.

Use the "E-mail body" or "Message body" button to enter the content
of the e-mails or SMS text messages sent in the various languages by
the Public Spot module. Variables and special control characters are
available for this, described in more detail in the section “Variables and
control characters” on page 503.

Now write the configuration back to the device.

Variables and control characters

The message texts used for the Smart Ticket function can be customized
with the use of variables and control characters. The variables are
automatically populated with values when the Public Spot module sends
the e-mail to the user or the SMS gateway.

Variables
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The following variables are available in the input field "E-mail body":
[ $pPSpotPasswd

Placeholder for user-specific password for the Public Spot access.
O $PSpotLogoutLink

Placeholder for the logout URL of the Public Spot in the form http: /
/<IP address of the Public Spot>/authen/logout. This
URL allows users to logout of the Public Spot if, after a successful
login, the session window (which also contains this link) was blocked
by the browser or closed by the Public Spot user.

Control characters
The following control characters may also be used in the text entered into
the fields "E-mail subject” and "E-mail body":
U \n
CRLF (carriage return, line feed)
O\t
Tabulator
[J \<ASCII>
ASCII code of the corresponding character
Note: If the e-mail2SMS provider requires a variable which contains a

backslash ("\"), you have to prefix this with another "\". This prevents the
transformation of the "\" by HILCOS.

Standard texts for e-mail sender, subject line and body

If you leave the dialogs public Spot : Email or "SMS" blank, then the
device automatically reverts to the standard texts in the corresponding
language as stored in HILCOS to generate the e-mail. The language used
depends on the language setting of the browser used by the user for
registration. If there are no default texts stored internally for a language,
the device uses the English texts.
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Table 1: Overview of the internal standard texts for authentication via e-mail/SMS

Name of E-mail subject E-mail body
sender
Deutsch  Public Spot  Your login credentials Your password for the Hirschmann Public
for the Public Spot Spot: $PSpotPasswd $PSpotLogoutLink
English  Public Spot  Your Public Spot  Your password for the Hirschmann Public
account Spot: $PSpotPasswd $PSpotLogoutLink

Setting default values for the user templates

The following section describes how you adjust the default values for the
"User templates” to meet your needs. The device uses the values set here
as defaults when creating new users in Smart Ticket and when users login
after confirming the terms and conditions. If you have so opted to send the
login credentials via e-mail/SMS or you have activated the login after

confirming the terms and conditions, each new user account is equipped
with the permissions and constraints as defined by the user template.

[0 Start LANconfig and open the configuration dialog for the device.

[0 Change the view to public Spot : Wizard.
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Add uzer wizard

Public spot uzer accounts can be easily generated by the "WEBconfig wizard. Both user name
and password are generated automatically, and the next page offers to print out a page for the
public zpot uzer that containg all necessary data.

Drefault validity periods. .. ] [ Maxi. concurent logins...
Uszer name pattern: uzerin
Password length: E
[ Public spot S51Ds... |l Bandwidth profies...
PFrint header and company emblem PFrint lagout link,

Uszer template for email and S5

Expiry type: Fielative & absolute e

Fielative expiry: 3600 zeconds
Absolute expiry: 365 days

] Multiple lagin

Time budget: 1] minutes
Wolume budget: 1] Megabyte
Comment:

[0 Complete the input fields in the section "User template" according to
your preferences:

"Expiry type": Using this entry you define how an automatically
created Public Spot user account expires. You can specify whether
the validity period of a user account is absolute (e.g. expires on a
set date) and/or relative (elapsed time since the first successful
login). If you select both values, the expiry time depends on which
case occurs first.

— "Relative expiry": Using this entry you define the relative expiry time
of an automatically created user account (in seconds). The "Expiry-
type" that you chose must include relative in order for this
setting to work. The validity of the account terminates after the time
period specified in this field from the time of the first successful
login of the user.
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— "Absolute expiry": Using this entry you define the absolute expiry
time of an automatically created user account (in days). The
"Expiry type" that you chose must include absolute in order for
this setting to work. The validity of the account terminates at the
time specified in this field, calculated from the day of the creation of
the account.

— "Multiple login": This entry allows you to generally allow or prohibit
users with an automatically created account to login to the Public
Spot using the same credentials with multiple devices at the same
time. The number of devices that can be logged on simultaneously
is specified using the input field "Max. concurrent logins".

— "Maximum number": Using this entry you set the maximum number
of devices which can concurrently login to an automatically created
account. The value 0 stands for "unlimited". In order for this setting
to work, the parameter "Multiple login" must be enabled.

— "Time budget": Using this entry you define the time budget which
automatically created users are assigned. A value of 0 disables the
function.

— "Volume budget": Using this entry you define the volume budget
which automatically created users are assigned. A value of 0
disables the function.

— "Comment": Using this entry you specify a comment or
informational text which the RADIUS server adds to an
automatically created user account.

L1 Optional: If necessary, change the "User name pattern” and the
"Password length". In the authentication modes mentioned above, the
device uses the relevant New user wizard default values (see “Setting
default values for the Public Spot wizard” on page 443) to
automatically generate a user name and a password.

1 You can write the configuration back to the device.
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6.6.3 Automatic re-login

Mobile WLAN clients (e.g., smart phones and tablet PCs) automatically log
in to known WLAN networks (SSID) when they reenter the cell. In this case,
many apps automatically and directly access web content using the web
browser in order to request current data (such as e-mails, social networks,
weather reports, etc.) It is similar for mobile LAN clients (e.g., notebooks)
which have to be disconnected from the network for a short time for a change
of location (e.g., for changes from a lecture hall to a library in a college). In
all of these cases, it is impractical to make the user manually log in to the
Public Spot again in the browser.

With automatic re-login, the user only has to be identified on the Public Spot
once. After a temporary absence, the user can seamlessly use the Public
Spot again.

The Public Spot records the manual login and logout as well as a re-login in
the SYSLOG. It stores the same login data for a re-login that a user had
employed for initial authentication.

Note: The authentication is only performed on the MAC address of the client
when re-login is enabled. Since it can lead to security problems, re-login is
disabled by default.

The settings for automatic re-login can be found in LANconfig in the device
configuration under public Spot : Users in the section "Users and
authentication servers".
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Uszers and authentication servers

Fleaze enter uger names and their passwords in the uzer list. Use the provider list to
authenticate users via RADIUS servers.

[ Uzer list... ] [ Provider list...

[[] Cleanup user table automatically
Allows multiple loging

M avimum entries in station table: | 8.192 stations
Allow automatic re-login

Table limit: 8152 stations
W alid time: 259.200 seconds

/yh Please take into account that the repeated authentication is performed exclusively by
20 MAC address check.

The selection box "Allow automatic re-login" enables this function.

You specify the number of clients (maximum 65536) in the field "Automatic
re-login table limit" that the re-login function may use.

In the field "Automatic re-login valid time" you specify how long the Public
Spot stores the credentials of a client in the table for a re-login. After this
period expires, the Public Spot user must log in again using the login page of
the Public Spot in the browser.

6.6.4 Automatic authentication with the MAC
address

After successful authentication, a Public Spot gives the user access to
certain services. The Public Spot usually displays a login website to allow
users to authenticate themselves. The user enters the authorization
credentials into the login page and the Public Spot then redirects the user to
the allowed sites.
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In some applications, authentication via web site may not be desired or not
possible, as the following examples illustrate:

The end device does not have a browser and therefore cannot open the
login page.

Manually accessing the login page may be undesirable, such as when
carrying out a performance test.

Automatic authentication on the Public Spot with a MAC address makes it
possible to use the Public Spot without first opening the login page. The
administrator enters the MAC addresses of the corresponding end device
into the table of permissible MAC addresses under public Spot : Users :
MAC authenticated users.

The MAC-address check procedure

When the device receives a request from a client, the Public Spot
executes the following steps for the automatic authentication by MAC
address:

510

If the Public Spot has already authenticated the MAC address of the
received data packets, the device forwards the data packets without
further delay.

If the MAC address is in the list of allowed clients, the Public Spot
starts a new session for the user and forwards the corresponding data
packets.

If a provider has been defined for verification of the MAC addresses by
RADIUS, and a positive, valid MAC address authentication is cached
in the Public Spot, then the Public Spot starts a new session for that

user and forwards the associated data packets.

If a provider chooses to check the MAC address with the RADIUS
server, but does not have a valid authentication for the MAC address
saved in the cache of the Public Spot, the Public Spot starts
authentication on the corresponding RADIUS server. After a positive
response, the Public Spot starts a new session for that user and
forwards the associated packages.

All of the above checks are unsuccessful, the Public Spot directs the
user to the login page.
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Authentication of the MAC address by RADIUS

If the MAC address of a WLAN client requesting to associate is not
included in the list of permissible addresses, the Public Spot can
alternatively authenticate the address via a RADIUS server.

To enable RADIUS authentication, the administrator selects one of the
RADIUS servers that has defined in the device and saved to the list of
providers.

In addition, the administrator defines a lifetime for the rejected MAC
addresses. This lifetime is used by the Public Spot to prevent the RADIUS
server from being flooded with repeated requests for MAC addresses
which cannot be authenticated (without login) via the RADIUS server or
MAC address table.

If a MAC address authentication is rejected by the RADIUS server, the
Public Spot saves this rejection for the lifetime defined here. The Public
Spot responds to further requests for the same MAC address directly and
without forwarding them to the RADIUS server first.

Configuration in LANconfig

For the configuration in LANconfig, you can find the parameters for the
authentication of the clients using the MAC address in the dialog public
Spot : Users : MAC authenticated users.

MAC authenticated users - New Entry E]g]
MAC address: AABBCCDDEEFF
Uszer name: Myllzer

Provider accounting: RADIUS-SERVER-1 v

Ok H Cancel ]
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6.6.5 Automatic authentication via WISPr

Your device provides an interface for authentication via WISPr. The WISPr
standard is the technological predecessor of the 802.11u and Hotspot 2.0
specifications. The acronym stands for Wireless Internet Service Provider
roaming and designates both a process and a protocol that allow users of
WLAN enabled devices to roam seamlessly between the WLANS of different
operators — and, therefore, between their Internet service providers. The idea
behind it is similar to that of 802.11u and Hotspot 2.0; however, it requires
more comprehensive support by the respective users.

Using the WISPr protocol, you can provide logins and network usage on your
hotspot in a manner similar to Hotspot 2.0, even for end devices that no
longer support Hotspot 2.0. The prerequisite is that your service provider
provides the necessary infrastructure. Support for the user's device is
provided either by the operating system or a suitable app (smart client). This
client handles authentication to the hotspot for the user. If no credentials are
available for the relevant network, the client queries the user for valid
credentials at the system level. In any case, this eliminates the user having
to log in via a login web page in the browser.

Because of its age, almost all current end devices with iOS, Android and
Windows 8 support the WISPr protocol. In addition, larger WLAN Internet
service providers often have their own apps to make the login for their clients
easier: These apps include a preconfigured database of the provider's own
hotspots and, optionally, those of their roaming partners. The authentication
process corresponds to the following schema:

[0 A customer installs his provider's hotspot app to act as a client, which
provides a database of preconfigured hotspot SSIDs.

0 The client connects automatically with one of the hotspots and sends a
HTTP-GET-Request to a random URL to test if direct Internet access is
available or the Public Spot requires authentication.

U In HTTP-Redirect the hotspot sends a WISPr-XML-Tag with the Login-
URL.

[ The client sends its login data to the Login-URL in an HTTP-Post.

Example for an XML-Tag in redirect;
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<HTML>
<?xml version="1.0" encoding="UTF-8"?>
<WISPAccessGatewayParam xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance”
xsi:noNamespaceSchemaLocation="http://www.acmewisp.com/WISPAccess
GatewayParam.xsd”>
<Redirect>
<AccessProcedure>1.0</AccessProcedure>
<AccessLocation>Hotel Contoso Guest Network</AccessLocation>
<LocationName>Hotel Contoso</LocationName>
<LoginURL>https://captiveportal.com/login</LoginURL>
<MessageType>100</MessageType>
<ResponseCode>0</ResponseCode>
</Redirect>
</WISPAccessGatewayParam>
</HTML>

Note: In order to use WISPr, the device must have an SSL certificate and a
private key installed. The certificate must either be signed by a trusted
authority or — if it is a self-signed certificate — be imported as a trusted
certificate on the client. Otherwise the client will reject the login via WISPr.

Configuring WISPr

Configure the WISPr function of your device in the menu public Spot
WISPr.

5P

Using ‘WISPr Mwireless Intermet Service Provider roaming] SmartClients can log into the Public
Spot without uging the usual login page.

WISPr activated
Location 1D:

Operator name:

Location:

Login URL [HTTPS):
Logoff URL [HTTPS):
Abort login URL [HTTPS]:

Max. auth. failures: 5
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In this window you have the following options:

514

"WISPr activated": Enable or disable the WISPr function for the
device.

“Location ID": Use this ID to assign a unique location number or ID for
your device, for example, in the format
isocc=<ISO_Country_Code>,cc=<E.164_Country_Code>, ac
=<E.164_Area_Code>, network=<SSID/ZONE>

"Operator name": Enter the name of the hotspot operator, e.g.,
providerX. This information helps the user to manually select an
Internet service provider.

"Location": Describe the location of your device, e.g.,
CafeX_Market3. This helps to better identify a user in your hotspot.

"Login URL (HTTPS)": Enter the HTTPS address, that the WISPr
client uses to transfer the credentials to your Internet service provider.
Any external URL can be entered or the Public Spot itself. If the Public
Spot should authenticate users using WISPr, enter the URL in the
formathttps://<Device-FQDN>/wisprlogin. For"wisprlogin"in
the example, any freely defined path can be used.

"Logoff URL (HTTPS)": Enter the HTTPS address that a WISPr client
uses for logging off at your Internet service provider. The same rules
apply as for the login URL.

"Abort login URL (HTTPS)": Enter the HTTPS address to which the
device forwards a WISPr client if authentication fails. The same rules
apply as for the login URL.

Note: The three URLs must be different, if the Public Spot is used in
the device domain, for example:

Login URL: https://<Device-FQDN>/wisprlogin

Logoff URL: https://<Device-FQDN>/wisprlogoff

Abort-Login-URL: https://<Device-FQDN>/wisprabort
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Finally, for test purposes, you can also configure an URL with IP
addresses. In a production system, the client will check the FQDN of
the certificate!

"Max. auth. failures": Enter the maximum number of failed attempts
which the login page of your Internet service provider allows. If the
Public Spot is used, the Public Spot rejects further login attempts by
the specified client after this number of failed attempts.

RADIUS attributes transmitted via WISPr

If you enable WISPr and you use an external RADIUS server, the Public
Spot transmits the attributes (access request):

Location ID
Location name
Logoff URL

These attributes are subset of the values configured in the previous
section. The provider or roaming broker can use them to identify the
location of the client for accounting purposes. Vendor Specific Attributes
(VSA) are used with the IANA Private Enterprise Number (PEN) 14122,

The Public Spot processes the attributes (access accept) from an external
RADIUS server:

Redirection URL: URL to which a client should be redirected after
login. This function is not supported by all smart clients.

Bandwidth max up: Maximum uplink bandwidth available to the
client.

Bandwidth max down: Maximum downlink bandwidth available to the
client.

Session terminate time: Time when the client should be
automatically de-authenticated. According to 1ISO 8601, the format is
YYYY-MM-DDThh :mm: ssTZD. If "TZD" is not entered, the client is de-
authenticated according to the local time on the Public Spot.

Session terminate end of day: The value of this attribute can be
either O or 1. It indicates whether the client is de-authenticated on the
Public Spot at the end of the accounting day.
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For accounting purposes, the Public Spot uses the following attributes:
Location ID

Location name
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6.7 IEEE 802.11u and Hotspot
2.0

As of HILCOS 8.90, your device supports WLAN connections according to
the IEEE 802.11u standard and—based on that—the Hotspot 2.0
specification. Using 802.11u you have the option to implement automatic
authorization and authentication of your users on a local WLAN network (for
example, within your company) or a Public Spot network. The prerequisite for
this is that the relevant stations (smartphones, tablet PCs, notebooks, etc. )
also support connections for 802.11u and Hotspot 2.0. In detalil, the following
functions are offered:

Automatic network selection

In a 802.11u-enabled environment, the user does not have to manually
detect and select an SSID. Instead, the client independently searches for
and selects a suitable Wi-Fi network by automatically requesting and
evaluating the operator and network data of all 802.11u-enabled access
points that are in range. A previous login to the access point is not
required.

Hotspot 2.0 stations also have the ability to retrieve information about the
services available in a Wi-Fi network. If specific services that are relevant
for a user (e.g., connections via HTTP, VPN or VolP) are not available for
a Wi-Fi network, any networks that do not meet the criteria are excluded
from further searches. This ensures that users are always connected to
the optimal network.

Automatic authentication and authorization

In 802.11u-enabled environments, the station automatically carries out
the user's login if the necessary credentials are available. Authentication
can be done, for example, using a SIM card, a username and password,
or a digital certificate. Repetitive manual input of the credentials by the
user in a login screen is no longer necessary. After successful
authentication, the user can immediately use the desired services.

Seamless handover

Configuration Guide HILCOS

517



Public Spot 6.7 IEEE 802.11u and Hotspot 2.0

Connections according to 802.11u and in conjunction with 802.21
facilitate the uninterrupted exchange of data connections between
different network types. This enables users to switch their stations
seamlessly from a cellular network to a WLAN network as soon as they
get within range of a Hotspot 2.0 zone—and vice versa. The same is true
for the transfer between two different operators if, for example, the user
goes from one homogeneous network to another during a bus trip

Automatic roaming

Connections as per 802.11u facilitate roaming between different operator
networks. If a user is in range of a Hotspot 2.0 zone of an operator for
which he does not have any credentials, his station still has the option to
switch to its home network. Authentication at a third-party Hotspot 2.0
zone is handled by the operator's roaming partner, which then allows the
user to access the third-party Wi-Fi network. This is interesting not only in
areas where there are only single network operators with access points,
it is also especially attractive for people traveling abroad.

Example: For example, a user who is in transit in the city with his 802.11u-
enabled smartphone (station) can enable the WLAN feature to browse the
Internet. The station then starts trying to find all available Wi-Fi networks in
the area. If any of the access points offer 802.11u, the station selects the one
network that best fits the required service based on the operator and network
information that was previously obtained, for example, from a hotspot
offering Internet access from its own cellular network company. In this case,
the subsequent authentication can be performed automatically via the SIM
card so that the user does not need to intervene at any time during the
process. The encryption method selected for the connection — e.g., WPA2 —
is unaffected.

In summary, connections according to 802.11u and with Hotspot 2.0 enabled
combine the security features and performance of classic Wi-Fi hotspots with
the flexibility and simplicity of data cellular network connections. At the same
time, they relieve the cellular networks by redistributing data traffic (and
possibly also telephony) to the network connections and frequency bands
offered by access points.
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6.7.1 Hotspot operators and service providers

The Hotspot 2.0 specification of the Wi-Fi Alliance differentiates between
hotspot operators and hotspot service providers: A hotspot operator only
operates one Wi-Fi network, while a hotspot service provider (SP)
provides the connection for the user to the Internet or a cellular network. Of
course, it is possible for an operator to also be an SP. However, in all other
cases, a hotspot operator requires the corresponding roaming agreements
with an SP or a group of multiple SPs (called a roaming consortium). Only
when an operator has made these agreements are the various roaming
partners' customers able to authenticate with the hotspot operator. Each
service provider operates its own AAA infrastructure. A hotspot
communicates this list of possible roaming partners and the name of the
hotspot operator using ANQP (see functional description).

6.7.2 Functional description

The 802.11u standard is the base standard of IEEE. This standard
essentially expands access points or hotspots with the ability to broadcast
so-called ANQP data packets (Advanced Message Queuing Protocol) in its
broadcast signals. ANQP is a query/response protocol that a device can use
to request a range of information about the hotspot. This includes both meta-
data, such as information about the owner and the venue, as well as
information on the underlying network, such as information on operator
domains, roaming partners, authentication methods, forwarding addresses,
etc. All 802.11u-enabled devices in range have the ability to request these
data packets without a prior login to the access point in order to select a
network based on the network information.

The Wi-Fi Alliance has added further ANQP elements to the standard, and
markets this specification as Hotspot 2.0. This Hotspot 2.0 function merely
adds additional elements to the standard, which the device can use as
criteria for selecting its network. These criteria include, for example,
information about the services and WAN metrics available at the hotspot.
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The ANQP data packets are the central information element of the 802.11u
standard. However, to signal the support for 802.11u and to transmit data
packets, further elements are required for the operation of 802.11u:

The signaling of 802.11u support in the beacons and probes of a hotspot
are done by the element known as the Interworking element. In this
element, the initial basic network information—such as the network
classification, Internet availability (Internet bit) and the Ol of the roaming
consortium and/or of the operator—are already included. At the same
time, it is used by 802.11u-enabled devices as an initial screening
criterion when detecting a network.

ANQP data packets are transferred within the so-called GAS containers.
GAS stands for Generic Advertisement Service, and is the name of
generic containers that allow a device to request additional internal and
external information for the network selection from the hotspot, in addition
to the information in the beacons. The GAS containers are transmitted on
layer 2 by what are referred to as public action frames.

Login by an 802.11u-enabled client at a Hotspot 2.0

The following functional description schematically illustrates the selection
and login process of an 802.11u-enabled device at a Hotspot 2.0.
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Login via username/password or digital certificate

I The hotspots reply with an ANQP response, which contains, among
other things, the name of the hotspot operator and a list of NAl realms,
which list all available roaming partners (service provider, abbreviated
SP).

[0 The device loads the locally stored credentials from the WLAN profiles
or installed certificates that were set up by the user, and compares the
local realms with the NAI realm lists obtained in (2).

— If the device successfully finds one, it knows that it can be
authenticated successfully on the relevant Wi-Fi network.

— If the device successfully finds more than one, the selection of a
Wi-Fi network is made based on the user's preference list. This list
defines the preferred order of operators in conjunction with the
potential roaming partners. In this case, the device compares the
operator names listed under (2) with the list, and selects the
operator with the highest priority.

I The device authenticates itself with its local credentials at the hotspot
of the preferred operator for the appropriate SP. The access point then
transmits this data over its SSPN interface (Subscription Service
Provider Network) to an AAA system responsible for authentication.
The authentication is performed using the authentication method
determined by the SP. The authentication via username/password
uses EAP-TTLS, and authentication via digital certificate uses EAP-
TLS.

Login via (U)SIM

I In contrast to the login via username/password or digital certificate, a
device with a (U)SIM does not request the list of NAI realms in its
ANQP requests, but rather the 3GPP Cellular Network Information.
The ANQP responses contain the cellular network information list of all
cellular network providers for which the access point offers
authentication.

[0 The device loads the parameters for the cellular network from its local
(U)SIM card, and compares it with the data retrieved from the cellular
network information lists. The list comparison and selection of a
preferred provider network is performed analogous to the login via
username/password or digital certificate.
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] The device authenticates itself with its local credentials at the hotspot
of the preferred operator for the appropriate cellular network company.
The hotspot then transmits this data over its SSPN interface
(Subscription Service Provider Network) to an AAA system
responsible for the authentication. The presence of a (U)SIM card
changes the possible authentication method for the device to EAP-
SIM or EAP-AKA.

0 The AAA system verifies the credentials for authentication via the
interface MAP (Mobile Application Part) at the HLR server (Home
Location Register) of the cellular network company.

If authentication is successful, the device gets access to the WLAN
network either via hotspot (credentials for the operator's network are
available) or automatic roaming (credentials for the operator's network
are not available).

If there are multiple authentication options available for the device (e.qg.,
SIM card and username/password), it has the option of using the
preferred EAP authentication method and, therefore, the preferred
credentials based on the NAI realm or cellular network information list.

6.7.3 Recommended general settings

The Hotspot 2.0 specification recommends the following general settings for
the 802.11u operator:

WPA2-Enterprise Security (802.1x) enabled

Authentication using EAP with the corresponding variant:

— EAP-SIM/EAP-AKA for authentication with SIM / USIM card
— EAP-TLS for authentication with a digital certificate

— EAP-TTLS for authentication with a username and password
Enabled and properly configured ARP proxy

Disabled multicasts and broadcast in cellular networks
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Non-approved data traffic between the cellular network devices (Layer 2
traffic inspection and filtering). The corresponding settings can be found
in LANconfig under wireless LAN : Security

Enabled and implemented firewall on the access router, which provides
Internet access

6.7.4 Configuration menu for IEEE 802.11u /
Hotspot 2.0

You can find the configuration menu for IEEE 802.11u and Hotspot 2.0 under
Configuration : Wireless LAN : IEEE 802.11u.
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IEEE 802.11u nebworks
Specify the IEEE 802.11u networks in the following table:

[ Interfaces...

Access Metwork Query Protocol [AMNGF)

Specify venue information of this Hotzpot in the following table:

[ Wenue informatior...

Wenue group: Unspecified hd

Specify in the following table the ANOP profiles to be uzed in the coresponding column of IEEE
802 11w interfaces.

( ANGP profies... |

Specify in the following tables values for uge in the comesponding columns of AMOP profiles.

MAl-Realms. .. ] [ Cellular network information list... ]

[ Metwork. authentication types... ]

Hotzpot 2.0

Specify in the following table the hatzpat 2.0 profiles to be uzed in the conesponding column of
IEEE 802.11u interfaces.

[ Hotzpot 2.0 profiles. .. ]

Specify in the following list the operators for uge in the coresponding colurn of Hotzpot 2.0
profiles.

[ Operator list... ]

The device offers the ability to individually enable or disable and configure
the support the IEEE 802.11u standard as well as the Hotspot 2.0
functionality for each logical WLAN interface using the button "Interfaces".

Some of the parameters that need to be configured are located in so-called
"profiles". Using profiles, you can group different rows in lists, which you only
have to reference from the other windows. Essentially, these are profiles for
ANQP data packets and Hotspot 2.0. The relationships between the profile
lists is as follows:
|-- Interfaces
| -- ANQP-Profiles
| -- NAI-Realms
| -- Cellular-Network-Information-List
| -- Network-Authentication-Types
| -- Hotspot 2.0 Profiles
| -- Operator-List
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Activating interfaces

The table "Interfaces" is the highest administrative level for 802.11u and
Hotspot 2.0. Here you have the option of enabling or disabling functions
for each interface, assigning them different profiles, or modifying general

settings.

Interface: wireless Metwork 1
IEEE 802.11u enabled

[ Hatspat 2.0

[ Intemet

[ ASRA [Additional Step Required for Access)

Metwork type: PFrivate network hd

Homogeneous Extended Service Set [dentifier [HESSID)]

HESSID mode: BSSID N

Access Metwork Query Protocol [AMNGF)
ANOP profile:

==

Hotzpot 2.0

[ Ok H Cancel ]

In order to edit the entries in the table "Interfaces", click on the button
"Edit...". The entries in the edit window have the following meaning:

"Interface": Name of the logical WLAN interface that you are currently

editing.

"IEEE 802.11u enabled": Enable or disable support for connections
according to IEEE 802.11u at the appropriate interface. If you enable
support, the device sends the interworking element in beacons/probes
for the interface or for the associated SSID, respectively. This element
is used as an identifying feature for IEEE 802.11u-enabled
connections: Itincludes, for example, the Internet bit, the ASRA bit, the
HESSID, and the location group code and the location type code.
These individual elements use 802.11u-enabled devices as the first
filtering criteria for network detection.
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"Hotspot 2.0": Enable or disable the support for Hotspot 2.0 according
to the Wi-Fi Alliance® at the appropriate interface. Hotspot 2.0 extends
the IEEE standard 802.11u with additional network information, which
stations can request using an ANQP request. These include, for
example, the operator-friendly name, the connection capabilities,
operating class and WAN metrics. Using this additional information,
stations are in a position to make an even more selective choice of Wi-
Fi network.

"Internet": Select whether the Internet bit is set. Over the Internet-bit,
all stations are explicitly informed that the Wi-Fi network allows
Internet access. Enable this setting if services other than internal
services are accessible via your device.

Note: Using this function you only communicate the availability of an
Internet connection. You configure the corresponding regulations on
the firewall, irrespective of this option.

"ASRA - Additional steps for access required": Select whether the
ASRA bit (Additional Step Required for Access) is set. Using the
ASRA bit explicitly informs all stations that further authentication steps
are needed to access the Wi-Fi network. Enable this setting if you
have, for example, set up online registration, additional authentication,
or a consent form for your terms of use on your web site.

Note: Please remember to specify a forwarding address in the
"Network authentication types" table for the additional authentication
and/or "WISPr" for the Public Spot module if you set the ASRA bit.

"Network type": Select a network type from the available list which
most closely describes the Wi-Fi network behind the selected
interface. Based on the setting made here, the user has the option to
limit network detection of their devices to specific network types.
Possible values include:

— Private network: Describes networks which are blocked to
unauthorized users. Select this type, for example, for home
networks or corporate networks where access is limited to
employees.

— Private with guest access: Similarto Private network,
but with guest access for unauthorized users. Select this type, for
example, for corporate networks where visitors may use the Wi-Fi
network in addition to employees.
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— Chargeable public network: Describes public networks that
are accessible to everyone and can be used for a fee. Information
about fees may be available through other channels (e.g.: IEEE
802.21, HTTP/HTTPS or DNS forwarding). Select this type, for
example, for hotspots in shops or hotels that offer fee-based
Internet access.

— Free public network: Describes public networks that are
accessible to everyone and for which no fee is payable. Select this
type, for example, for hotspots in public, local and long-distance
transport, or for community networks where Wi-Fi access is an
included service.

— Personal device network: In general, it describes networks
that connect wireless devices. Select this type, for example, for
digital cameras that are connected to a printer via WLAN.

— Emergency services only network: Describes networks that
are intended for, and limited to, emergency services. Select this
type, for example, for connected ESS or EBR systems.
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— Test or experimental: Describes networks that are set up for
testing purposes or are still in the setup stage.

— Wildcard: Placeholder for previously undefined network types.

"HESSID mode": Specify where the device gets its HESSID for the
homogeneous ESS. A homogeneous ESS is defined as a group of a
specific number of access points, which all belong to the same
network. The MAC address of a connected access point serves as a
globally unigue identifier (HESSID). The SSID can not be used as an
identifier in this case, because different network service providers can
have the same SSID assigned in a hotspot zone, e.g., by common
names such as "HOTSPOT". Possible values for the HESSID mode
include:

— BSSID: Select this item to set the BSSID of the device as the
HESSID for your homogeneous ESS.

— User: Select this item to manually assign a HESSID.

— None: Select this item in order to not assign any homogeneous
ESS and to isolate it from the device network.

"HESSID-MAC": If you selected the setting user for the "HESSID
mode", enter the HESSID of your homogeneous ESS as a 6-octet
MAC address. Select the BSSID for the HESSID for any access point
in your homogeneous ESS in capital letters and without separators,
e.g., 008041AEFD7E for the MAC address 00:80:41:ae:fd:7e.

Note: If your device is not present in multiple homogeneous ESS's, the
HESSID is identical for all interfaces

"ANQP profile": Select an ANQP profile from the list. You create ANQP
profiles in the configuration menu using the button of the same name.

"Hotspot 2.0 profiles": Select the Hotspot 2.0 profile from the list. You
create the Hotspot 2.0 profiles in the configuration menu using the
button of the same name.

Venue information and group

Using the table "Venue information" and the following dialogs "Venue
group" and "Venue type code", you manage the information about the
access point's location.
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In the event of a manual search, additional details on the "Venue
information” help a user to select the correct hotspot. If more than one
operator (e.g., multiple cafés) in a single hotspot zone uses the same
SSID, the user can clearly identify the appropriate location using the
venue information.

You can place your device in a predefined category using the "Venue

group" and "Venue type code" — as opposed to the user-defined location
information.

Language:

Wenue name:

[ Ok H Cancel ]

In order to edit the entries in the table "Venue information”, click on the
button "Add...". The entries in the edit window have the following
meaning:

"Language": You have the ability to specify custom information for the
location of the access point for each language. The location name that
matches your user's language will then be displayed. If a language is
not available for a user, its station chooses one based, for example, on
the default language.

"Venue name": Enter a short description of the location of your device
for the selected language, for example:

Ice Café Valencia

123 Street

City, State 12345

The "Venue group" describes the environment where you operate the
access point. You define them globally for all languages. The possible
values, which are set by the venue group code, are specified in the
802.11u standard.
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Using the "Venue type code", you have the option to specify the details
for the venue group. These values are also specified by the standard. The
possible type codes can be found in the following table.

Accesz Metwork Query Protocol [AMOF]

Specify venue information of this Hotzpot in the following table:

[ Wenue informatior...

Wenue group: Azzembly | Wenue type code: 1]

Specify in the following table the ANOP profiles to be uzed in the coresponding column of IEEE
802 11w interfaces.

( ANGP profies... |

Specify in the following tables values for uge in the comesponding columns of AMOP profiles.

MAl-Realms. .. ] [ Cellular network information list... ]

[ Metwork. authentication types... ]

Table 2:  Overview of possible values for venue groups and types

Venue group Code = Venue type code
Unspecified
Assembly 0 = unspecified assembly
1 = stage
2 = stadium

3 = passenger terminal (e.g., airport, bus station, ferry
terminal, train station)

4 = amphitheater

5 = amusement park
6 = place of worship
7 = convention center
8 = library

9 = museum

10 = restaurant

11 = theater
12 = bar
13 = café

14 = zoo, aquarium

15 = emergency control center
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Table 2:  Overview of possible values for venue groups and types

Venue group
Business

Educational:

Factory and industry

Institutional

Commerce

Halls of residence

Warehouse
Utility and miscellaneous
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Code = Venue type code
0 = unspecified business

1 = doctor's office
2 = bank

3 = fire station

4 = police station

6 = post office

7 = office

8 = research facility

9 = law firm
0 = unspecified education

1 = primary school
2 = secondary school

3 =college
0 = unspecified factory and industry

1 = factory
0 = unspecified institution

1 = hospital

2 = long-term care facility (e.g., nursing home, hospice)

3 = rehabilitation clinic
4 = organizational association

5 = prison
0 = unspecified commerce

1 = retail store
2 =food store
3 = auto repair shop
4 = shopping center

5 = gas station
0 = unspecified residence hall

1 = private residence
2 = hotel or motel

3 = student housing
4 = guesthouse

0 = unspecified warehouse
0 = unspecified service and miscellaneous
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Table 2:  Overview of possible values for venue groups and types

Venue group Code = Venue type code
Vehicular 0 = unspecified vehicle

1 = passenger or transport vehicles
2 = aircraft

3 =bus

4 = ferry

5 = ship or boat

6 = train

7 = motorcycle
Outdoor 0 = unspecified outdoor

1 = municipal Wi-Fi network (wireless mesh network)
2 = city park

3 =rest area

4 = traffic control

5 = bus stop

6 = kiosk

ANQP profiles

Using this table you manage the profile lists for ANQP. "ANQP profiles”
offers you the ability to group certain ANQP elements and to
independently assign logical WLAN interfaces in the table "Interfaces".
These elements include, for example, information about your Ols,
domains, roaming partners and their authentication methods. Some of the
elements are located in other profile lists.
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ANQP profiles - New Entry
Mame:

Fioaming congortium list

It iz pozzible to include an organizationally unigue identifier [OU1]
of a roaming consartium in beacon or in ANGP.

Beacon OUI:

Additional OUI:

Hotzpot operator domain

Drefine here one or more domain names of the hotspot operator.

Domain name: list:

Ml realm list

The MAl realm list containg the realms of the hotzpot operator and

roaming partners.

WAl realm list:

Cellular list

The cellular list containg the cellular radio identities of the roaming

partners,
Cellular ligt:
Metwork authentication type lizt
Metwork auth. type list:
[ Ok ] [ Cancel ]

21X

In order to edit the entries in the table "ANQP profiles", click on the button
"Add...". The entries in the edit window have the following meaning:

"Name": Assign a name for the ANQP 2.0 profile here. This name will
appear later in the interfaces table in the selection for ANQP profiles.

"Beacon OUI": Organizationally Unique Identifier, abbreviated as OUI,
simplified as Ol. As the hotspot operator, you enter the Ol of the
roaming partner with whom you have agreed a contract. If you are the
hotspot operator as well as the service provider, enter the Ol of your
roaming consortium or your own Ol. A roaming consortium consists of
a group of service providers which have entered into mutual
agreements regarding roaming. In order to get an Ol, this type of
consortium — as well as an individual service provider — must register

with IEEE.
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It is possible to specify up to 3 parallel Ols, in case you, as the
operator, have roaming agreements with several partners. Multiple
Ols can be provided in a comma-separated list, such as
00105E,00017D, 00501A.

Note: This device transmits the specified OI(s) in its beacons. If a
device should transmit more than 3 Ols, these can be configured
under "Additional OUI". However, additional Ols are not transferred to
a station until after the GAS request. They are not immediately visible
to the stations!

"Additional OUI": Enter the OI(s) that the device also sends to a station
after a GAS request. Multiple Ols can be provided in a comma-
separated list, such as 00105E, 00017D, 00501A.

"Domain name list": Enter one or more domains that are available to
you as a hotspot operator. Multiple domain names are separated by a
comma separated list, such as providerX.org, provx-
mobile.com,wifi.mnc410.provX.com. For subdomains itis
sufficient to specify only the highest qualified domain name. If a user
configured a home provider on his device, e.g., providerX.org, this
domain is also assigned to access points with the domain name wi-
fi.providerX.org. When searching for suitable hotspots, a station
always prefers a hotspot from his home provider in order to avoid
possible roaming costs.

"NAl realm list": Select an NAI realm profile from the list. You specify
profiles for NAl realms in the configuration menu by clicking the button
"NAI realms".

"Cellular list": Select the cellular network identity from the list. You set
the identities for cellular networks — similar to profiles — in the
configuration menu using the button "Cellular network information list".

"Network authentication type list": Select an authentication profile from
the list. You specify profiles for network authentication in the
configuration menu by clicking the button "Network authentication

types".

Additionally, using the telnet console or setup menu, you have the option
to also display the type of available IP addresses, which they can obtain
from the network after a successful authentication. You can access the
relevant parameters "IPv4-Addr-Type" and "IPv6-Addr-Type" via the
telnet path setup : IEEE802.11u : ANQP-General.
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NAI realms

Using this table you manage the profile lists for the NAI realms. With these
lists you have the ability to group certain ANQP elements. These include
the realms of the hotspot operator and its roaming partners, as well as the
associated authentication methods and parameters. Stations use the
information stored in this list to determine whether they have the hotspot
operator or one of its roaming partners have valid credentials.

NAl-Realms - New Entry E]g]
Mame:
Metwork Access |dentifier [MAI)
MAl-Realm:
EAP method: Mone v
Authentication parameters:
[ Ok ] [ Cancel ]

In order to edit the entries in the table "NAI realms”, click on the button
"Add...". The entries in the edit window have the following meaning:

"Name": Assign a name for the NAI realm profile, such as the name of
the service provider or service to which the NAI realm belongs. This
name will appear later in the ANQP profile in the selection for "NAI
realm list".

"NAI realm"; Enter the realm for the Wi-Fi network. The identification
of the NAI realm consists of the username and a domain, which can
be extended using regular expressions. The syntax for an NAI realm
is defined in IETF RFC 2486 and, in the simplest case, is
<username>@<realm>, for user746@providerX.org, and
therefore the corresponding realm is providerX. org.
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"EAP method": Select a language for the NAI realm from the list. EAP
stands for the authentication profile (Extensible Authentication
Protocol), followed by the corresponding authentication method
Possible values include:

EAP-TLS: Authentication using Transport Layer Security (TLS).
Select this setting when authentication via the relevant NAI realm
is performed by a digital certificate that the user has to install.

EAP-SIM: Authentication via the Subscriber Identity Module (SIM).
Select this setting when authentication via the relevant NAI realm
is performed by the GSM Subscriber Identity Module (SIM card) of
the station.

EAP-TTLS: Authentication via Tunneled Transport Layer Security
(TTLS). Select this setting when authentication via the relevant NAI
real is performed using a username and password. For security
reasons, the connection is tunneled for this method.

EAP-AKA: Authentication using Authentication and Key Agreement
(AKA). Select this setting when authentication via the relevant NAI
realm is performed by the UMTS Subscriber Identity Module (USIM
card) of the station.

None: Select this setting when the relevant NAI realm does not
require authentication.

"Authentication parameters": In the window that opens when you click
the "Select" button, select the appropriate authentication parameters
for the EAP method, such as EAP-TTLS
NonEAPAuth.MSCHAPV2,Credential.UserPass or for EAP-TLS
Credentials.Certificate. Possible values include:
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Select input for Authentication parameters @@

Yalue
MNonEAPAuth. {4)

[] MonEaPauth.PAP

[ MonEaPauth.CHAR

[] MonEaPaUth.MSCHAR
] MorEAPAULh.MSCHARPYZ

Credentials. {8)

[ credentials.51M

[ credentials. s

[ credentials. MFCSecure
[ credentials.HwToken
[ credentials. 5w Token
[ credentials. Certificate
[ credentials.UserPass
[ credentials.Mone

Individual values {8)

[ TunnelEaPcredentials. 5T

] TunnelEAPCredentials, LISIM

] TunnelEaPCredentials, MFCSecure
[ TunnelEAPCredentials, HwToken
[ TunnelEAPCredentials, S Token
[ TunnelEAPCredentials. Certificate
[ TunnelEaPCredentials. UserPass
[] TunnelEAPCredentials, Anonymous

> Ok ] [ Cancel

Table 3:  Overview of possible authentication parameters

Parameters Sub-parameters Comment
NonEAPAuth. Identifies the protocol that the realm requires
for phase 2 authentication:
PAP Password Authentication Protocol
CHAP Challenge Handshake Authentication

Protocol, original CHAP implementation,
specified in RFC 1994

MSCHAP Implementation of Microsoft CHAP V1,
specified in RFC 2433

MSCHAPV2 Implementation of Microsoft CHAP V2,
specified in RFC 2759

Credentials. Describes the type of authentication that the

realm accepts:

SIM SIM card

USIM USIM card

NFCSecure NFC chip

HWToken* Hardware token

SoftToken* Software token
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Table 3:  Overview of possible authentication parameters
Parameters Sub-parameters Comment
Certificate Digital certificate
UserPass Username and password
None No credentials required
TunnelEAPCredentials.*
SIM* SIM card
USIM* USIM card
NFCSecure* NFC chip
HWToken* Hardware token
SoftToken* Software token
Certificate* Digital certificate
UserPass* Username and password
Anonymous* Anonymous login

*) The specific parameter or sub-parameter is reserved for future uses
within the framework of Passpoint™ certification, but currently is not in

use.

Cellular network information list

Using this table you manage the identity lists for cellular networks. With
these lists you have the ability to group certain ANQP elements. These
include the network and country codes of the hotspot operator and its
roaming partners. Based on the information stored here, stations with SIM
or USIM cards use this list to determine if the hotspot operator belongs to
their cellular network company or has a roaming agreement with their

cellular network company.

Cellular. network information list - New Entry @g|

Mame:
Country code [MCC]:
Metwork code [MMC]:

Ok ] [ Cancel
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In order to edit the entries in the table "Cellular network information list",
click on the button "Add...". The entries in the edit window have the
following meaning:

"Name": Assign a name for the cellular network identity, such as an
abbreviation of the network operator in combination with the cellular
network standard used. This name will appear later in the ANQP
profile in the selection for "Cellular list".

"Country code (MCC)": Enter the Mobile Country Code (MCC) of the
hotspot operator or its roaming partners, consisting of 2 or 3
characters, e.g., 262 for Germany.

"Network code (MNC)": Enter the Mobile Network Code (MNC) of the
hotspot operator or its roaming partners, consisting of 2 or 3
characters.

Network authentication types

Using this table, you manage addresses to which the device forwards
stations for an additional authentication step after the station has been
successfully authenticated by the hotspot operator or any of its roaming
partners. Only one forwarding entry is allowed for each authentication

type.

Note: Please remember to set the ASRA bit in the "Interfaces" table if you
set up an additional authentication step.

Network authentication types - New Entry. E]g]

Mame:
Authentication type: Accept terms & conditions b

Redirect URL:

Ok ] [ Cancel

Configuration Guide HILCOS

539



Public Spot 6.7 IEEE 802.11u and Hotspot 2.0

In order to edit the entries in the table "Network authentication types",
click on the button "Add...". The entries in the edit window have the
following meaning:

"Name": Assign a name for the table entry, for example, Accept
Terms & Conditions. This name will appear later in the ANQP
profile in the selection for "Network auth. type list".

"Authentication type": Choose the context from the list, which applies
before forwarding. Possible values include:

— Accept terms & conditions: An additional authentication
step is set up that requires the user to accept the terms of use.

— Online enrollment: An additional authentication step is set up
that requires the user to register online first.

— HTTP redirection:An additional authentication step is set up to
which the user is forwarded via HTTP.

— DNS redirection: An additional authentication step is set up to
which the user is forwarded via DNS.

"Redirect URL": Enter the address to which the device forwards
stations for additional authentication.

Hotspot 2.0 profiles

Using this table you manage the profile lists for the Hotspot 2.0. "Hotspot
2.0 profiles" offers you the ability to group certain ANQP elements (from
the Hotspot 2.0 specification) and to independently assign logical WLAN
interfaces in the table "Interfaces". These include, for example, the
operator-friendly name, the connection capabilities, operating class and
WAN metrics. Some of the elements are located in other profile lists.

Hotspot 2.0 profiles - New Entry E]g]
Mame:
Operator names list:
Connection capabilities:
Operating class:
Ok ] [ Cancel ]
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In order to edit the entries in the table "Hotspot 2.0 profiles", click on the
button "Add...". The entries in the edit window have the following
meaning:

"Name": Assign a name for the Hotspot 2.0 profile here. This name will
appear later in the interfaces table in the selection for the Hotspot 2.0
profile.

"Operator name list": Select the profile of a hotspot operator from the
list. You specify profiles for hotspot operators in the configuration
menu by clicking the "Operator list".

"Connection capabilities": Click the "Select" button and enter the
connection capabilities for each service in the window that opens.
Before joining a network, stations use the information stored in this list
to determine whether your hotspot even allows the required services
(e.g., Internet access, SSH, VPN). For this reason, the fewest possible
entries should be entered with the status "unknown". Possible status
values for each of these services are "closed" (-C), "Open" (-0) or
"unknown" (-U):

Configuration Guide HILCOS

541



Public Spot 6.7 IEEE 802.11u and Hotspot 2.0

Select input for Connection capabilities @E|

Yalue
ICMP (3)

[ 1cmp-c
[ cmp-o
[ 1cmp-0

TCP-FTP (3)

[ TP-FTP-C
[ TP-FTP-00
[ TP-FTP-U

TCP-55H (3)

[ Tcp-ssH-c
[ Tcp-ssH-0
[ Tcp-ssH-U

TCP-HTTP (3)

[ TCP-HTTR-C
[ TCP-HTTR-O
[ TCP-HTTR-U

v

[ Ok H Cancel ]
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1cMP: Specify whether to allow the exchange of information and
error messages via ICMP.

TCP-FTP: Specify whether to allow file transfers via FTP.

TCP-SSH: Specify whether to allow encrypted connections via
SSH.

TCP-HTTP: Specify whether to allow Internet connections via
HTTP/HTTPS.

TCP-TLS: Specify whether to allow encrypted connections via TLS.

TCP-PPTP: Specify whether to allow the tunneling of VPN
connections via PPTP.

TCP-VOIP: Specify whether to allow Internet telephony via VolP
(TCP).

UDP-IPSEC-500: Specify whether to allow IPSec via UDP and
port 500.
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— UDP-VOIP: Specify whether to allow Internet telephony via VolP
(UDP).

— UDP-IPSEC-4500: Specify whether to allow IPSec via UDP and
port 4500.

— ESP: Specify whether to allow ESP (Encapsulating Security
Payload) for IPSec.

If you do not know if a service is available and its ports are open or
closed on your network, or you consciously do not want to make any
entry for the status, select a -U setting.

Note: Using this dialog, you do not define permissions! The stations
only use the entries to determine whether to join a network via your
device. You configure specific access permissions for your network
with other device functions, such as the firewall/QoS.

"Operating class": Enter the code for the global operating class of the
access point. Using the operating class, you inform a station on which
frequency bands and channels your access point is available.
Example:

— 81: Operation at 2.4 GHz with channels 1-13
— 116: Operation at 40 MHz with channels 36 and 44
Please refer to the IEEE standard 802.11-2012, Appendix E, Table E-

4, for the operating class that corresponds to your device: Global
operating classes, available at standards.ieee.org.

Operator list

Using this table you manage the plain text name of the hotspot operator.
An entry in this table offers you the ability to send a user-friendly operator
name to the stations, which they can then display instead of the realms.

However, whether they actually do that depends on their implementation.
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Operator. list - New Entry

Mame:
Language: Mone hd

Operator name:

[ Ok H Cancel ]

In order to edit the entries in the table "Operator list", click on the button
"Add...". The entries in the edit window have the following meaning:

"Name": Assign a name for the entry, such as an index number or
combination of operator-name and language.

"Language": Select a language for the hotspot operator from the list.
"Operator name": Enter the plain text name of the hotspot operator.
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6.8 XML interface

In order to be able to cover a wide range of Public Spot scenarios, the default
authentication method of name and password is not sufficient by itself.
Access and accounting models using key cards, dongles or prepaid credit
cards often require additional access data, which the Public Spot in this form
would be unable to manage.

The implemented XML interface connects the Public Spot and an external
gateway. It directs the user data only to the gateway that handles the
authentication and accounting, and it only sends information about the
duration and limits of the user access to the Public Spot.
In this case, the Public Spot only performs the following tasks:

Forward the user requests

Restrict unauthorized access attempts

Accept gateway commands to start and stop a session

Accounting for sessions, if applicable
Since it is not realistic to implement all existing, and at times very specific

scenarios with the associated gateway commands on the Public Spot, the
XML interface was designed to be flexible and multi-purpose.

6.8.1 Function

The communication between the XML interface and external gateway is
processed as follows:
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&

O

O

RADIUS

[]

Public Spot

0

The user connects to the Public Spot's WLAN and sends an HTTP
request to the Public Spot.

The Public Spot forwards the login procedure's HTTP request to the
external hotspot gateway. The external hotspot gateway is located either
in a freely accessible network provided by the Public Spot, or its address
is included in the list of free hosts.

The Public Spot forwards the MAC address of the requesting Public Spot
client to the external gateway. To implement this, navigate to public-
Spot-Module : Page-Table, Setthe "Type" to "Redirect” and suffix the
"URL" with the parameter ?myvar=%m.

Example: http://192.168.1.1/?myvar=%m
In this case, myvar is a freely selectable variable. The variable $mis vital
here, as the Public Spot replaces this with the client's MAC address when

forwarding the request.

The hotspot gateway checks the user's credentials and, if applicable, it
can contact further systems to charging to credit card, for example.
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I The hotspot gateway sends an XML file with the user data to the Public
Spot's XML interface. The external hotspot gateway contacts the device
with the Public Spot XML interface using the URL http://<Device-
URL>/xmlauth.

The Public Spot's XML interface analyses this file and initiates the
corresponding actions. In the case of a login request, the XML interface
inserts the user and the corresponding MAC address into the list of
logged-on Public Spot users. In the case of a logout request, the XML
interface removes the user from this list again. At the same time, the XML
interface confirms the request by sending a corresponding XML file to the
hotspot gateway.

In order for the Public Spot to be able to process the instructions in the
XML file, a special administrator must be set up on the device who has
the function right "Public-Spot -XML-interface". This hotspot gateway logs
in to the Public Spot with this admin account.

While the user is logged in to the Public Spot, the XML interface and
hotspot gateway can exchange status information about the current
session in the form of XML files.

If the user has exhausted his online quota, the hotspot gateway will send
a stop command to the XML interface, and then the Public Spot locks

further access for that user. The XML interface also confirms that the login
is blocked by sending the corresponding XML file to the hotspot gateway.

U If the additional use of a RADIUS server is enabled, the hotspot gateway
optionally creates a user in a RADIUS server.

I The Public Spot sends relevant data to the RADIUS server throughout the
session, for example to facilitate the accounting of the Public Spot usage.
By default, the Public Spot uses its internal RADIUS server for this. If
necessary, you can configure the device running the Public Spot to
conduct forwarding to an external RADIUS server.
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Note: Communications between the Public Spot and a hotspot gateway
with the use of XML is not standardized. Configure the hotspot gateway
according to the instructions in the ,Commands" section in order for the
Public Spot and hotspot gateway exchange the XML messages in the
required form. XML messages are exchanged invisibly without a
graphical user interface. You can use tools such as cURL (see “Analyzing
the XML interface using cURL” on page 550) to test the exchange of
messages.

6.8.2 Setting up the XML interface

The following section describes how to set up the XML interface.
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Note: You need to have the "Supervisor" permission in order to create
another administrator account.

L] Using Management : Admin : Further administrators YOU Create a new
administrator with the function right "Public Spot XML interface".

This is the administrator account that the gateway uses to send XML files
to the Public Spot XML interface.

Further administrators - New Entry E]g]

Entry active

Administrator: wnl_admin

Pazsword: CTTYTTS [ Show
Fepeat: LTITIT)

Access rights: Mone hd

Function rights

[[] Basic wizard [ Security wizard

[ Intemet wizard [] Provider selection
[] RAS wizard [ LAN-LAN wizard
[CIWLAM linktest [C]'WLAN wizard

[] Rallout wizard [] Dynamic DMS wizard

[] Public spat wizard [Public spat configuration)
[[] Public spat wizard (add user)

[[] Public spat wizard [manage user]

Public spat XML interface

[] Adjustment of date and time

[[] Search of further devices in LAN

[155H client

[ Ok H Cancel ]

Note: The new administrator should not have any further Public Spot
function rights, since they represent a potential security risk in
combination with the XML interface (e.g., if the communication between
XML sender and device is unencrypted).

0 You enable the XML interface in public Spot : Server in the section
"External hotspot gateway" and, if necessary, global RADIUS
authentication for your Public Spot.
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O In the section "Allow access without authentication" click on the button
"Free Networks" and add a new network. Enter the "Name/IP address" of
the login page. In "Netmask" enter 255.255.255.255.

When defined as a free network, the user has direct access to the login
page of the gateway without having to login to the Public Spot first.

[0 Configure the gateway so that it sends the user's session data to the
Public Spot XML interface as an XML file.

For questions about configuring the gateway, please refer to the
applicable service provider.

6.8.3 Analyzing the XML interface using cURL

The following section describes the analysis of the XML interface with the
open-source software cURL.

Client for URL, or cURL, is a command line application use for transferring
files on a network without the use of a Web browser or FTP client. "cURL" is
a component of many Linux distributions and is also available for other
operating systems.

Note: To analyze the XML interface using cURL, you need an administrator
account with the function right "Public Spot XML interface" for the Public
Spot.

I First download cURL and install or unpack it.

O Start cURL with the console command curl -X POST -H "Content-
Type:text/xml" -d @filename http://user:pass@myhost/
xmlauth/
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The parameters have the following meaning:

@filename

Path and name of the local XML file, e.g. the login request from the
examples (see “Login” on page 552).

user

Username with the function right titled "Public Spot XML interface".
The XML feature does not work without this authentication.

pass
User password.
myhost

IP address or DNS name of the device with the Public Spot XML
interface

I With Telnet you can use the command trace # XML-Interface-
PbSpot to activate a trace that verifies whether XML requests were
successful or error messages were received.

6.8.4 Commands

The XML interface can process three types of requests and responses:

Login

Logout
Status

An XML file can contain several requests or answers.
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Login

If the external gateway sends a "Login" request in an XML file, the Public
Spot activates online access for the corresponding user. A "Login"
request contains the attribute COMMAND="RADIUS_LOGIN".

If the Public Spot does not use a RADIUS server, a "login" request
prompts it to store the user and the associated MAC address directly in
the internal Status table. As a result, the user is immediately
authenticated in future, and there is no need to display a login page for
entering the username and password.

When you operate a RADIUS server, a 'login' request can only be
successfully processed if the login data of the corresponding user already
exists on the RADIUS server.

Note: The Web APl in the Public Spot provides you with a convenient tool
for creating new Public Spot users on the device's internal RADIUS
server. Further information about this, see “Managing Public Spot users
via the web API” on page 467.
The XML interface can process the following XML elements for a request:
[0 SUB_USER_NAME

User name
[0 SUB_PASSWORD

User password
[J SUB_MAC_ADDR

MAC address of the user's device Possible formats include:

— 00164115208¢

— 00:16:41:15:20:8c

— 00-16-41-15-20-8c
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The XML interface then sends the gateway a "Login" response, which can
contain the following XML elements:

[l SUB_USER_NAME
User name
] SUB_STATUS
The current user status. The following values are possible:
— RADIUS_LOGIN_ACCEPT: Login successful
— RADIUS_LOGIN_REJECT: Login rejected
[J SUB_MAC_ADDR
MAC address of the user's device Possible formats include:
— 00164115208c
— 00:16:41:15:20:8c
— 00-16-41-15-20-8c

Some examples of XML files are given below:
O Login request

The external gateway sends the data for the start of a session to the
Public Spot:

O <?xml version="1.0" encoding="IS0-8859-1"7?>
<PUBLICSPOTXMLINTERFACE>
<ACCESS_CUBE COMMAND="RADIUS_LOGIN">
<SUB_USER_NAME>user2350</SUB_USER_NAME>
<SUB_PASSWORD>5juchb</SUB_PASSWORD>
<SUB_MAC_ADDR>00164115208c</SUB_MAC_ADDR>
</ACCESS_CUBE>
</PUBLICSPOTXMLINTERFACE>

The Public Spot enables 'user2350' in the internal Status table.
0 Login response:

The XML interface sends a confirmation about the start of a session to

the external gateway:
[0 <?xml version="1.0" encoding="IS0-8859-1" ?>
<PUBLICSPOTXMLINTERFACE>
<ACCESS_CUBE ID="WLC_PM" IP="192.168.100.2"
COMMAND="USER_STATUS" >
<SUB_STATUS>RADIUS_LOGIN_ACCEPT</SUB_STATUS>
<SUB_MAC_ADDR>00:16:41:15:20:8b</SUB_MAC_ADDR>
<SUB_USER_NAME>user2350</SUB_USER_NAME>
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<TXRATELIMIT>0</TXRATELIMIT>
<RXRATELIMIT>0</RXRATELIMIT>
<SECONDSEXPIRE>0</SECONDSEXPIRE>
<TRAFFICEXPIRE>0</TRAFFICEXPIRE>
<ACCOUNTCYCLE>0</ACCOUNTCYCLE>
<IDLETIMEOUT>0</IDLETIMEOUT>
</ACCESS_CUBE>
</PUBLICSPOTXMLINTERFACE>

Logout

If the external gateway sends a "Logout" request in an XML file, the Public
Spot blocks the corresponding user's online access. A "Logout" request
contains the attribute COMMAND="RADIUS_LOGOUT".

The XML interface can process the following XML elements for a request:

[0 SUB_USER_NAME

User name

If the device receives this request and the Public Spot module
discovers that this user is online with the corresponding MAC, then this
user is logged out.

SUB_MAC_ADDR

MAC address of the user's device Possible formats include:
— 00164115208c

— 00:16:41:15:20:8c

— 00-16-41-15-20-8c

[0 TERMINATION_ CAUSE

Reason for the user to log off

The XML interface then sends the gateway a "Logout” response, which
can contain the following XML elements:

[l SUB_USER_NAME

User name

] SUB_STATUS
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The current user status. The following values are possible:
— RADIUS_LOGOUT_DONE: Logout successful
— RADIUS_LOGOUT_REJECT: Logout rejected
0 SUuB_MAC_ADDR
MAC address of the user's device Possible formats include:
— 00164115208c
— 00:16:41:15:20:8c
— 00-16-41-15-20-8c
[0 TERMINATION_CAUSE
Reason for blocking access

Some examples of XML files are given below:
O Logout request

The external gateway sends the command for ending a session to the
Public Spot:
O <?xml version="1.0" encoding="IS0-8859-1"?>
<PUBLICSPOTXMLINTERFACE>
<ACCESS_CUBE COMMAND="RADIUS_LOGOUT">
<SUB_USER_NAME>user2350</SUB_USER_NAME>
<SUB_PASSWORD>5juchb</SUB_PASSWORD>
<SUB_MAC_ADDR>00164115208c</SUB_MAC_ADDR>
<TERMINATION_CAUSE>Check-Out</TERMINATION_CAUSE>
</ACCESS_CUBE>
</PUBLICSPOTXMLINTERFACE>

0 Logout response:

The XML interface sends a confirmation about the end of a session to
the external gateway:
[0 <?xml version="1.0" encoding="IS0-8859-1" ?>
<PUBLICSPOTXMLINTERFACE>
<ACCESS_CUBE ID="WLC_PM" IP="192.168.100.2"
COMMAND="USER_STATUS" >
<SUB_STATUS>RADIUS_LOGOUT_DONE</SUB_STATUS>
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<SUB_MAC_ADDR>00:16:41:15:20:8b</SUB_MAC_ADDR>
<SUB_USER_NAWLC_PMME>user2350</SUB_USER_NAME>
<TERMINATION_CAUSE>User logout request</TERMINATION_CAUSE>
</ACCESS_CUBE>
</PUBLICSPOTXMLINTERFACE>

Status

The external gateway queries the current status of a user from the Public
Spot with a "Status” request. A "Status" request contains the attribute
COMMAND="RADIUS_Status".
The XML interface can process the following XML elements for a request:
[0 SUB_USER_NAME

User name
] SUB_MAC_ADDR

MAC address of the user's device Possible formats include:

— 00164115208c

— 00:16:41:15:20:8c

— 00-16-41-15-20-8c
The XML interface then sends the gateway a "Status" response, which
can contain the following XML elements:
[0 SUB_USER_NAME

User name
[J SUB_MAC_ADDR

MAC address of the user's device Possible formats include:

— 00164115208¢c

— 00:16:41:15:20:8c

— 00-16-41-15-20-8c
[0 SUB_STATUS
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The current user status. The following values are possible:
— RADIUS_STATUS_DONE: Status request successful

— RADIUS_STATUS_REJECT: Status request rejected, e.g. unknown
user or MAC address

[ SESSION_TXBYTES

Current sent data volume
[0 SESSION_RXBYTES

Current received data volume
[J SESSION_TXPACKETS

Number of data packets sent so far
[J SESSION_RXPACKETS

Number of data packets received so far
[0 SESSION_STATE

Current status of the session
[0 SESSION_ACTUAL_TIME

Current time

Some examples of XML files are given below:
[ Status request

The external gateway sends the command for a status request to the
Public Spot:
0 <?xml version="1.0" encoding="IS0O-8859-1"?>
<PUBLICSPOTXMLINTERFACE>
<ACCESS_CUBE COMMAND="RADIUS_STATUS">
<SUB_USER_NAME>user2350</SUB_USER_NAME>
<SUB_MAC_ADDR>00164115208c</SUB_MAC_ADDR>
</ACCESS_CUBE>
</PUBLICSPOTXMLINTERFACE>

[0 Status response:

The XML interface sends a status message to the external gateway:
[0 <?xml version="1.0" encoding="IS0-8859-1" ?>
<PUBLICSPOTXMLINTERFACE>
<ACCESS_CUBE ID="WLC_PM" IP="192.168.100.2"
COMMAND="USER_STATUS" >
<SUB_STATUS>RADIUS_STATUS_DONE</SUB_STATUS>
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<SUB_MAC_ADDR>00:16:41:15:20:8b</SUB_MAC_ADDR>
<SUB_USER_NAME>user2350</SUB_USER_NAME>
<SESSION_ID>2</SESSION_ID>
<SESSION_TXBYTES>0</SESSION_TXBYTES>
<SESSION_RXBYTES>0</SESSION_RXBYTES>
<SESSION_TXPACKETS>0</SESSION_TXPACKETS>
<SESSTION_RXPACKETS>0</SESSION_RXPACKETS>
<SESSION_STATE>Authenticated</SESSION_STATE>
<SESSION_ACTUAL_TIME>0</SESSION_ACTUAL_TIME>
</ACCESS_CUBE>
</PUBLICSPOTXMLINTERFACE>
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6.9 Internal and customized
voucher and
authentication pages
(templates)

By default, your device uses pre-installed templates for the login page and all
other authentication pages that your user sees before, during and after a
Public Spot session. However, you do have the option of adapting the
individual web pages to your requirements and changing the design. You
need basic HTML knowledge of DIV containers and cascading style sheets
(CSYS), in order to effectively change the structure and layout of the individual
pages.

6.9.1 Possible authentication pages

The following flow-chart shows an overview and interaction of all
authentication pages available with the Public Spot module: The chart takes
the example of authentication using access credentials. Depending on the
authentication mode and errors that can occur, the interaction may vary
slightly:
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User clicks the
logoff-link

. User accesses the Welcome Page Voucher Page
. Public Spot

E Prelogin Page No Proxy Page
H Terms of use Page Login Page < Help Page

N ——

: 4

E User accepts User enters User enters

. the terms valid data invalid data

H L

; \ 4 \ 4

E Status Page Start Page Error Page -

LTI Logoff Page
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The "Welcome" or "Login" pages are displayed to users when they access
the Internet or the Public Spot for the first time.

The "Welcome" page precedes the login page and is optional for most
authentication modes: You can use this page, for example, to welcome a
user, to provide information about the services available, or to provide
instructions on how to use the Public Spot before continuing to the Start
page with the login form. Only if you have selected the authentication
mode "Login via agreement" is it compulsory for a customized Welcome
page (containing the agreement) to be displayed, because it takes the
place of the login form on the login page.

Note: The pre-installed default pages on your device do not include a

Welcome page. If you set up this type of page without loading a template
onto the device or an external server, the user either lands directly to the
login page or receives an error message, depending on the login mode.

"Authentication" includes the login form, assuming that Public Spot
authentication requires the use of access credentials and that the latter
have to be requested.

The page with the "Terms of use" is only displayed if you require the
confirmation of your terms of use for the selected authentication mode. In
this case, a check box is displayed below the login form with an extra link
that opens the terms in a pop-up.

Note: The default pages installed on your device only include a placeholder
and a generic Terms and Conditions page.

After the user has logged in with his login data (if necessary), the device
checks that the information is correct and displays either an "Error" page,
which sends the users back to the login page, or shows the "Start" page.

Here, the "Error" page is only displayed to unauthenticated Public Spot
users, which means that it is more or less directly associated with the
login process. Typical situations in which a user sees the error page
include unauthorized access to the Public Spot, when a user limit is
exceeded, failed authentication due to the entry of incorrect credentials,
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or in case of failure of the authentication server. If you have set up
monitoring of a remote site, the page could also appear whenever the
Public Spot module registers a WAN link disconnection, as it provides
advance notice to potential users about the lack of network availability
(see “Error page in case of WAN connection failure” on page 490).

Users who are already authenticated will see an appropriate error
message from their browser.

If there are no errors during login, the "Start" page verifies the successful
login and after a few seconds redirects the user to the Internet page
originally requested by user.

Additionally, a successful login is followed by a popup window with the
"Status" page.

The "Status" page shows the user the current information about his
session (e.g., time used so far, sent/received data volumes, and validity
period for his account). It also offers a link to close the session and stop
the accounting. A user clicking on this link is redirected to the "Logout"
page.

The "Logout" page confirms to the user that the logout from the Public
Spot was successful.
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The remaining "Fallback error”, "Help" and "No-proxy" pages are isolated
pages not related to the login process.

The "Fallback error" page appears whenever the device cannot deliver a
custom template page and the fallback to the HILCOS internal default
page is missing. Delivery can fail, for example, if you have specified an
incorrect file path within the pages table, or if the template page does not
exist on the device.

The "No-proxy" page is displayed whenever a user tries to connect via
HTTP on port 8080 instead of port 80. In intranets, port 8080 is typically
used for HTTP proxies. Since this proxy is configured with a static IP
address in the browser settings, but these cannot be configured via
DHCP, the user would not be able to reach this proxy. The purpose of this
page is just to instruct the user to disable the proxy before the user can
proceed.

The "Help" page is only a placeholder used to embed and display specific
information (e.g., details about the login or where to get vouchers) on the
remaining authentication pages (e.g. the Welcome page). The default
pages contain neither a help page nor any link pointing to such a page.
To use a help page, you must first create a custom template page.

The "Voucher" page is not one of the authentication pages: This is the

graphic template for printing the vouchers. By uploading your own template,
you can print tickets with the corporate design of your own company.

6.9.2 Pre-installed default pages

Ex-factory, your device comes pre-installed with all of the pages you need to
setup an operational Public Spot.

The following table gives you a quick overview of the default pages included
with HILCOS:
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Table 4: Overview of installed default pages

Page designation Pre-installed?
Welcome... No
Login... Yes
Error... Yes
Start... Yes
Status... Yes
Logoff... Yes
Help... No
No proxy No
Voucher... Yes
Terms of use... No
Fallback error Yes
Authentication (e-mail)... Yes
Prelogin (e-mail)... Yes
Login (e-mail to SMS)... Yes
Prelogin (e-mail to SMS)... Yes

These pages were deliberately designed to be simple, not to use any fancy
features like dynamic HTML or Java Script, and just to present the necessary
elements as-is. The use of plain XHTML and CSS to produce the necessary
elements only ensures that the pages appear correctly on a variety of
browsers and screen sizes.

As the operator of a hotspot you may want to design more sophisticated
pages or display a more neutral page without the manufacturer's logo. For
that reason, the Public Spot module gives you the option to customize some
of the default pages, or if necessary to replace them with your own design.
The latter can be done either by using HTTP redirection or templates that you
upload to the device and that the device processes like an intelligent HTML
pre-processor. These template pages can be stored directly to the flash
memory, so you can do without an external HTTP server.

Additional languages for the authentication pages

With HILCOS 8.90, the Public Spot module authentication pages now
support the languages French, Spanish, Italian and Dutch (i.e. all pre-
installed default pages except for the voucher page). This allows you to
offer Public Spot access to a broader range of international users. The
language displayed is determined by the settings in the Web browser
used to access the Public Spot.
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Note: Multilingual support refers exclusively to the HILCOS internal
default pages. You can implement multilingual customized template
pages with an external server.

6.9.3 Customizing the standard pages

As an alternative to installing complete user-defined Web pages, the device
provides the option of customizing the pre-installed default pages to a certain
extent. This includes for example the input of a login text that is displayed to
your users in the registration form, or replacing the header image (logo). In
this way, you can quickly deploy a customized Public Spot without having to
deal in-depth with the subject of the Web page authoring.

Customized text on the login page

The Public Spot module gives you the option to specify customized text,
which appears on the login page inside the box of the login form. This
"Login text" can be stored in multiple languages. The language displayed
by the device depends on the language settings of the user's Web
browser. If no customized login text is specified for a language, then the
device falls back to the English login text (if available).

Carry out the following steps to set up customized text on the login page.
O In LANconfig, open the configuration dialog for the device.

[ Navigate to the dialog Public Spot : Authentication, click on "Login
text" and select a language.
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Authentication for network, access

Authentication mode:

(O Mo authentication needed

(O Mo credentials required (lagin via agresment)

(®) Authenticate with name and passward

() Authenticate with name, pazsword and MAL address

(O Login data will be sent by email
(O Login data will be sent by SMS

[ User has to accept the terms of use

Frotocal of lagin page

Login page is called via:

(&) HTTPS - Data transmission is enciypted (recommended)

(O HTTP - Data tranzmission is unencrypted

Login via agreement

Cusztomization

Here you can optionally specify an personalized text that iz dizplayed on the login page.

Login text

O In the dialog that opens, enter the text that your Public Spot should

O

display to users. You can enter an HTML string with max. 254
characters composed of:

[Leerzeichen] [0-9] [A-Z[a-z] @{|}~!S$%&amp; ' ()+-,/
&1t => [\ L #*

LANconfig automatically transforms umlauts into their respective
equivalents (i to ue; R to ss; etc.). To type umlauts, use their HTML
equivalents (such as &uuml ; for i), because the text is directly
embedded in the Web page. You can also use HTML tags to structure
and format the text. Example:

Welcome!<br/><i>Please complete this form.</i>)

Click "OK" to complete your entries and load the configuration back to
the device.

Once the configuration has been written successfully, the new login text
appears the next time the Public Spot page is called.
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Custom header images for variable screen widths

A component of the pre-installed pages in the device is a header image

(logo), which is displayed to your users above the login form for the Public
Spot. You can change this header image as you please, for example to

reflect the application environment or your corporate design. There is no
need for an external Web server; you can simply upload the image directly
into the device via the file management in WEBconfig or the configuration
management in LANconfig.

A special feature of the header image is that it is available in the device
as two possible variants: One version is for large screens or browser
windows with a horizontal resolution exceeding 800 px (normal monitors,
laptops, tablet PCs, etc.), and one is a small picture for screens with a
lower horizontal resolution (PDAs, mobile phones, etc.). This allows you
to provide header images for different target groups and to provide them
a login page that is appropriate for their device.

The available resolutions are set by the CSS file of the device. The pre-
installed default graphics allow for 800x150 px for the large screen and
258x52 px for the small screen. The file type must be either JPG, GIF, or
PNG.

To upload a new header image to the device either as a large or small
version, follow the steps below.

1 Start LANconfig and highlight the device.

O In the menu bar, click on Device : Configuration management :
Upload certificate or file. The "Restore Certificate" dialog opens.
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Restore Certificate @E|
Searchin | 23 Canfig YO X e E-
Filenarme:
Filentype: [ Certficate Files v
Certific:atetype: | Please select the upload target! hd
Pazsword:

[0 Setthe "File type" to "All files" and select the "Certificate type" that you
want to upload.

"Public Spot - Header image of pages": Certificate type for large
screens

"Public Spot - Header image box": Certificate type for small screens

[0 Choose your custom header image and click on "Open". LANconfig
then starts the file upload.

After uploading successfully, the new header image appears the next time
the Public Spot page is called.

Note: You can check that the large and small header images are
displayed by your Public Spot by setting your browser window width to
>800 px and then reducing the width of the window. The CSS technology
automatically switches between the large and small pictures.
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Show/hide manufacturer logo and header on the voucher

In the default settings, the device outputs a voucher with the header
image and logo used on the Public Spot start page. The "Print header and
company emblem" option under public Spot : Wizard allows you to
disable these graphics directly on the device without having to upload a
customized version of the voucher template. In this case a neutral text
voucher is printed.

6.9.4 Configuration of user-defined pages

If you would like to replace the pre-installed pages with your own webpages,
you can either store them directly on the device or on an external HTTP
server. Sophisticated HTML pages may require more storage space than the
space available on the device. There are additional advantages when using
websites from an external server:

Changes can be applied centrally. This reduces the effort required to
change the login pages when using several devices.

The server can dynamically provide the pages whose appearance is
influenced by the information that the device provides. This information is
discussed in more detail in the following chapters.

The storage location for the templates is entered in LANconfig in public
Spot : Server : Page table : <Name of the template> : Page address
(URL). There are currently three protocols available for the URL:

http://..: Fetch the page via HTTP from an external server. TCP-port
overrides and user/password specifications are possible.

https:/ /... Similar to HTTP, but use HTTP over SSL for an encrypted
connection.

file://..: Retrieve the template from the given file in the device’s local
file system.
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Page Address [URL):

Fequest Type: Template hd

[ Fallback ta implemented page

fi\ The device determines the comect source P address for the

= destination netwark. automatically. IF a certain source P
address should be used. ingert it here symbalically or directly.

Source address: v

Ok H Cancel ]

You can use any file name. If you decide to store the template pages in the
device's local memory, they require the URLs reserved specially for this
purpose. An internal standard page will be replaced by a new page loaded
into the device by entering the local URL as the "Page address (URL)".

Table 5:  Overview of the reserved file names for template pages

Local URL on your device Page designation
file://pbspot_template_welcome Welcome...
file://pbspot_template_login Login...
file://[pbspot_template_error Error...
file://[pbspot_template_start Start...
file://[pbspot_template_status Status...
file://pbspot_template_logoff Logoff...
file://[pbspot_template_help Help...
file://pbspot_template_noproxy No proxy
file://[pbspot_template_voucher Voucher...*
file://pbspot_template_agb Terms of use...
file://pbspot_template_fallback Fallback error
file://pbspot_template_reg_email Prelogin (e-mail)...
file://pbspot_template_login_email  Authentication (e-mail)...
file://[pbspot_template_reg_sms Prelogin (e-mail to SMS)...

file://pbspot_template_login_sms Login (e-mail to SMS)...

*Template for printing vouchers, no authentication page
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Note: By uploading user-defined webpages, only the webpages that are pre-
installed on the device are replaced, but not overwritten. They can be rolled
back to the device's proprietary default pages at any time by deleting the
local URL.

Note: To provide the highest possible compatibility with earlier display
devices and web browsers, you should avoid using frames, if possible. Also,
specialized content such as JavaScript or plug-in elements can lead to an
erroneous display.

Login pages depending on the login mode

The following table provides an overview of which login page is displayed
by the device in the various authentication modes. If a login mode has no
customized page template, the Public Spot module takes the default
HIiLCOS page:

Table 6: Overview of login pages of each authentication mode

Authentication mode Page designation

No authentication required -

No credentials required (login after agreement) Welcome...
Authenticate with name and password Login...

Authenticate with name, password and MAC address  Login...

Login data will be sent by e-malil Prelogin (e-malil)...

Authentication (e-mail)...
Login data will be sent by SMS (text message) Prelogin (e-mail to SMS)...

Login (e-mail to SMS)...
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Special template pages for Smart Ticket

The Public Spot module before HILCOS version 8.90 used a central login
page to for all authentication modes. As of HILCOS 8.90, you can
optionally equip the device with separate template pages for the Smart
Ticket function (for self-sufficient user registration via e-mail/SMS). Two
pages have to be configured for registration via e-mail/SMS:
"Registration(...)" and "Login(...)".

On the registration page, users enter their personal data (e-mail
address or mobile phone number) to register for the Public Spot and
to request its login data.

On the login page, users then enter their credentials in order to
authenticate at the Public Spot.

The following table provides an overview of the related dependencies that
you need to create your own page templates:

Table 7:  Overview of dependencies of the SmartTicket login pages

Authentication Page designation Local URL on your device Page template
mode identifiers
Login data will be Prelogin (e-mail)... file://pbspot_template_reg_email <regemailform>
sent by e-mail
Authentication (e- file:// <loginemailform>
mail)... pbspot_template_login_email
Login data will be Prelogin (e-mail to file://Ipbspot_template_reg_sms <regsmsform>
sent by SMS (text SMS)...

message)
Login (e-mail to SMS)... file://pbspot_template_login_sms <loginsmsform>

6.9.5 Setting up a customized template page

A custom template page allows you to replace the internal HILCOS template
pages with your own Web pages. This does not overwrite the HILCOS
templates, but just exchanges them for your own pages. If need be, you can
fallback to the standard pages.
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The steps below use the example of a "Login" page to show you how to set

up a custom template page with the help of LANconfig.

0 You can load your customized error page either onto an external

HTTP(S)-server or as the "Public Spot - Login page (* .html, * .htm)" into

the memory of the device.

[0 Openthe device configuration dialog in LANconfig, navigate to the public

Spot : Server dialog and select page table :

Page Address [URL):
Fequest Type: Template hd
[ Fallback ta implemented page
The device determines the conect source P address for the

= destination network. automatically. If a certain source [P
address should be used. ingert it here symbalically or directly.

Source address: v

e

[ Ok H Cancel ]

0 Enter the URL of the login page on the external server under "Page

address (URL)" or the reference for a file on the local device (file://

pbspot_template_login).
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I You can make these additional settings if necessary.

"Request type": If you are using an external server, you can change
the way in which the page is called. By default (in the setting
"Template") the device loads an externally stored HTM(L) page from
the specified URL for further processing by the internal HTTP server.
If you change the setting to "Redirect”, the device outsources the
processing of the pages to the external server (also see “User-defined
pages via HTTP redirect” on page 574).

— "Fallback to implemented page": If you use an external server and
chose the template type "Request", the Public Spot module is able to
use the internal HILCOS template in case of HTTP(S) errors (e.qg. if the
server is unavailable). This enables the Public Spot to continue
operating (also see “Auto-fallback” on page 576). If you do not activate
this setting, the Public Spot displays the fallback error page instead.

— "Sender address": This setting allows you to specify the loopback

address used by the device to connect to the external HTTP(S) server.
By default, the server sends its replies back to the IP address of your
device without having to enter it here. By entering an optional loopback
address you change the source address and route used by the device
to connect to the server. This can be useful, for example, when the
server is available over different paths and it should use a specific path
for its reply message.

[ Close this dialog and also the general configuration dialog each with click
on "OK". LANconfig then writes the new settings back to the device.

That's it!

6.9.6 User-defined pages via HTTP redirect

If you implement user-defined pages with redirection (request type: redirect),
your device transforms it as follows: Whenever your device must send the
respective page to a client, it will expand the URL according to the rules given
in the previous chapter and will send an HTTP 307 (temporary redirect)
response to the device, with this URL as the new location.
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Redirects are particularly meaningful if you use a welcome page and all
authentications should be performed on one external gateway. In this case,
the clients can be immediately redirected to this gateway. This feature is
often used with the external device controller.

6.9.7 User-defined pages via page templates

The device can alternatively act as a client and use the extended URL to
download a user-defined page via an HTTP connection. The internal pre-
processor takes of the processing of the page and subsequently sends the
result to the Public Spot user. This pre-processor makes it possible to
process session-specific data, although the server has a static page
available. The URL syntax understood by the device’s built-in HTTP client is
the syntax recognized by web browsers. However, only a subset of what is
recognized by browsers is supported:Usage of symbolic names for the
server’s host instead of plain IP addresses is supported, given that DNS is
properly configured. In many aspects, this mechanism can be considered like
a proxy, which fetches HTML pages and then sends them to the client. The
biggest difference is that the URL of the pages is determined by the device
and not by the client of the Public Spot user.

The user authentication is performed using the form
user:password@host/. ..

The device is incapable of automatically resolving non-fatal HTTP errors
such as redirects. Make sure that an access to this page will return the
page directly.
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Auto-fallback

For every entry in the page table, it is possible to individually define
whether a fallback should be used or not. This fallback feature is only
meaningful if a page is defined as a template (request type: template),
and not as a redirect (request type: redirect). While fetching a page via
HTTP, various errors can appear:

The DNS lookup for a host name may fail.
The TCP/HTTP connection to the server may fail.

The HTTP server may respond with an error code (e.g. 404 if aninvalid
URL was given).

By default, the device passes this type of error on to the user so that the
user can start a new request or inform the provider of the Public Spot.
Alternatively, the configuration of a fallback feature can ensure that the
hotspot continues to function by using the default pages instead. You
enable the fallback feature in LANconfig using the setting "Fallback to
implemented page".

Passed HTTP attributes

As mentioned above, in some respects the device may be seen as an
HTTP proxy that fetches login and status pages for the client. HTTP
proxies are obliged to keep certain HTTP attributes intact while forwarding
a client request:

The device forwards cookies between the client and the server. Client
cookie values can also be sent transparently to the server and the
server can set cookies on the client. Using cookies is necessary if the
files that are sent from the server have ASP scripts, since ASP stores
the session ID in a cookie.

The device will forward the User-Agent value provided by the client.
This allows a server to deliver different pages, based on the browser
and system platform on the client side. PDAs and mobile phones for
example call for web pages optimised for their small displays.

576



Public Spot 6.9 Internal and customized voucher
and authentication pages (templates)

The device inserts an X-Forwarded-For line into the HTTP request
to report the device’s IP address.

WEBconfig generally attempts to use a tag named Accept-
Languages provided by client browsers to match the request to one
of the languages provided by its internal message tables (currently,
only German and English). The selected language is communicated to
the server via another Accept-Languages tag, in the hope that the
server will provide a page in the appropriate language. When the
server delivers the page, the device will check for a Language tag in
the server’s response to see if the server was actually capable of
delivering a page in the requested language. If not, it will adapt the
strings used in template expansion (see next section) to the actual
language of the page.

6.9.8 URL placeholder (template variables)

The URLSs specified in the page table do not need to be absolute strings. You
have the option to integrate template variables in the address which are then
filled-out with parameters from a Public Spot session when the device
requests the pages from the server. Placeholders have a form similar to C
format strings, e.g., a percent sign immediately followed by a single,
lowercase character. The following placeholders are defined:

U %a
Inserts the device’s IP address. The placeholder only returns a value if the
"Request type" in the "Page table" is set to Template.

Note: Note that this placeholder cannot generate a reachable address if
the device itself is located behind another router with activated NAT.
U %c

Inserts the LAN MAC address of the Public Spot device as a 12-character
hexadecimal string. The output is in the format ‘aa:bb:cc:dd:ee:ff'.

O %e
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Inserts the device serial number.
O %i

Inserts the NAS port ID. In this context, 'NAS' stands for 'Network Access
Server'. This variable contains the interface of the device that the client
used to login. For a WLC or router without WLAN this corresponds to a
physical interface, such as LAN-1, or, for a standalone access point, it is
the SSID.

O %l
Inserts the device host name.
O %m

Inserts the MAC address of the client as a 12-character hexadecimal
string. The individual bytes are separated by colons.

O %n

Inserts the name of the device the way it is configured in the setup menu
under "Name".

O %o

Inserts the URL of the Internet page which the user initially requested.
After successful authentication, the device forwards the user to this URL.

O %p

Adds the IP address of the Public Spot device to the ARF context of the
respective client.

Assuming that your device is active in various IP networks, you can use
this variable to specify the IP address used by the device in the network
where the client is also located.

O %r
Inserts the client's IP address.
O %s
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If the client is connected to the device via a WLAN interface, this
placeholder will insert the WLAN SSID used in the network that the client
is connected to. This feature is particularly interesting when MultiSSID is
used, since this gives the server the opportunity to display different pages
based on the SSID. If the clientis connected via another access point that
connects to the device via a Point-2-Point connection, the SSID of the first
WLAN will be inserted. If the client is connect via Ethernet, the
placeholder remains empty.

O %t
Inserts the routing tag which is appended to the client's data packets.
O %v

If the requesting client is assigned an individual VLAN ID, this variable
contains the source VLAN ID.

O %0-9

Inserts a single number between 0 and 9.
O %%

Inserts a single percent character.
In order to be able to use variables for a template, add the parameters to the
"Page address (URL)" in the page table. In the following URLSs the variable
%1 is replaced with LAN-1 as described in the sample above:
Example:http://192.168.1.1/welcome.php?nas=%1i

Example:http://192.168.1.1/%i_welcome.html
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6.9.9 Tags and syntax of page templates

After the device receives the page from the server, it performs some
transformations to the page template before sending it to the client. These
transformations replace pre-defined HTML tag placeholders with data
belonging to the client’s current session (e.g. the current resource
consumption in the status page). An HTML page delivered by the server
could therefore better be described as a template for an actual HTML page
displayed in the client's browser. HTML syntax was chosen for the
placeholders to allow editing of page templates without interfering with
syntax sensitive HTML editors.

In total, three placeholder tags are defined:

<pblink identifier>text</pblink>

Marks text as a clickable link to an identifier, typically to link to another
page. Note that </pblink>is just an alias for </a>, since this symmetrical
definition causes less trouble with HTML syntax checkers. For example,
the following fragment defines a link to the help page:

Please click <pblink helplink>here</pblink>for help.

<pbelem identifier>

Insert the item specified by identifier at this place. For example, the
following line inserts the user's time credit:
Session will be ended in <pbelem sesstimeout>.

<pbcond identifier (s)>code</pbcond>

Only insert code into the page if all the identifiers are TRUE, i.e. numeric
values are not equal to zero and string values are not empty. Note that the
current implementation does not allow nested conditionals. Continuing

from the previous example, the session timeout is only displayed if there
is a time limit (a session without timeout internally has a session timeout

of zero):
<pbcond sesstimeout>Session will be terminated in <pbelem
sesstimeout>seconds.</pbcond>
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6.9.10 Page template identifiers

The following identifiers can be used when designing customized template
pages. The device does not differentiate between upper and lower case.

Note: Please note that not all identifiers are available for all printouts! Not all
identifiers are available on all pages.

0 ACCOUNTED

Valid for:<pbelem>

This identifier supplements the voucher with information about the
voucher's validity, i.e. from when and until when the created access
account is valid.

APADDR
Valid for:<pbelem>

This identifier contains the Public Spot’s IP address, as seen from the
client’s perspective. Can be used for user-defined login forms when the
LOGINFORM element is not used.

AUTOPRINT
Valid for:<pbelem>

This identifier inserts a Java script into the page with the instruction to
open the print dialog for printing the displayed page. Please note that in
this case you must complete the pbelem tag with a separate script,
e.g. <pbelem autoprint></script>.

COMMENT
Valid for:<pbelem>

This identifier adds an optional comment to the voucher, assuming that
you have entered an appropriate text into the Setup Wizard.

HELPLINK
Valid for:<pbelem>
This identifier contains the URL to the help page provided by the device.
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O LOGINEMAILFORM
Valid for:<pbelem>

For authentication via Smart Ticket, this identifier contains the HTML form
for authenticating at the Public Spot with credentials provided by e-mail.

0 LOGINERRORMSG
Valid for:<pbelem>

This identifier returns the error message from HIiLCOS in the case of a
failed authentication or a WAN-connection failure. This identifier is only
available on the general error page and the fallback error page.

Note: To retrieve the error message from the RADIUS server in the event
of a failed authentication, use the identifier SERVERMSG.

0 LOGINFORM
Valid for:<pbelem>

This identifier contains the HTML form for authentication at the Public
Spot when authenticating with user name and password (and MAC
address, if applicable).

0 LOGINLINK

Valid for:<pbelem>

This identifier contains the URL to the login page provided by the device.
O LOGINSMSFORM

Valid for:<pbelem>

For authentication via Smart Ticket, this identifier contains the HTML form
for authenticating at the Public Spot with credentials provided by SMS.

0 LOGOFFLINK

Valid for:<pbelem>

This identifier contains the URL to the logout page provided by the device.
0 ORIGLINK

Valid for:<pbelem><pblink><pbcond>

This identifier contains the URL originally requested by the user prior to
the authentication process. If it is unknown, this value is empty.

582



Public Spot 6.9 Internal and customized voucher

and authentication pages (templates)

PASSWORD
Valid for:<pbelem>

On a voucher, this identifier contains the password for Public Spot
access.

REDIRURL
Valid for:<pbelem><pblink><pbcond>

This identifier holds a possible redirection URL contained in the RADIUS
server’s authentication response (if there was one). It is only defined for
the error and start page.

REGEMAILFORM
Valid for:<pbelem>

For authentication via Smart Ticket, this identifier contains the HTML form
for requesting the access credentials via e-mail (registration).

REGSMSFORM
Valid for:<pbelem>

For authentication via Smart Ticket, this identifier contains the HTML form
for requesting the access credentials via SMS (registration).

RXBYTES
Valid for:<pbelem>

This identifier contains the amount of data so far received by the device
from the client in this session, expressed in bytes. It is zero for a station
that is not logged in.

RXTXBYTES
Valid for:<pbelem>

This identifier contains the amount of data received by the device from the
client so far, or sent to the client in this session, expressed in bytes. This
means that it is the sum of TXBYTES and RXBYTES.

SERVERMSG
Valid for:<pbelem><pbcond>
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This identifier holds the reply message contained in the RADIUS server’s
authentication response (if there was one). Only applicable for the error
and start pages. In the case of a failed authentication, this identifier
contains the error message from the RADIUS server.

Note: To retrieve the error message from the HILCOS server in the event
of a failed authentication, use the identifier LOGINERRORMSG.

[0 SESSIONSTATUS
Valid for:<pbelem>

This identifier contains a textual representation of the current status of the
client relative to the device (whether authenticated or not).

[J SESSIONTIME
Valid for:<pbelem>

This identifier contains the time that has passed since the login on the
Public Spot.

0 SESSTIMEOUT
Valid for:<pbelem><pbcond>

This identifier contains the remaining time for the current session. After
this time, the device ends the current session automatically. This identifier
is zero for a session with no time limit.

J SSID
Valid for:<pbelem><pbcond>

This identifier on a voucher contains the SSID to be used for Public Spot
access.

0 STATUSLINK
Valid for:<pbelem><pbcond>

This identifier contains the URL to the logout page provided by the device.
A reference that opens a new browser window is automatically generated
within the <pblink> element.

O TXBYTES
Valid for:<pbelem>

This identifier contains the amount of data transmitted by the device to the
client so far in this session.
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O USER NAME
Valid for:<pbcond>

This identifier allows you to supplement the voucher page with conditional
HTML code, which is only printed for certain users or administrators.
USER is a prefix and must be placed before the user name (NAME) and a
space. To generate HTML output specifically for the user ‘root' when

calling the voucher page, use the following syntax:
[0 <pbcond USER root>Conditional HTML Code</pbcond>

When used in larger Public Spot scenarios with central administration,
such as with a WLAN controller, this dependency can be used for the
purpose of site localization: To do this, you create a Public Spot admin for
each of the relevant access points and you specify a conditional voucher
text for each administrator.

O USERID
Valid for:<pbelem>

This identifier contains the user ID (in the form of the username) with
which the current session was started. The identifier is not specified if the
client is not (yet) logged in.

O VOLLIMIT
Valid for:<pbelem><pbcond>

This identifier contains the amount of data, expressed in bytes, that the
client is still allowed to transfer before the device terminates the current
session. This identifier is zero for a session with no data limit.

[0 VOUCHERIMG
Valid for:<pbelem>
This identifier inserts the page banner image (in large size) into the page.

Configuration Guide HILCOS

585



Public Spot 6.9 Internal and customized voucher
and authentication pages (templates)

6.9.11 Graphics in user-defined pages

All but the simplest web pages contain images, which are fetched by the
client’'s browser independent of the HTML page itself. The graphic files for the
pre-installed page are also stored on the device. The device automatically
adapts the necessary permissions so that even unauthorized clients have
access to the images without problems. However, every access to the
referenced (device-external) images for user-defined pages are treated like
a normal Internet access, and would automatically send the user back to the
welcome or start page.

In order to avoid this behavior, you should make sure that the servers where
the graphics are stored are included in the free servers. Free servers are
addresses that have unlimited access, and are therefore also accessible by
unauthenticated clients, and are not billed by the accounting feature in the
same way as the rest of the data traffic.

The chapter “Open access networks (no login)” on page 465 contains
additional information about configuring free servers. Note that if a user-
defined page is defined as a redirect, this of course has to be defined as a
free IP address.
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6.10 Access to the Public Spot

6.10.1 Requirements for logging in

Device with network adapter

Operating systems supporting the TCP/IP protocol (automatic IP-address
retrieval by DHCP active)

Web browser (supporting JavaScript and Frames)
Direct Internet access (use of proxy deactivated)
WLAN access information (network name, encryption information)

Valid user data (user identifier and password)
Information for WLAN access

A maximum of two pieces of information are required to access the WLAN:
The network name of the WLAN (SSID)

If the Public Spot's base stations are configured for operation as a closed
network, the user must know the exact name of the wireless LAN, its
SSID.

Wireless LAN encryption

Although it is possible to provide guest access via encrypted connections
using, for example, WPA, Public Spots are not generally operated with
WLAN encryption. Protection is provided in this case using authentication
with a username and password. Data security when transmitting data on
the Public Spot must be provided by the end user (e.g., using a VPN
client).

Information for LAN access
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If the IP addresses on your network are automatically assigned (for example,
via DHCP), your users only need:

a LAN socket that connects to the Public Spot.
a LAN cable to connect their LAN adapter to the LAN socket.

Information for authentication

The user needs to have the following information to hand when logging in:
User identifier
Password
MAC address

If you set the authentication mode for a Public Spot at the base station to
"MAC+User+Password", you, as the operator, must know the MAC
addresses of the end devices employed by your users. An end device
automatically and continuously transmits its MAC address when
communicating with a base station. The user does not have to manually
enter this information when logging in, but instead it is communicated just
once to the operator before attempting to login.
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6.10.2 Logging in to the Public Spot

[ Log in to the WLAN of the Public Spot (for WLAN connections) or connect
to the network using an Ethernet cable (for LAN connections).

The different types of mobile devices and WLAN adapters offer various
ways of entering the settings required for accessing the WLAN. Many
devices require the network name (SSID) of the WLAN to be entered into
the configuration program for the WLAN adapter. Some other products
also provide an overview of all base stations in the vicinity, from which the
user simply chooses the one they want to use.

Depending on the configuration, the user receives the necessary settings
for the LAN-adapter connection either automatically from the network or
a connected DHCP server, or from the network administrator.

O Start your Web browser.

As soon as the Web browser attempts to access any Internet site, the
Public Spot automatically intervenes and presents the login page. The
login page, or the login form displayed within it, appear differently
depending on which firmware version you are using and which login mode
you have selected. In the following, we assume a login with a voucher (or
by user name and password).

Login

Passwort anzeigen

| Einloggen

[ Enter the complete "user ID" and "password" in the corresponding fields
and confirm your entries with "Login".
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Note: To login, you should use a Web browser with JavaScript support
enabled to ensure that session status information can be displayed in a
popup window.

If the login to the Public Spot is successful, an additional window pops up
with the main information about the current session. This window is also
used for the login. This window should be left open throughout the session
(e.g., it can be minimized).

If the login fails, an error page opens with a request to return to the login
page and to repeat the authentication. The form takes over a portion of
the previously entered data as an aid to the user, e.g. in case of typos.

Any number format for Smart Ticket

As of HILCOS 8.90, Smart Ticket users requesting credentials via SMS
can enter their phone number in any format to (0044.../+44.../etc.). The
device automatically removes any leading zeros or a leading '+' character
and saves the phone number in a standardized format (44...) to the
RADIUS user table.

6.10.3 Session information

The window with session information is automatically updated at regular
intervals. Along with the status and current user ID, the information displayed
includes the connection time and the volume of transferred data.

If the session-information window is not open, you can open it by entering the
following in the address line in the browser:

http://<IP address of the Public Spot>/authen/status/

Alternatively, you can open the session page with the short URL http://
logout.
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Session information

Status: logged in
User ID: 491
Login Time: 17m:43s

Account expires in:  42m:20s
Transmitted data: 39 KBytes
Received data: 187 KBytes
Transfer volume: unlimited

Click here to log out.

6.10.4 Logging out of the Public Spot

The session information window can be used to logout from the Public Spot.
Click on "here" in the bottom line of text in the window.

If the session-information window is not open, you can enter the following into
the address line in the browser:

http://<IP address of the Public Spot>/authen/logout

Alternatively, you can open the session page with the short URL http://
logout to logout from the Public Spot.

Note: The operator can set up the Public Spot to automatically logoff users
if they cannot be reached for 60 seconds. In case of doubt, please ask the
Public Spot operator if automatic logoff (“Station monitoring” on page 476) is
activated.
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6.10.5 Advice and help

The following sections present solutions to the most common problems that
may occur when operating a Public Spot.

The Public Spot login page is not displayed

The Internet access must be set up so that it is directed via the network
adapter and not via a dial-up networking connection. To check this,
take a look at the connection settings for your Web browser. If you use
Microsoft Internet Explorer, you must disable the dial-up
configurations in Tools : Internet Options : Connectionsentered
there.

Internet access must be direct, i.e. without going via a proxy server. In
Microsoft Internet Explorer, you can disable the use of a proxy server
in the menu Tools : Internet Options : Connections : LAN-
Settings....

If you are making the connection with a WLAN adapter: Ensure that
your network adapter can in fact find the Public Spot. Your WLAN
adapter gives you the option of searching for an access point.

If you are making the connection with a WLAN adapter: Check if your
network adapter has all of the necessary settings to access the Public
Spot network:

— You probably have to enter the network name for the WLAN.

— When working with an encrypted Public Spots, you are also
required to enter the corresponding WPA or WEP key.

Check that your network adapter is set up for automatic retrieval of an
IP address (DHCP). Your device should not have a fixed IP address.

Note: If your network adapter is set up with a fixed IP address, adjusting
it for automatic retrieval by DHCP may cause important configuration
information to be lost. Ensure that you note all of the values listed in the
network settings (IP address, standard gateway, DNS server, etc.).
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Login not working

Ensure that you enter the user data correctly and in full. Ensure that
you use the correct capitalization for all entries.

Is the CAPS-LOCK key activated on your device? This causes the
capitalization to be reversed. Deactivate the CAPS-LOCK key and
repeat the entry of your login data.

The Public Spot operator may be checking more than just the user ID
and password, but also the MAC address (physical address) of your
network adapter as well. In this case, ensure that the Public Spot
operator is informed of your correct MAC address.

It is no longer possible to login
If the Public Spot breaks off communications after a number of login
attempts have failed, you should deactivate your WLAN adapter for at

least 60 seconds (or your entire device) or disconnect the LAN adapter
from the network, and then try again.

The session information window is not being displayed

To display the session-information window, enter the following line into
the address line of your Web browser:

http://<IP address of the Public Spot>/authen/status

The Public Spot operator can supply you with the <Public Spot's IP
address> upon request.
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The Public Spot requests a new login for no reason (WLAN)

When moving into the signal coverage area of another access point
(roaming), it is necessary to login again. If you are located in the overlap
area between two access points, you may even experience a change of
connection between the two access points at regular intervals. The task
of the roaming secret is to allow Public Spot sessions to be passed
between access points without the user having to login again.

LANconfig: public Spot : Users : Roaming Secret
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6.11 Commonly transmitted
RADIUS attributes

The RADIUS client module was implemented on the basis of RFCs no. 2865
and no. 2866.

These specifications define various attributes, some of which are an absolute
necessity and some of which are optional. The following overview shows
which attributes are transmitted/processed in messages between RADIUS
servers and base stations.

6.11.1 Messages to/from the authentication server

Transferred attributes

As previously mentioned, your device transmits far more than just the
username and password in a RADIUS request. RADIUS servers might
choose to completely ignore these additional attributes, or only use a
subset of these attributes. Many of these attributes are used for access to
the server using dial-in, and are defined as standard attributes in the
RADIUS RFCs. However, some important information for hotspot
operation can not be represented with standard attributes. For this reason
Hirschmann has chosen to provide these values as vendor-specific
attributes, marked with the enterprise ID 2356.
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Overview of the RADIUS attributes transmitted by the device to the
authentication server

01

596

User name

The name entered by the user.

2

User-Password

The password entered by the user.

4

NAS-IP-Address

IP address of your device

6

Service-Typeld 1

Type of service that the user requested. The value 1 stands for Login.
8

Framed-IP-Address

IP address that was assigned to the client
26

Vendor 2356(LCS) ID 2

MAC address of the client if authentication using the MAC address is
enabled. In contrast to the Calling-Station-Id, this value is transmitted
as a 6-byte binary string. This attribute only exists for the login mode
"Authenticate with name, password and MAC address".

30

Called-Station-Id

MAC address of your device
31

Calling-Station-Id

MAC address of the client The address is given byte-wise in
hexadecimal notation with separators (nn:nn:nn:nn:nn:nn).
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0 32
NAS-identifier
Name of your device, if configured.
O 61
NAS-Port-Type
Type of physical port over which a user had requested authentication.
— ID 19 denotes clients from WLAN
— ID 15 denotes clients from Ethernet
0 87
NAS-Port-Id

Description of the interface over which the client is connected to your
device. This can be a physical as well as a logical interface, such as
LAN-1, WLAN-1-5 Or WLC-TUNNEL-27.

Note: Consider that more than one client may be connected to one
interface at a time, so that, unlike dial-in servers, port numbers are not
unique for clients.

Processed attributes

Your device evaluates the authentication response of a RADIUS server
for attributes that it may possibly process further. Most attributes however
only have a meaning if the authentication response was positive, so that
they influence the subsequent session:

Overview of the RADIUS attributes processed by the device
0 18
Reply-Message

An arbitrary string from the RADIUS server that may transport either a
login failure reason or a user welcome message. This message may
be integrated into user-defined start or error pages via the SEVERMSG
element.

0 25
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598

Class

An arbitrary octet string that may contain data provided by the
authentication/accounting backend. Whenever the device sends
RADIUS accounting requests, they will contain this attribute as-is.
Within an authentication response, this attribute can occur multiple
times in order, for example, to transmit a string that is longer than 255
bytes. The device processes all occurrences in accounting requests in
the order they appeared in the authentication response.

26
Vendor 2356(LCS) ID 1
Trafficlimit

Defines the data volume in bytes after which the device automatically
ends the session. This value is useful for volume-limited accounts. If
this attribute is missing in the authentication response, it is assumed
that no volume limit applies. A traffic limit of O is interpreted as an
account which is principally valid, however with a used-up volume
budget. The device does not start a session in this case.

26
Vendor 2356(LCS) ID 3
LCS-Redirection-URL

This can contain any URL that is offered as an additional link on the
start page. This can be the start page of the user or a page with
additional information about the user account.

26
Vendor 2356(LCS) ID 5
LCS-Account-End

Defines an absolute point in time (measured in seconds since January
1, 1970 0:00:00) after which the account becomes invalid. If this
attribute is missing, an unlimited account is assumed. The device does
not start a session if its internal clock has not been set, or the given
point in time is in the past.

26
Vendor 2356(LCS) ID 8
LCS-Public Spot-Username
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Contains the name of a Public Spot user for auto-login. Auto-login
refers to the table of MAC authenticated users who are automatically
assigned usernames by the server.

O 26
Vendor 2356(LCS) ID 8
LCS-TxRateLimit

Defines the maximum downstream rate in kbps. This restriction may
be combined with the corresponding Public Spot function.

O 26
Vendor 2356(LCS) ID 9
LCS-RxRateLimit

Defines the maximum upstream rate in kbps. This restriction may be
combined with the corresponding Public Spot function.

O 27
Session-Timeout

Defines an optional maximum duration of the session, measured in
seconds. If this attribute is missing in the response, an unlimited
account is assumed. A Session timeout of zero seconds is interpreted
as an account which is principally valid, however with a used-up time
budget. The device does not start a session in this case.

O 28
Idle timeout

Defines a time period in seconds after which the device will terminate
the session if no packets were received from the client. This value
overwrites in the locally defined idle timeout under public Spot :
Server : Idle timeout.

O 64

Tunnel-Type

Defines the tunneling protocol which will be used for the session.
O 65

Tunnel-Medium-Type
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Defines the transport medium over which the tunneled session will be
established.

81

Tunnel-Private-Group-ID

Defines the group ID if the session is tunneled.
85

Acct-Interim-Interval

Defines the amount of time between subsequent RADIUS accounting
updates. This value is only evaluated if the RADIUS client does not
have a local accounting interval defined, i.e. if you have not set an
"Accounting update cycle" for the Public Spot module.

Note: Note that the LCS-Account-End and Session-Timeout attributes
are mutually exclusive, and it therefore does not make sense to include
both in the response. If both attributes are included in a response, the
attribute that appears as the last one in the attribute list will define the
session’s time limit.

6.11.2 Messages to/from the accounting server

Transferred attributes

The set of RADIUS attributes transmitted to a RADIUS server in an
accounting request is similar to the set of attributes transmitted in an
authentication request. However, additional attributes specific to
accounting will be added. The following attributes are present in all
RADIUS accounting requests:

600
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Overview of the RADIUS attributes transmitted by the device to the
accounting server

01

User name

Name of the account that was used for authentication.
O 4

NAS-IP-Address

IP address of your device
O 8

Framed-IP-Address

IP address that was assigned to the client
025

Class

All class attributes that the RADIUS authentication server sent in its
authentication response.

O 30

Called-Station-Id

MAC address of your device
O 31

Calling-Station-Id

MAC address of the client The address is given byte-wise in
hexadecimal notation with separators (nn:nn:nn:nn:nn:nn).

O 32

NAS-identifier

Name of your device, if configured.
O 40

Acct-Status-Type

Request type which signals the start or stop of accounting, or an
interim update. Please refer to the section “Request types” on page
485 for further information.

Configuration Guide HILCOS

601



Public Spot 6.11 Commonly transmitted RADIUS

attributes

Ll 44

Acct-Session-Id

A series of characters that uniquely identify the client. It consists of the
MAC address of the network adapter, the login timestamp (measured
in seconds since January 1, 1970 0:00:00), and the session counter
that your device manages locally.

61

NAS-Port-Type

Type of physical port over which a user had requested authentication.
— ID 19 denotes clients from WLAN

— ID 15 denotes clients from Ethernet

87

NAS-Port-Id

Description of the interface over which the client is connected to your
device. This can be a physical as well as a logical interface, such as
LAN-1, WLAN-1-5 or WLC-TUNNEL-27.

Note: Consider that more than one client may be connected to one
interface at a time, so that, unlike dial-in servers, port numbers are not
unique for clients.

In the case of an accounting stop request or an interim update, the
request contains the following additional attribute:

0 42

602

Acct-Input-Octets

The sum of all data bytes received from the client in this session,
modulo 232,

43

Acct-Output-Octets

The sum of all data bytes sent to the client in this session, modulo 232,
46

Acct-Session-Time

The total duration of the client's session in seconds.
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Note: If the session was ended due to an idle timeout, this value is
reduced by the idle time.

O 47
Acct-Input-Packets

The number of data packets that your device received from the client
during the session.

1 48
Acct-Output-Packets

The number of data packets that your device sent to the client during
the session.

O 49
Acct-Terminate-Cause

The reason for termination or the end of the accounting session. This
is sent if Acct-Status-Type has the value start or Stop.

0 52
Acct-Input-Gigawords

The upper 32 bits of the sum of all data bytes received from the client
during this session.

0 53
Acct-Output-Gigawords

The upper 32 bits of the sum of all data bytes sent to the client during
this session.

0 55
Event-Timestamp

The elapsed time since this accounting request was submitted by the
device, measured in seconds since January 1, 1970 0:00:00. This
attribute is only present if your device’s real time clock contains a valid
value.
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Note: Note that the RADIUS accounting only starts accounting after a
client successfully logs in, i.e. the time needed for authentication is not
recorded. Using , Traffic limit option” you can limit the data traffic during
the authentication phase. The final accounting stop request also contains
the termination cause attribute (49).

Processed attributes

Your device currently does not process any attributes in responses sent
by a RADIUS accounting server.
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6.12 Tutorials for setting up and
using Public Spots

The following tutorials describe examples of how the Public Spot option can
be implemented.

6.12.1 Setting up an external RADIUS server
for user administration

Some applications user data is not stored on the device, but on an external,
centralized RADIUS server. In this case, the Public Spot must communicate
with the external RADIUS server to check the user data.

Note: Please note that specific functions (such as the Public Spot wizards in
WEBconfig) are not available to you if you use an external RADIUS server
for user administration!

Note: The following instructions assume that you know the IP address of a
functional RADIUS server in the network.
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The following configuration steps are used to set up a Public Spot that will be
used with an external RADIUS server:

[0 Follow the steps in the section “Manual installation” on page 429.

Among other things, the exact time on the device is necessary for the
proper control of time-limited access.

Note: If authentication with an additional check of the physical address
(MAC address) is enabled, the Public Spot transmits the MAC address of
the end device to the RADIUS server. In this manner the Public Spot does
not see whether the MAC address was actually checked or not. For MAC
address checks to work without problem, the RADIUS server must be
configured accordingly.

L1 Enter the settings for the RADIUS server.

— LANconfig: public Spot : Users : Authentication servers

When configuring a Public Spot, user registration data can be forwarded
to one or more RADIUS servers. These servers are configured under
Public Spot : Users : Authentication servers. The registration data
that individual RADIUS servers require from the clients is not important to
the device that provides the Public Spot, since this data is transparently
passed on to the RADIUS server.

Configuration Guide HiLCOS

606



Public Spot 6.12 Tutorials for setting up and using
Public Spots

Provider:
Backup provider: w

Authentication server

Auth. server address:

Auth, server port: 1]
Auth. server secret: [ Shaw
Source address: v

Accounting server

Acc. server address:

Acc. zerver port: 1]
Ac. server secret: [ Shaw
Source address: v

[ Ok H Cancel ]

Note: IP addresses specified here must be static. The Public Spot must
be able to contact the specified destination addresses. For IP addresses
outside of your own network, a router that has contact to the destination
network must be specified as a gateway in the DHCP settings for the
Public Spot. You have to define this gateway as the default route in the
routing table.

Note: In order for the RADIUS server to record the connection data, the
information on the accounting server must be specified in full. As an
alternative to using a RADIUS accounting server, the connection
information from the Public Spot can also be output by the SYSLOG
function.

That's it!
Your Public Spot is now ready for operation. All users with a valid account

on the RADIUS server can use the Web interface to login to the Public
Spot.
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6.12.2 Internal and external RADIUS servers
combined

Some companies use an external RADIUS server to authenticate users with
IEEE801.1x. For applications with a WLAN controller and multiple access
points, the access points initially address the WLAN controller as their
RADIUS server. You define how the RADIUS requests are forwarded to the
external RADIUS server on the WLAN controller.

Note: The settings described below are only necessary if you are operating
an external RADIUS server on your device in addition to the Public Spot in
the external RADIUS server.

A Public Spot providing guest-access accounts requires the following
settings:

Authentication requests from internal employees are to be forwarded to
an external RADIUS server.

The authentication requests for Public Spot access accounts are to be
handled by the internal RADIUS server.

Realm tagging for RADIUS forwarding

Authentication requests from the two user groups are to be handled
separately. The WLAN controller uses what are known as "realms" to
differentiate between these two groups. The purpose of realms is to
address domains within which user accounts are valid. The WLAN
controller can transmit the realms with authentication requests to the
RADIUS server. Alternatively, the RADIUS server can change the realms
in the user names for the purpose of RADIUS forwarding:

The value defined for "Standard realm" replaces an existing realm of
an incoming request if no forwarding is defined for that existing realm.

The value defined under "Empty realm" is only used by the RADIUS
server if the incoming user name still does not have a realm.

Configuration Guide HiLCOS

608



Public Spot 6.12 Tutorials for setting up and using
Public Spots

An entry in the forwarding table causes all authentication requests with a
certain realm to be forwarded to a RADIUS server. If no matching entry
exists in the forwarding table, the request is refused.

Note: If the WLAN controller checks the realm and finds that it is empty,
it always checks the authentication request with the internal RADIUS
database.

The following flow diagram illustrates the method used by the RADIUS
server to process realms:

realm=empty

Using different realm tags allows different RADIUS servers to be targeted
with requests. The way in which device's RADIUS server makes
decisions for the two requests is shown in the diagram:

1 Because the user names for guest access accounts are generated
automatically, they are suffixed with an appropriate realm, such as
"PSpot". Because the forwarding table does not contain this entry and
the standard realm is empty, the WLAN controller forwards all
authentication requests with this realm to the internal RADIUS server.

O To limit the amount of work required for the configuration, internal
users are listed without a realm. The RADIUS server in the device can
automatically replace an empty realm with another realm in order to
identify internal users. In this example, the empty realm is replaced by
the domain of the company "company.eu”. The information specified
in the forwarding table allows all authentication requests with this
realm to be forwarded to the external RADIUS server.
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Public Spots
@
Employee
SSID: Internal :
: RADIUS server in WLC
; RADIUS
AN\ /.| viout eam, AN Realm: company.eu >
______ Reaim: PSpot |\§ /| : .
Y Y IP: 10.1.1.100
User accounts: Forwarding
GUEST12345@PSPot Realm: company.eu
Password: ABCDEF IP:10.1.1.100

SSID: Guest ﬁ

Notebook guest

Configuring RADIUS forwarding

The following configuration steps allow you to specify the different
manners in which internal users and guests are processed.

0 Inthe Public Spot, adapt the pattern of user names such that a unique
realm can be suffixed.

For example, if the pattern is "user%n@PSpot", the Public Spot
generates usernames with the format "user12345@PSpot".

— LANconfig:public Spot : Wizard : Add user wizard

I In the WLAN controller's RADIUS server, define an "empty realm"
(e.g., "COMPANY.EU").
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This realm is attached to all user names which request authentication
from the WLAN controller and which do not already have a realm. In
this application, the internal users have no realm defined. In order to
prevent the WLAN controller's RADIUS server from attaching a realm,
you must leave the "Default realm"” field blank.

— LANconfig:RADIUS Server : Forwarding : Forwarding server
U In order for the WLAN controller to forward authentication requests

from internal users to the external RADIUS server, suitable entries
must be made in the forwarding settings.

Allincoming RADIUS requests which have the realm "COMPANY.EU"
will be forwarded to the specified IP address.
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Forwarding server - New Entry

Realm: COMPANY.COM

Backup profile: w
Authentication server
Server address: 1011,
Part: 1]
Secret: [ Shaw
Source address: v
Pratacal: RaDIUS v

Accounting server

Server address: 0.0.0.0

Part: 1]

Secret: [ Shaw
Source address: v
Pratacal: RaDIUS v

[ Ok H Cancel ]

[0 Authentication requests from Public Spot users have the realm
"@PSpot" and are received by the WLAN Controller. With no
forwarding defined for this realm, the usernames are automatically
checked with the internal RADIUS database. Because the Public Spot
access accounts created with the Wizard are stored in this database,
these requests can be authenticated as required.
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6.12.3 Checking WLAN clients with RADIUS (MAC
filter)

To use RADIUS to only authenticate specific WLAN clients and grant them
WLAN access based on their MAC address, an external RADIUS server can
be used, as can the internal RADIUS user database of the WLAN controller.

Enter the MAC addresses in the RADIUS database using LANconfig, and
enable all authentication methods. For "Name/MAC address" and
"Password" select the corresponding MAC address in the format "AABBCC-
DDEEFF".

LANconfig: RADTUS server : General : User database

User table - New Entry. E]EJ

Entry active Passphrase [optional) ] Shaw
Name ¢ MAC address

Cass sensiive usemame check TX bandwicth i 0 Keit/s
Password [ Show R bandwidlh it 0 Kbitss
Stalion mask
AT I 0 Caling station
Comment Called station
Validiy/Expiy
Expity ype Relative & absokte v
Service type; By v
Relative expiy: o seconds

Pratocal restriction for authentication

Absolute expin: 00 00: 00

PP CHAP
] Mulliple logi
MSCHAP MSCHAR 2 AASET
E4P Max, concurrent logins, |0

(i) |fhere are made norestrictions, all authentication
/" protocols wil be allowed automaticalyl

Shell privilege level 0

Configuration Guide HILCOS

613



Public Spot 6.12 Tutorials for setting up and using
Public Spots

6.12.4 Setting up an external SYSLOG server

Depending on the use case, storage of the usage data is required for the
operation of a Public Spot. This data can be stored to a SYSLOG server, for
example. Some SYSLOG servers are available as free software.

To save user data from a Public Spot by means of SYSLOG, the external
SYSLOG server has to be configured in the respective Public Spot. Once this
is done, messages are sent for logging to the SYSLOG server whenever
Public Spot user accounts are created or deleted, and at the beginning and
end of Public Spot sessions. The message issued at the end of a
session—with the source "Login" and the priority "Information"—also
includes information on the transferred data volumes and the IP address
used.

Configuring an external SYSLOG server

Your device is capable of logging the creation and deletion of Public Spot
users, as well as their login and logout activities. You can also transfer this
internally stored information to an external SYSLOG server. The following
steps show you how you can set up logging with a program installed on
an external SYSLOG server (in this example, "Kiwi").

[0 Start LANconfig and open the configuration dialog for your device.

0 Change to the dialog Log & Trace : General and open the table
"SYSLOG servers".

1 Add a new entry. Specifiy the "IP address" of the computer where the
SYSLOG client is installed (e.g., 192.168.10.237), and enter the
"Source" (Login, Accounting) and the "Priority" (Information).
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SYSLOG servers - New Entry

IP address:

Source address:

Source

[ System

[ System time
[[] Connections
[] Administratio

Pricrity

[ Alert

[ arning
[ Debug

i}

192.168.10.237

Lagin

[] Conzole lagin
Accounting

[] Router

[ Errar

Infarmation

V] (S ]

Ok H Cancel ]

[0 Close the dialog and store the configuration on your device.

[ Start the analysis program on your SYSLOG server (e.g., "Kiwi"). As
soon as the program has started, it logs the creation and deletion of
Public Spot accounts and also the user logins and logouts.

Fie Edb Yiew Manage

Help

iwi Syslog Service Manager (version 8.3.28)

| & Display 00 (Defaul)  ~

—imix

Date | Time |

Piotity

Hostname | Message

05-29-2008 14:17.58
05-29-2008 14:17:27

05-29-2008 14:16:28
05-29-2008 14:15:36

05-29-2008 14:15:07
05-29-2008 14:15:07
05-29-2008 14:15:.07
05-29-2008 14:15:07
05-29-2008 14:13:03

Auth.Notice
Auth_ Notice

Auth Notice
Auth Notice

Auth_ Notice
Auth_Notice
Auth.Notice
Auth_Notice
Auth_ Notice

192.168.10.31
192.168.10.31

192.168.10.31
192.168.10.31

192.168.10.31

192.168.10.31 €O

192.168.10.31

192.168.10.31

192.168.10.31

CONN-LOGIN_INFO: Finished session for user ‘user8567" (IP address was 192.168.10.214.
accounting data: Tx 263298, Ax 39102, Seconds 60)<000>
CONN-LOGIN_INFO- Started session for user 'user58567" (I address is

CONN-LOGIN_INFO: [WLAN-2] Determined IP address for station 00:10:c6:43:cd:Id (USI
49:cd:fd) [MARKUS-MOBIL]: 152.168.10.214<000>

CONN-LDGIN_INFO: [WLAN-2] Determined IP address for station 00:10:c6:43:cd-1d USI
IN_INFO: [WILAN-2] Connected WLAN station 00:10:c6:43:cd:fd (USI 43:cd-td)
FO: [WLAN-2] Associated WLAN station 00:10:c6:49:cd:fd (US| 4S:cd:fd)
FO: [WLAN-2] Authenticated WLAN station 00:10:c6:48:cd-fd (USI
_INFO: User account ‘user58567" created [created by root on 29.05.2008

CONN-LOGIN_INFO: User account ‘user58567" deleted [manually deleted by root)<000> j

100% [QHPH | [ 1419 05292008
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Public Spot 6.12 Tutorials for setting up and using
Public Spots
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7 Virtual Private Networks - VPN
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7.1 What are the Benefits of
VPN?

A VPN (Virtual Private Network) via IPSec enables you to establish secure
connections from a remote PC to a OpenBAT device over the Internet
(Remote Access Service - RAS).

Connection via the Internet
When the Internet is used instead of direct connections, the following
structure results:

Y 1 '@' '@'

O —§£)—~O

Figure 68: Connection via the Internet
1: OpenBAT device
2: LAN
3: Internet
4: Computer with remote-access connection

All participants are connected to the Internet (fixed or dial-in connection).

There are no longer expensive dedicated lines between the participants.

O Only the Internet connection of the head office's LAN is necessary.
Special dial-in devices or routers for dedicated lines to individual
participants can be omitted.

[0 The RAS computers dial into the head office's LAN via the Internet.
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There are no longer any direct physical connections between 2
participants, but each participant has direct access to the Internet. The
access technology does not play a role here: Ideally, broad-band
technologies, such as DSL (Digital Subscriber Line) in connection with flat
rates are used.

It is not necessary that the technologies used by the individual
participants are compatible, as is the case with conventional direct
connections. Via a single Internet access you can establish several
simultaneous logical connections to various remote stations.

Low connection costs and high flexibility make the Internet (or any other
IP network) an excellent transfer medium for a corporate network.

Two technical characteristics of the IP standard, however, are detrimental
to the use of the Internet as part of corporate networks:

[0 The necessity of public IP addresses for all participants.

O Insufficient data security due to unprotected data transmission.

7.1.1 Private IP Addresses on the Internet?

The IP standard defines two types of IP addresses: public and private
addresses. A public IP address is valid worldwide, while a private IP address
is only valid in an isolated LAN.

It is necessary that public IP addresses are unique worldwide. Private IP
addresses can occur any number of times worldwide, but only once within an
isolated LAN.

Usually, computers in the LAN only have private IP addresses, only the
router that is connected to the Internet also has a public IP address. The
computers behind this router access the Internet via its public IP address (IP
masquerading). In such a case, solely the router itself is addressed via the
Internet. There is no possibility to address computers behind the router
without intervention by the router.
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7.1.2 Security of Data Traffic on the Internet?

The skepticism towards the idea of handling parts of corporate
communication over the Internet is based on the fact that the Internet is no
longer within a company's direct sphere of influence. Unlike with dedicated
connections, the data is transmitted through external network structures
whose owners are unknown to the company.

In addition, the Internet is based on a simple form of data transmission using
unencrypted data packets. Further participants through whose networks the
packets are transmitted might read them or even manipulate them. Anyone
can access the Internet. This entails the risk that additional participants also
try to gain unauthorized access to the transmitted data.

VPN - Security based on Encryption

To resolve this security problem, encrypt the data traffic between two
participants. While the data is transmitted in the VPN, it is unreadable to
other participants.

The latest and most secure cryptographic procedures are used for
encryption. For this reason, the transmission security in the VPN exceeds
the security level of dedicated lines by far.

The participants agree on data-encryption codes which are referred to as
"keys". These keys are only known to the persons involved in the VPN
connection. Without a valid key, the data packets cannot be decrypted.
The data is inaccessible to other participants, it remains 'private’. A direct
connection between two remote terminals within the IPSec VPN is
referred to as "transport mode".
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Figure 69: VPN data transmission in IPSec transport mode
1: Internet
2: VPN tunnel

Send your Data into the Tunnel - for Security Reasons

It now becomes clear why VPN creates a virtual private network: the
devices never establish a fixed physical connection between each other.
The data moreover follows suitable routes through the Internet. It is still
harmless, however, if additional participants intercept and record the
transmitted data during transmission. As the devices have encrypted the
data by VPN, the actual content remains inaccessible. Experts compare
this status to a tunnel: Open at the beginning and the end, but perfectly
shielded in between. The most secure connections within a public IP
network are therefore referred to as "tunnels”. A connection between two
networks within the IPSec VPN is referred to as "tunnel mode".

(o) &— ()

1) /‘> 1

Figure 70: VPN data transmission in IPSec tunnel mode
1: Internet
2: VPN tunnel
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The aim of modern network structures has thus been achieved: Provide
secure connections over the largest and cheapest of all public IP
networks: the Internet.
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7.2 VPN at a Glance

7.2.1 VPN Application Example

You can use VPN connections in various different areas of application.

Different transmission technologies for data and also audio are used, which
VPN unites to an integrated network. The following example shows a typical
application, which can often be found in practice in identical or similar form.

Configuration Guide HILCOS

623



Virtual Private Networks — VPN 7.2 VPN at a Glance

Figure 71: Application example of a VPN connection
1: Head office
2: Server in the DMZ
3: VPN gateway
4: Internet
5: Branch office
6: Computer with remote access connection

The essential components and characteristics of these applications:
Coupling of networks, e.g. between the head office and the branch office
Connection of branch offices without fixed IP addresses via the VPN
router

Connection of home offices without fixed IP, possibly via ISDN or analog
modems

Connection to Voice-over-IP telephone systems

Connection of mobile users, e.g. via public WLAN access

OO O oOd
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7.2.2 Functions of VPN

This section lists all of the functions and properties of VPN. Experts in the
VPN sector are offered a highly compressed summary of the performance of
the function. Understanding the terminology requires a sound knowledge of
the technical fundamentals of VPN. However, for commissioning and normal
operation of the VPN, this information is not required.

VPN according to IPSec standard
VPN tunnel via leased lines, switched connections and IP networks
IKE Main and Aggressive mode

Dynamic VPN: Public IP addresses can be static or dynamic (establishing
a connection with remote sites using dynamic IP addresses requires
ISDN)

IPSec protocols ESP, AH and IPCOMP in transport and Tunnel mode
Hash algorithms:
HMAC-MD5-96, hash length 128 bits
HMAC-SHA-1-96, hash length 160 bits
HMAC-SHA-2-256, hash length 256 bits
Symmetrical encryption methods
AES, key lengths of 128, 192 and 256 bits
Triple DES, Key length 168 bits
Blowfish, key length 128 - 448 bits
CAST, key length 128 bits
DES, key length 56 bits
Compression with "Deflate” (ZLIB) and LZS
IKE config mode
IKE with preshared keys
IKE with RSA signature and digital certificates (X.509)

Key exchange via Oakley, Diffie-Hellman algorithm with a key length of
768 bits, 1024 bits, 1536 bits and 2048 bits (well known groups 1, 2, 5 und
14)

Key management according to ISAKMP
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7.3 Configuration of VPN
Connections

The following three questions come up when VPN connections are

configured:

[0 Between which VPN gateways (remote terminals) is the connection
established?

1 Which security parameters secure the VPN tunnel between both
gateways?

0 Which networks and computers communicate via this tunnel?

Note: This section describes the basic considerations for the configuration of
VPN connections. First, a simple connection between two local networks is
described. Descriptions of special cases, e.g. dialing into LANS using
individual computers (RAS) or connecting structured networks can be found
further down.

7.3.1 VPN Tunnel: Connection between
VPN Remote Terminals

In virtual private networks (VPNs), you can connect local networks over the
Internet. The device routes the private IP addresses from the LANS via an
Internet connection between 2 VPN remote terminals with public IP
addresses.

To enable secured routing of the private IP address ranges via the Internet
connection, establish a VPN connection between the two LANs. This
connection is also referred to as VPN tunnel.
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The VPN tunnel has two important tasks:

[ It shields transmitted data from unwanted access by unauthorized
persons

I It forwards private IP addresses via an Internet connection over which
only public IP addresses can be routed.

The following parameters define the VPN connection between the two

gateways:

0 The end points of the tunnel, the VPN gateways, which a device reaches
via a public IP address (static or dynamic)

[J The IP connection between the two gateways

[ The private IP address ranges that the two VPN gateways are routing.

[ Security-relevant settings, such as passwords, IPSec keys, etc. for
shielding the VPN tunnel

This information can be found in the VPN rules.

Figure 72: VPN tunnel between gateways
1: Private IP network: 10.1.0.0 Network mask: 255.255.0.0
2: Public IP address: 80.146.81,251
3: IP connection
4: Computer with remote access and dynamic IP address
5: VPN tunnel

Configuration Guide HILCOS

627



Virtual Private Networks — VPN 7.3 Configuration of VPN Connections

7.3.2 1-Click VPN for Hirschmann Advanced VPN
Client

VPN access for employees who dial into a network by means of the
Hirschmann Advanced VPN Client can easily be created using the setup
wizard. You can export them into a file which the Hirschmann Advanced
VPN Client imports as a profile. During this process, the client retrieves the
required information for the current configuration from the Hirschmann VPN
Router and adds randomly generated values (e.g. for the pre-shared key).
] Start the setup wizard ‘Set up access’ via LANconfig and select the
‘VP&bnnection’'.
0 Activate the options ‘Hirschmann Advanced VPN Client’ and ‘Accelerate
configuration with 1-click VPN'.
[0 Enter the name for this access and select under which address the router
can be reached from the Internet.
LI In a last step, select how the device outputs the new access data:
Save profile as import file for the Hirschmann Advanced VPN Client
Send profile via e-mail
Print profile

Note: Sending the profile file via e-mail represents a security risk because
someone could intercept the e-mail.

To send the profile file via e-mail, the device must be configured with an SMTP
account including the necessary access data. Furthermore, the configuration
computer must include an e-mail program that is set up as standard e-mail
application and that other applications can also access for sending e-mails.

When generating the VPN access, the device uses settings that are optimally
configured for use in the Hirschmann Advanced VPN Client, among them, e.g..: OJ
Gateway: If defined in the BAT VPN Gateway, a DynDNS name is used,

otherwise the IP address

0 FQDN (Full Quality Domain Name): Combination of the name of the
connection, a sequential number and the internal domain in the BAT VPN
Gateway

0 Domain: If defined in the BAT VPN Gateway, the internal domain is used,
otherwise a DynDNS name or the IP address.
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VPN IP networks: All IP networks of the ‘Intranet’ type defined in the
device.

Pre-shared key: Randomly generated key with a length of 16 ASCII
characters.

Connection medium: The LAN serves to establish connections.

VolP prioritization: The VolIP prioritization is activated by default.
Exchange mode: As exchange mode, the ‘aggressive mode’ is employed.
IKE config. mode: The IKE config mode is activated, the IP address
information for the Hirschmann Advanced VPN Client is

automatically assigned by the BAT VPN Gateway.

oOooo o o

7.3.3 VPN remote access wizard in WEBconfig:

You have the option of using WEBconfig to create VPN-client dial-in
accounts for the Advanced VPN Client and myVPN. The setup steps are the
same as those for LANconfig.

Note: The 1-Click VPN configuration is not available in WEBconfig due to
restrictions on browser access.

7.3.4 Viewing VPN Rules

As the VPN rules are always a combination of various pieces of information,
you define these rules indirectly in a device. You do this by compiling them
from different sources.

You can call up information on the current VPN rules in the device using the
Telnet console. To do this, establish a Telnet connection to the VPN gateway
and enter the following command in the console:
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show vpn

f C:\WINDOWS\system32\telnet.exe -[of%|
[-]

13

i Hirschmann BAT-R

i Uer. 8.80.8192 ~ B5.07.2013
i SN.  9420709990PARRA157

i Gopyright <c> LANCOM Systems

MyDevice. Connection No.: BB2 <LAN>
Username: admin
Passvord:
minBMyDevice 3/
> show vpn
UPN PM SPD and Ike configuration:
# of connections = 1
Connection #1 ipsec 192.168.2.B/255_255_255_@.B<->10.0_0.0/255_0.0.8.0 any
Nane = UPN-GU-2
Unique Id: lpqec—i—UPN—GH 2-pré-18-r8
Flags: s main-mo
Local Netuork [81:  1PU4 ADDR.SUBNETCany:@, 192 .168.2 B/255 255 255 6>
Local Gateway: IPU4_ADDRCany:@, 8@.146.81.251>

Remote Gateway: TPU4. RDDR(any A, 217.213.77.128>
Renote Network [B1: IPU4_ADDR. SUBNET(any 8, 19.9.9.0-255.8.9.8>

ladminBMyDevice 1/
P -

Figure 73: Calling up VPN rules using Telnet

The output contains information on the network relationships that are
relevant for setting up VPN connections to other networks.

In this case, the local network of a branch office (network 192.168.2.0 with
network mask 255.255.255.0) is connected to the network of the head office
(network 10.0.0.0 with network mask 255.0.0.0). The public IP address of
your own gateway is 80.146.81.251, the one of the remote VPN gateway is
217.213.77.120.

The following command shows the protocols and ports permitted over the
connection:

any:0

An extended output can be requested using the command "show vpn long".
In addition to the network relationships, this output also includes information
on security-relevant parameters, such as IKE and IPSec proposals.

630



Virtual Private Networks — VPN 7.3 Configuration of VPN Connections

7.3.5 Manually Setting up VPN Connections

Manually setting up VPN connections involves the tasks previously

described:

0 Defining tunnel end points

L1 Defining security-relevant parameters (IKE and IPSec)

L1 Defining the VPN network relationships, meaning the IP address ranges
to be connected. In case of overlapping IP network ranges on both sides
of the connection, please also observe the section 'N:N mapping'.

0 When coupling Windows networks (NetBIOS/IP): Without WINS servers
on both sides of the VPN connection (e.g. when connecting home offices),
the device assumes the corresponding NetBIOS proxy functions. This
requires the activation of the NetBIOS module in the device and the entry
of the corresponding VPN remote terminal as remote terminal in the
NetBIOS module. If, however, both networks have their own WINS
servers in the case of site-to-site connections, deactivate the NetBIOS
module, so that the device no longer performs any NetBIOS proxy
functions.

Note: To use the device's NetBIOS proxy, enter the IP address of the remote
terminal (Intranet address) as primary NBNS in the IP parameter list. You will
find the settings under LANconfig: Communication / Protocols.

Apart from your own, local VPN gateway, enter one VPN remote terminal

each in the VPN connection list.

Manually configuring the VPN connections involve the following steps:

0 Create an entry for the remote VPN gateway in the connection list and
enter the public IP address.

] The device takes the security parameters for the VPN connection from the
prepared lists. Apart from the definition of an IKE key, there is no further
need for action.
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] Foradynamic VPN connection, create a new entry in the PPP list with the
name of the remote VPN gateway as remote terminal, the name of the
local VPN gateway as user name and a suitable password. For this PPP
connection, definitely activate the IP routing and, if required, also the
routing of "NetBIOS over IP". Define the remaining PPP parameters, such
as the procedure for checking the remote terminal, as with other PPP
connections.

[0 The main task in setting up VPN connections is the definition of network
relationships: Which IP address ranges on both sides of the VPN tunnel
will you integrate into the secured connection?

7.3.6 IKE Config Mode

When configuring VPN dial-in access options, you can, as an alternative to
the fixed assignment of IP addresses, also enter a pool of IP addresses for
the remote terminals logging in. To do this, select the "IKE-CFG" mode in the
entries of the connection list. It can take the following values:
Server: With this setting, the device functions as server for this VPN
connection. There are 2 possibilities for assigning the IP address to the
client:
If there is an entry for the remote terminal in the routing table, the
device assigns it the IP address configured there.
If there is no entry for the remote terminal in the routing table, the
device takes a free IP address from the IP pool of the dial-in access

options.
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Note: Here it is necessary that you configure the remote terminal as IKE-
CFG client and it thus requests an IP address for the connection from the

server.

Client: With this setting, the device functions as client for this VPN
connection and requests an IP address for the connection from the

remote terminal (server). The device thus behaves similar to a VPN client.
Off: If the IKE-CFG mode is switched off, the device does not assign IP

addresses for the connection. In this case it is necessary that you

configure fixed IP addresses to be used for this connection on both sides

of the VPN path.

Connection fist - New Entry ZIx
Name of connection: HAC
Shot hald e El smoonds
Desd Peer Detection |0 seconds
Extranst adiress: 0000
Ratoway BEERG

Connection parameters: H&C v

Rule Creafion futo v

Dynamic: YPN connection (orly with compatible remote stations}:

) Mo dynamic VPN

() Dynamic PN [a connectionis created to ansmit IP addiesses)

() Dynamic: YPN [an ICMP packet will be sent ta transmit |P adchesses]
© Dynanic: VPN [an LIDP packet will be sent to transnit P addresses)

IKE exchange (orly in conjunction with "No dynamic VPN

IKE-CFG: Off v
HAUTH

Client

Server

IPSec-overHTTPS T

Routing tag: 0

Figure 74: Editing an entry in the connection table

LANconfig: VPN / General / Connection list
WEBconfig: HILCOS menu tree / Setup / VPN / Name list
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7.3.7 Establishing VPN Network Relationships

With the integrated firewall, Hirschmann Routers include a powerful
instrument for the definition of source and target address ranges. For this
purpose, you can allow or deny data transmission (if required, with further
limitations). Use this function also for setting up the network relationships for
the VPN rules.
In the best case, the firewall generates the VPN rules automatically.
As source network, the firewall uses the local Intranet, meaning the
private IP address range which includes the local VPN gateway itself.
As destination networks for the automatically generated VPN rules, the
network areas from the IP routing table are used, with a remote VPN
gateway as specified router.
To activate this automatic generation of rules, it is sufficient that you activate
the corresponding option in the firewall. This is done automatically when the
VPN installation wizard in LANconfig is used. When two simple local
networks are coupled, the automatic VPN function derives the network
relationship from the IP address range of its own LAN and from the entry for
the remote LAN in the IP routing table.
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Figure 75: Automatic VPN function with coupled LANs
1: IP network: 10.1.0.0 Network mask: 255.255.0.0
2: VPN-GW-1: 80.146.81,251
3: IP routing table: 10.2.0.0/16 > VPN-GW-2
4: |P network: 10.2.0.0 Network mask: 255.255.0.0
5: VPN-GW-2: 217.213.77,120
6: IP routing table: 10.1.0.0/16 > VPN-GW-1

The description of the network relationships becomes more complex when
the source and destination networks exceed the respective Intranet address
range of the connected LANS.

If one part of the entire local Intranet connects to the remote network, the
automatic function releases an IP address range for the VPN connection that
is too large.

As they are connected to the local Intranet via additional routers, many
network structures are connected to other network sections with their own IP
address ranges. Include these address ranges in the network relationship
using additional entries.

In these cases it is necessary that you manually enter the network
relationships to describe the source and destination networks. Depending on
the situation, this leads to an extension of the automatically generated VPN
rules. It might be necessary to switch off the automatic VPN function
completely in order to avoid unwanted network relationships.
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Define the required network relationships using corresponding firewall rules

under the following conditions:

O For the firewall rule, activate the option "This rule is used for generating
VPN rules".

I As firewall action, select the option "transmit" in any case.

LI You can enter individual stations, specific IP address ranges or entire IP
networks as source and target for the connection.

Note: The firewall rules for the generation of VPN rules are active even when
you do not require a firewall function in the device and have therefore
deactivated it.

Note: Define the destination networks in the IP routing table, so that the
router forwards the corresponding data packets in the devices to the other
network. Use the already available entries and enter a higher-level network
as target. The intersecting portion of the destination-network entry in the
firewall and the subordinate entries in the IP routing table will be integrated
into the network relationships for the VPN rules.

Example: The IP routing table contains the destination networks 10.2.1.0/24,
10.2.2.0/24 and 10.2.3.0/24, which are all connected via the VPN-GW-2
router. One entry for the destination network 10.2.0.0/16 in the firewall is
sufficient to include the three desired subnetworks in the VPN rules.

Note: Define identical source and destination networks on both sides of the
VPN connection. This is required if you map a larger target-address range
onto a smaller source-address range at the remote terminal. Decisive are the
IP address ranges allowed by the VPN rules, and not the networks specified
in the firewall rules. These may deviate from the network relationships in the
VPN rules because of intersecting ranges.
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Depending on your requirements, you can additionally limit the VPN
connection to specific services or protocols. This will permit you to e.g.
reduce the VPN connection to use with a Windows network only.

Note: For this limitation, use separate rules that apply exclusively to the
firewall and are not used for the generation of VPN rules. Firewall/VPN rules
can quickly become complex and difficult to manage.

7.3.8 Collective Establishment of Security
Associations

"Security Associations" (SAs) form the basis for establishing a VPN tunnel
between two VPN remote terminals. An SA defines, among others, the
following parameters:

IP addresses of source and destination network

Encryption, integrity check and authentication methods

The key for the connection

The period of validity of the keys used
The Security Associations are defined by automatically or manually
generated VPN rules (see also 'Establishing VPN Network Relationships' in
the reference manual).
Usually, an IP packet transmitted from the source network to the destination
network triggers the establishment of Security Associations. In the case of
keep-alive connections, this is an ICMP packet that the device sends to the
remote terminal by an entry in the polling table.
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0 1y

S BT

Figure 76: Various connected IP networks
1: Computer with remote access
2: IP network: 10.2.x.x
3: IP network: 192.x.X.X
4: |IP network: 172.X.X.X

In complex network scenarios, various network relationships are possible
between two VPN remote terminals. If the device transfers a single IP packet,
this leads to the establishment of SAs for precisely this one network
relationship which matches this packet. For the establishment of the other
SAs, the device requires IP packets matching the other network
relationships.
The establishment of SAs based on data packets requires time and leads to
packet losses as long as the SAs are not yet installed. This is often an
unwanted effect, especially with keep-alive connections. Instead, all SAs
matching the network relationships defined in the remote terminal are
established immediately. As the negotiation of all SAs requires substantial
CPU performance particularly in complex scenarios, you can define the
behavior with the parameter "Establish SAs collectively".
Establish SAs collectively

Yes: The device establishes all defined SAs.

No [default]: The device only establishes the SAs explicitly addressed

by a packet to be transmitted.

Only with keep alive: The device establishes all defined SAs for

remote terminals with a hold time of '9999' (keep alive) in the VPN

connection list.
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WEBconfig: HILCOS menu tree > Setup > VPN

Note: In most cases, the default setting for the exclusive establishment of
explicitly addressed SAs is sufficient, especially if you are only using
automatically generated VPN rules. The currently available SAs are listed
under HILCOS menu tree/Status/VPN.

7.3.9 VPN Connection Diagnostics

If the VPN connections fail to work after the relevant parameters have been
configured, the following diagnostic methods are available:
[0 Use the command show vpn spd on the Telnet console to call up the
"Security Policy Definitions".
[J Use the command show vpn sadb to call up information about the
negotiated "Security Associations" (SAS).
[0 Use the command trace + vpn to call up the status and error
messages for the current VPN negotiation.
The error message No proposal chosen indicates a configuration
error at the remote terminal.
The error message No rule matched, on the other hand, indicates
a configuration error in the local gateway.
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7.4 IPSec over HTTPS

7.4.1 Introduction

In some environments, it is impossible to establish a secured VPN
connection over an existing Internet connection because the ports used by
IPSec are blocked in the settings of an upstream firewall. To permit the
establishment of an IPSec-secured VPN connection even under these
conditions, the VPN routers support the 'IPSec over HTTPS' technology.
The device initially tries to transmit data via standard IPSec. If the connection
fails to be established (e.g. because IKE port 500 is blocked by a mobile
phone network), an automatic attempt to set up a connection is made. For
this attempt, the device encapsulates the IPSec VPN with an additional SSL
header (port 443, as with https).

Please note that the 'IPSec over HTTPS technology' is only available when
both remote terminals support this function and when the relevant options
are activated. IPSec over HTTPS is available in VPN routers with HILCOS
8.0.

7.4.2 Configuring the IPSec over HTTPS
Technology

To actively establish a connection from a VPN device to another remote
terminal using the IPSec over HTTPS technology, activate the option in the
relevant entry for the remote terminal in the VPN name list.

LANconfig: VPN / General / Connection list

WEBconfig: Menu tree / Setup / VPN / VPN remote terminal
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Figure 77: Configuring active IPSec over HTTPS

0 IPsec-over-HTTPS: With this option, you activate the IPSec over HTTPS
technology when actively establishing a connection to this remote

terminal.
Possible values: On, Off
Default: Off

Note: With activated IPSec over HTTPS option, the VPN connection is only
available when the remote terminal also supports this technology and when
the acceptance of passive VPN connections with IPSec over HTTPS has

been activated in the remote terminal.

For the passive establishment of a connection to a VPN device from another
VPN remote terminal using the IPSec over HTTPS technology (e.g.
Hirschmann Advanced VPN Client), activate the option in the general VPN

settings.
LANconfig: VPN / General
WEBconfig: Menu tree / Setup/ VPN

Configuration Guide HILCOS

641



Virtual Private Networks — VPN 7.4 IPSec over HTTPS

Connection list - New Entry @EJ

Name of connectior IPSEC-HTTFS
Short hold time: 1) seconds

Dead Peer Detection; 0 sBconds
Extranet address 0000

Gateway,

Connection parameters v
Rule Creation: Auto A

Dymaric: VPN connection (only with compatible remate statiors}
() No dynamic VPH

) Dynamic WP (a connection is created to transmit |P addresses]

) Dynaic VPN (an ICMP packet wil be sent to bansmit |P addresses)
() Dynamic ¥PN (an UDP packet will be sent to ransmit IP addresses)

IKE exchangs (ony in corjunction with "No dynamic YPN'

@ Main made:

() Aggressive mode

IKE-CFG: on v
HAUTH ot v
IPSec-overHTTPS . I |
Routing tag 0

Figure 78: Configuring passive IPSec over HTTPS

1 Accept SSL-IPsec: With this option, you activate the acceptance of
passive connection setups when the remote terminal supports the IPSec
over HTTPS technology.

Possible values: On, Off
Default: Off

Note: The Hirschmann Advanced VPN Client supports automatic fallback
to IPSec over HTTPS. With this setting, the VPN client first tries to
establish a connection without additional SSL encapsulation. If the device
fails to establish a connection, it then tries to establish a connection with
the additional SSL encapsulation.
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7.4.3 Status Displays for IPSec over HTTPS
Technology

The status displays for every active VPN connection indicate whether the
IPSec over HTTPS technology (SSL encaps.) is activated for the respective
connection.

WEBconfig:Hirschmann Menu tree / Status / VPN / Connections
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7.5 Use of Digital Certificates

The security of communications via VPN fulfills three core requirements:
Confidentiality: No unauthorized person can read the transmitted data
(via encryption).

Integrity: No unauthorized person can change the data while it is being
transmitted (via authentication — hash).

Authenticity: The recipient ensures that the data received has really been
sent by the supposed sender (via authentication).

A number of procedures are available for the encryption and authentication

of data, providing satisfactory solutions for the first two aspects —

confidentiality and integrity. The use of digital certificates aims at also
ensuring the authenticity of the communication partners.

7.5.1 Basics

Encryption methods can be divided into 2 categories: Symmetrical and
asymmetrical encryption.

Symmetrical Encryption

Symmetrical encryption has been known for thousands of years and is
based on the fact that both the sender and the recipient of a message
have a shared secret key. This key can take on various forms. The
Romans used a stick of a certain diameter for encryption and decryption.
In today's digital communication, the key is usually a specific password.
Using this password and an encryption algorithm, the sender modifies the
data to be sent. The recipient uses the same key and the relevant
decryption algorithm to render the data readable again. Any other person
who does not know the key cannot read the data. A common symmetrical
encryption method is 3DES, for example.
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Figure 79: Symmetrical encryption method

1: Alice

2: Bob

3: Secret key

4: Encrypted message
5: Message in plain text

Example:

O

O

Alice wants to send a confidential message to Bob. To do this, she
encrypts the message with a secret key and a secret procedure, such
as 3DES. She sends the encrypted message to Bob, informing him of
the encryption method she has used.

Bob has the same key as Alice. As he also knows the encryption
method Alice used, he can decrypt the message and transform it back
into plain text.

Symmetrical encryption is very simple and efficient, but has two
significant disadvantages:

O

Each secret communication relationship requires a separate key. If
Carol joins Alice and Bob, three keys are necessary to secure the data
communication between all partners, with four participants, six keys
are required, with 12 participants, 66 and with 1000 participants,
almost 500,000. In a worldwide network with ever increasing
requirements for the secure communication of numerous participants,
this becomes a serious problem.

While this first disadvantage could be solved with technological
means, the second problem remains the core problem for symmetrical
encryption. On both sides of the data transmission, the secret key
must be known and protected from unauthorized persons. If Alice
simply e-mails the key to Bob, this method is not secure enough. The
prerequisite is that the data connection is sufficiently secured, which is
achieved precisely with this key. She must hand over the key to Bob
in person or transmit it using an 'interception-proof' method. This task
is difficult to handle in times of worldwide dynamic data
communication.
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Asymmetrical Encryption
Asymmetrical encryption was developed in the 70ies as a fundamentally
new approach. Instead of one secret key that is known to both sides, this
variant employs a pair of keys.
The key owner uses the first part of the key pair to encrypt the data he
is going to transmit. This key, subsequently referred to as public key,
can be made publicly available to anyone worldwide.
The second part of the key pair is the private key, which is only used
for decrypting the messages received. Protect this secret key from
access by unauthorized persons.
The main difference to symmetrical encryption methods: A publicly known
key is used, resulting in the name "public-key method". A common
asymmetrical encryption method is RSA, for example.
Let's take another look at the example of Alice and Bob:
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Figure 80: Asymmetrical encryption method
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0 For secured communication, Bob first generates a key pair with a
private key and public key that are uniquely matched. When
generating these keys, Bob employs a procedure that makes it
impossible to derive the private key from the public key. Bob can now
distribute the public key without worries. He can e-mail it to Alice or

simply store it on

his web server.

I Alice now encrypts her message to Bob using his public key. Now Bob
is the only one to decrypt this unreadable message with his private
key. Even if unauthorized persons intercept the data on its way from
Alice to Bob, no one but Bob can decrypt the plain text.
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The asymmetrical encryption offers the following advantages over the

symmetrical variant:
A single key pair is required for each participant, and not for each
communication relationship (as with synchronous encryption). With
1000 participants, every participant only requires his or her personal
key pair, of which the public key is made publicly available. Instead of
500,000 secret keys, only 1000 key pairs are thus required with the
public-key method.
The unsecured transmission of the secret key to the communication
partners is no longer necessary, as the public key is known on the
other side of the communication relationship. This resolves an
essential problem in the dynamic encryption of data between various
participants.

Combination of Symmetrical and Asymmetrical Encryption
Asymmetrical encryption methods have quickly become established due
to their security. However, security has its price: Asymmetrical encryption
methods are slow. The mathematical procedures for encrypting and
decrypting messages are much more complex than those of symmetrical
encryption methods and therefore require more computing time. This is
an exclusion criterion for the transmission of large data quantities.

The advantages of symmetrical and asymmetrical encryption can be
enjoyed by suitably combining the methods. The secure asymmetrical
encryption method is used to protect the transmission of the secret key.
The connection's actual payload data is then encrypted using the quicker
symmetrical encryption method.
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