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Make your automotive manufacturing smarter
Belden can help.

Field Level

Belden is delivering complete end-to-end communciation solutions for shop floor automation. Belden is a
strategic partner for both automotive manufacturers and tier 1-2 suppliers. We are driven by innovators and
take a customer-focused view that combines anticipating customer needs with a thorough understanding of
key requirements.
Belden can deliver global innovative solutions on a customized scale, wherever and whenever they are
needed. Belden engages with several industry 4.0 initiatives such as Smart Factory from DFKI, to be close to
trends which impact you, helping evolve ideas into mature products.
Future-Proofed
Fufilling and exceeding requirements for real-time
communication based on standard Ethernet for today
and tomorrow
Grow your bandwidth to meet rising demands for
Gigabit speeds throughout your entire factory. Let us
help you transform your OT network to Industrial IoT
standards using new technologies like Time Sensitive
Networking (TSN). TSN is a novel technology that
offers an entirely new level of determinism in the
field.
Plus, you can protect your enterprise with our complete portfolio of networking and security monitoring
solutions to confront the threat landscape evolving
day-by-day. You’ll find exactly what you need to
ensure your industrial control network stays
operational.
Reliability & Availability
Wired/wireless Ethernet systems designed to deliver
total reliability under harsh conditions
Increase your uptime and efficiency with proven
communication infrastructure ranging from industrial
wireless, switching, routing and connectivity to
security and network management software.
With Belden, you have a single source of high
performance products PLUS expertise and service to
ensure maximum production uptime.
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Cost efficient
Belden offers one device with integrated multi
functions to provide cost-effective and high
performance solutions
Reduce both inventory and maintenance with
integrated, multi-purpose designs. You’ll find switches
and routers with built-in security features and PoE. Or
how about I/O modules that deliver integrated PLC and
switching functions, too?
In addition, you can improve your CO2 footprint with
green devices that decrease energy consumption and
give you the lowest total cost of ownership.
Cyber Security Problem
Against internal and external network attacks
Your industrial infrastructure faces new threats
everyday. Whether international and malicious or
unintentional and accidental, the impact of these
threats can be tremendous, leading to costly downtime
or lapses in control that could jeopardize the
operational safety of your systems. Protect your
infrastructure. Belden’s broad protfolio of industrial
cyber security products enables coverage for all types
of threats - deliberate or involuntary. From hardware
devices with embedded security features to cyber
resilient software, you’ll find your end-to-end security
solution with Belden.

3

Expertise in Automotive Manufacturing
Selected Key Applications

Don’t make your journey to the smart automotive factory
alone. Partner with experts who not only know the way
but are paving the path forward.
Be certain with Belden.

Production Cell
Communications

A

Wiring of Machine

B

Field Level

C

In order to drive productivity improvements, IP20
peripheral devices are moving closer to actuators
and sensors. Belden helps you make this transition
with robust connectivity solutions that ensure the
operational reliability of your equipment in the
most challenging environments, such as aggressive
atmospheres, weld slags and vibration.

The field-level network between and inside
machines is used to provide end-device
connectivity within the production cell. Field-level
communication is expected to experience significant
change as Industrial Internet of Things (IIoT)
standards are put in place. The new evolution of
mission-critical networks is designed for real-time
communication based on standard Ethernet
between field devices and virtualized controllers.
Belden has developed the first solution in the
industry to help customers manage the change.

In the automotive industry, the accepted standard
solution is to connect nutrunners via cabling to the
controller. However, this cord requires frequent
maintenance or replacement. That’s why more
operations are moving to cordless nutrunners that
can maintain uninterrupted performance.

Cordless Nutrunner

I

D

Network Access of Cell
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Network access provides a handover point that
connects each production cell to the field-level
communication of several machines. Belden offers
an extensive communication infrastructure portfolio
dedicated to this application. Even future
requirements such as Industry 4.0 and the
virtualization of application controllers have been
taken into consideration.

Control Room
Communications

E

Production Backbone

F

Infrastructure Cabling

Intralogistics
Communications

G

Automated Guided Vehicle

H

Electrified Monorail S.

I

Floor Conveyer Systems

Due to the large size of a communication network
and the sheer scale of automation devices in an
automotive plant, the overlying network has the task
to enable seamless and highly available
communication from OT to IT Enterprise
infrastructure. To deal with this complexity, a
state-of-the-art network divides the whole into
logical segments, each oriented towards specific
production processes, with a manageable number of
participants.
The long distances on the factory floor and the need
for increasing data rates have an impact on what
type of cable should be selected. Most customers
prefer to use fiber cable to connect network devices
from the core to local control level. Copper cable, on
the other hand, is widely used from access level to
machine level or for links between switches in the
same area.
To compete in today’s market, automotive
manufacturers must offer customers more optional
features on the cars they produce. And as vehicle
variants increase, the complexity of the production
line also accelerates. One of the ways technology
can bring greater efficiency to the process is the
driverless transport system, also known as
Automated Guided Vehicles (AGVs). AGVs introduce
such benefits as cost savings, process optimization
and error reduction. The vehicles use wireless
technology to connect with a central control system,
and this wireless data transmission is critical to
guarantee uninterrupted supply flow and
production uptime.
Today the heart of the automotive assembly plant is
the Electrified Monorail System (EMS) conveyor,
which is designed to deliver reliable, safe and
efficient transportation of the vehicles or parts
between work stations. Using wireless technology
increases flexibility and communication availability
compared to traditional copper bus bars between
each carrier and the controller.
The floor conveyer system is widely used to transport
parts along an automotive assembly line or move
materials around a production plant. The conveyer
systems are built at the ground level of the
production floor, reaching from the belt conveyer
and lifting to the skid conveyer. A seamless
communication of sensor data to controllers – via a
second cloud-based route – enables the plant to
optimize material flow by using the data source for
service and big data approaches.
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Production Cell Communications
Protect Your Investment with Better Production Cell Communication
Production cell communication on the shop floor brings all data and signals from the sensor and actuator
level of the machines to the PLCs. Signals travel via distributed switches on the machines to a central switch
for the production cell. Let’s take a look at the sub applications that characterize production cell
communication.

C

Cordless Nutrunner

Key Requirements
• High availability of nutrunners
• Increasing flexibility of workstations
• Improvement of quality control

Key Features to Meet Challenges
• Immediate shift to back-up channel when using channels with required
radar detection
• Integrating WLAN into the tooling controller allows working stations to
advance production flow
• WLAN enables tooling to measure and communicate torque profile

D
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Network Access of Production Cell

Key Requirements
• Meet rising bandwidth needs using Gigabit technology
• Protect and flexibly segment the production cell network
• Be ready for PLCs in the local Cloud by providing
real-time communication from the field into the backbone

Key Features to Meet Challenges
• Switches with a variety of speeds – from 1 Gb/s up
to 10 Gb/s
• Defense-in-Depth concepts based on firewalls with
Deep Packet Inspection or wire speed ACLs for
real-time communication
• Real-time communication using Time Sensitive
Networks (TSN) based on standard Ethernet
technology
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Industrial Networking Solutions
Industrial Cyber Security Solutions
Industrial Cable Solutions
Industrial Connectivity Solutions
Enterprise Connectivity Solutions
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Field-Level Communication

Key Requirements
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• Deterministic real-time communication in highly redundant networks
• Protection against unauthorized access
• Resistance to vibration, shock, welding sparks, chemicals or temperature

Key Features to Meet Challenges
• Real-time communication using Time Sensitive Networks (TSN) based on
standard Ethernet technology
• Network Access Control (NAC) based on IEEE802.1X combined with
Access Control Lists (ACLs)
• Switching portfolio with high IP rating up to IP65/67

A

Wiring of the Machine

Key Requirements
• Resistant to temperature, vibration, shock, welding
sparks or chemicals
• Fast start-up times for tool changing
• Reduce maintenance efforts

Key Features to Meet Challenges

38

• Industrial M12/M8 Connector technology with self
locking srew coupling
• Tool changes supported by prioritized start-up in less
than 500 ms
• 50% reduction in installtion time with M12 Hybrid
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Control Room Communications
Build an Infrastructure that Supports Control Room Communications End-to-End
Belden delivers a complete, innovative Ethernet communication infrastructure from the core to distribution
and down to access level, ranging from DIN-Rail switches and modular patch panels to 19-inch intelligent
patching solutions and industrial workgroup and backbone switches and security firewalls.
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Infrastructure Cabling

Key Requirements
• Covering current and future-proof applications as 2.5
and 10 Gbit/s
• Designed and built for meeting such as standards as
Construction Products Regulation
• End-to-end solution offering complete suitability and
availability

Key Features to Meet Challenges - Fiber
• Bend-insensitive multi-mode (OM3, OM4) or
single-mode (OS2) fiber
• LSNH/FR jackets meeting standards for toxicity,
flame propagation and droplets
• PUR jacket for outstanding resistance to abrasion,
high flex and high tolerance to solvents
• Tight-buffer for low bend radius or Central Loose tube
for high protection purposes

Technical Information
Characteristics

Tight-Buffer (GUXT)

CLT (GUSN)

Bend radius
Construction products
regulation
Crush resistance
Tensile strength
Connection

*

*

* with Belden Brilliance Universal connectors AX1052xx

Key Features to Meet Challenges - Copper
• LSNH/FR jackets meeting standards for toxicity,
flame propagation and droplets
• PUR jacket for outstanding resistance to abrasion,
high flex and high tolerance to solvents
• Cat 6A/ Cat 7 pre-terminated or field- mount
solution with RJ45 shielded connectivity
23 24 25
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Industrial Networking Solutions
Industrial Cyber Security Solutions
Industrial Cable Solutions
Industrial Connectivity Solutions
Enterprise Connectivity Solutions

E

Production Backbone Communication

Key Requirements

27
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• Bandwidth preparation for the future to distribute a large variety
of data actions, including work orders for machines and software
updates
• Increase network availability assuring that disturbance of individual
network components does not cause downtime
• Being ready for PLCs in the Cloud by providing real-time communication
from the field into backbone

Key Features to Meet Challenges
• Consistent Layer 3 capabilities and Gigabit connectivity over
switching portfolio
• Short convergence times of supported industrial redundancy
protocols to enable rapid reconfiguration after network changes
• Packet filtering via wire speed Access Control Lists
(ACLs) and usage Firewalls
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Intralogistics Communications
Guarantee Top Production Efficiency with the Right Intralogistics Communication Solution
The automotive industry is faced with increasing demand for logistics systems that provide just-in-time
delivery of outsourced components for the production process. To meet the challenges of these complex
systems, Belden provides state-of-the-art technologies, application expertise and tailored communication
infrastructure solutions. Our solutions reduce the complexity in installation, operations and replacement to
keep the factory moving.
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Automated Guided Vehicles (AGVs)

Key Requirements
• Provide the highest wireless network speed
• Increase performance with reliable wireless roaming
• Protect against interference from shock/vibration

Key Features to Meet Challenges
• Technology in compliance with 802.11n/ac standard
to speed up your network
• Wireless client devices that support very
lowhandover time - just milliseconds
• Industrial-grade WLAN devices that provide M12
connectivity

1
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Industrial Networking Solutions
Industrial Cyber Security Solutions
Industrial Cable Solutions
Industrial Connectivity Solutions
Enterprise Connectivity Solutions

H

Electrified Monorail System (EMS) Conveyor

Key Requirements
• Optimize reliability and uptime of the EMS conveyor system
• Increase bandwidth to overcome limitations of grinding lines
• Operate in real-time and avoid switching delays
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Key Features to Meet Challenges
• Support of Parallel Redundancy Protocol (PRP) to decrease
network latency and transit time differences to zero
• Leaky Cables acting as special antenna to provide a stable
and interference-free wireless link with up to 1,000 times
higher data throughput compared to traditional bus bars
• 2 x MIMO antenna technology
(Multiple Input Multiple Output) supports seamless
roaming by the carriers to access points
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Floor Conveyer Systems

Key Requirements
4
14 17

12

18

• Low maintenance effort of communication
infrastructure
• Cost-effective flow of materials
• Extensive diagnostic options for failures operations

Key Features to Meet Challenges
• High availability with robust IP67 connectivity,
supported by materials such as PUR, Metal or PBT
• Easy integration of I/O modules supporting
PROFINET, EtherNet/IP, IO-Link, EtherCAT and more
• Easy implementation with modular fieldbus system
where IO-Link not only facilitates extensive
diagnostic functions but also enables data to flow
into a cloud

3
7
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Belden Solutions for Automotive Manufacturing Plants
Control Room
Communications

Production Cell Communications

Solution

Product Group

No.

Product Family
A. Wiring of
Machine

Unmanaged DIN Rail Mount Switch

Managed DIN Rail Mount Switch

Industrial
Networking

Rack Mount Switch (Workgroup/Backbone)

IP67/IP65/IP54 Waterproof Switch & Router

Industrial Wireless LAN

Industrial
Cyber
Security

Industrial
Cable

1

Hirschmann SPIDER Series

2

Hirschmann RS Series (OpenRail)

3

Hirschmann BOBCAT Series (with TSN)

4

Hirschmann GECKO Lite (Managed)

5

Hirschmann MSP Series (Layer 2 & 3)

6

Hirschmann RSP Series (with TSN)

7

Hirschmann RSR Series

8

Hirschmann MACH100 Series

9

Hirschmann GREYHOUND Series

10

Hirschmann MACH1000 Series

11

Hirschmann DRAGON MACH4x00 Series

12

Hirschmann OCTOPUS Series IP67

13

Hirschmann OPENBAT Series Industrial Wireless Access Point

14

Hirschmann BAT450-F Industrial Wireless Access Point

15

Hirschmann BAT867-R Industrial Wireless Access Point

16

Hirschmann BAT-WLC Controller

17

Hirschmann WLAN Antenna

Management, Secure Remote Access & Software

18

Hirschmann Industrial HiVision Network Management Software

System Accessories

19

Belden Modular Industrial Patch Panel (MIPP)

20

Hirschmann EAGLE20/30 Firewall

21

Hirschmann EAGLE One Security Router

22

Tofino Xenon Security Appliance

23

Tripwire Enterprise (with Tripwire Data Collector)

24

Tripwire Log Center

25

Tripwire IP360

Industrial Security & Firewall

Belden VFD Cable

26

Belden Industrial Ethernet Cable

27

Belden MachFlex Cable

28

Belden Fiber Optic Cable

29

LumbergAutomation Passive I/O Box

30
31

LumbergAutomation Active I/O Module

Industrial
Connectivity
LumbergAutomation Sensor & Actuator Connector

Enterprise
Connectivity

LioN-C, M, S, R

32

LioN-P Stand Alone

33

LioN-P Hybrid I/O Module

34

LioN-P Field Level PLC ((µDCU)

35

M12 Circular Connector & Cordset

36

M12 Shielded Connector

37

M8/M12 Circular Connector & Cordset

Data Connector

38

Industrial Ethernet Patch Cords

Belden Copper System

39

Belden Fiber System

40

Belden Rack & Cabinet System

41
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Belden Products for Automotive Manufacturing
Today’s automotive production must adapt to continuous changes in technology, while at the same time
building cars with fewer interruptions, greater speed and absolute precision. To keep production cells active,
an increasingly sophisticated array of service is required. This includes security concepts at different levels to
protect against cyber-attacks and data breaches with integrated security controls. The goal is to achieve,
maintain and prove security compliance with your industry policies.
Another service is to monitor your network with Network Management Software that enables secure and
easy configuration as well as the monitoring of industrial network components in real time. Belden’s
portfolio enables you to overcome the challenges in the production cells of today - and tomorrow - with the
following solutions.
Industrial Networking Solutions
Unmanaged DIN Rail Mount Switch
Hirschmann SPIDER Series

1

The entry-level industrial Ethernet rail
switches in the SPIDER family are a
cost-effective way of utilizing Ethernet
technology. They are characterized by
compact design and extremely simple
installation (plug-and-work).

Managed DIN Rail Mount Switch
Hirschmann RS Series (OpenRail)

Configurable rail switches with management
functions guarantee high availability of
complex automation systems solutions and
the option of network monitoring.
• Gigabit/Fast-Ethernet-Switch, managed,
software Layer 2 Enhanced/Professional,
for DIN rail store-and-forward-switching,
fanless design
• Compact, managed OpenRail switches
assure innovative redundancy solutions
• The possibility of network supervision for
the highest availability of complex
solutions

2
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Hirschmann BOBCAT Series (with TSN)
The first industrial switch worldwide to
provide advanced security and real-time
communication through time-sensitive
networking (TSN) technology on all ports for
standardized Ethernet usage in event the most
demanding application.
• Real-time TSN Ethernet support for precise
data transmission
• Future proof – the full GE design with the
capability to even support 4x 2.5 GE fiber
• Reliability – advanced security features,
including wire-speed access control lists
(ACL) and automatic denial-of service
(DoS) prevention
• Flexibility – increased bandwidth
capabilities, supporting tri-speed fiber SFP
slots with 100Mb/s,1Gigabit and 2.5 Gigabit
speeds
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Hirschmann GECKO Lite (Managed)

Hirschmann RSR Series

The industrial Ethernet switch guarantees
reliable data communication, enhanced
redundancy and diagnostic features. It also
offers easy-to-implement management
functionality at an outstanding priceperformance ratio.
• SNMP and HiDiscovery/Industrial HiVision,
plus a web interface, ensure fast and
convenient administration
• A range of diagnostic functions ensures fast
identification of errors, resulting in smooth
production processes
• Space-saving installation from a
compact design
• 4/5 x 10/100BASE-TX
• Web-interface, HTTP(s) config file/
firmware transfer
• RSTP (IEEE 802.1D-2004)
• TOS/DSCP prioritization

Maximum reliability in mission-critical
applications. The manageable switches are
designed for extremely high demands with
regard to shock and vibration resistance and
electromagnetic compatibility (EMC).
• Rugged Fast Ethernet or Gigabit Ethernet
rail switch
• New design with metal housing
• DIN rail or wall mounted
• Modular design for maximum versatility
• Extended temperature range: - 40° C up
to + 85° C
• Extremely high EMI and vibration immunity
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Hirschmann MSP Series (Layer 2 & 3)

Configurable modular switches for mission
critical applications with unique security
features and innovative hardware redundancy
methods to ensure complete protection of
the network and maximum network
availability.
• Industrially compatible, flexible, economical
and future-proof
• Variety of port types, with up to
28 Gigabit ports
• Enables simple configuration and diagnosis
using HiDiscovery, Industrial HiVision or
web interface
• Comprehensive security functions such as
port security, DHCP Snooping, Dynamic ARP
Inspection and many more
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Hirschmann RSP Series (with TSN)

RSP series offers a robust hardware and a
powerful operating system optional
supporting new redundancy protocols for
uninterrupted data communication.
• Industrially compatible, flexible,
economical and future-proof
• Variety of port types, with up to
28 Gigabit ports
• Enables simple configuration and
diagnosis using HiDiscovery, Industrial
HiVision or web interface
• Comprehensive security functions such
as port security, DHCP Snooping,
Dynamic ARP Inspection and many more

6

Rack Mount Switch (Workgroup/Backbone)

7

Hirschmann MACH100 Series
The comprehensive switching and routing
functions, as well as the kettle lead power
plug for the power supply make the
MACH100 series workgroup switches a
cost-effective alternative for layer 2/layer 3
applications with high data rates.
• Available in different full Gigabit versions
• Various redundancy methods
• Extensive management methods and
diagnostic functions

Hirschmann GREYHOUND Series

8

The GREYHOUND Gigabit Ethernet switch
series with an entry level FE/Gig version and a
layer 2/layer 3 full Gigabit type is designed
for use in harsh industrial environments with
a need for cost-effective, entry-level devices.
• Offers different configuration options
including full Gigabit combo ports and
TX ports
• Provides enhanced features through
Hirschmann’s operating system HiOS
• Allows adjustments-even in the field
through the modular port configuration
features
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Hirschmann MACH1000 Series
Ruggedized MACH1000 industrial backbone
switches offer the maximum of reliability.
The new indestructible/rugged Hirschmann
switches for Fast-Ethernet applications
deliver excellent performance and high port
density in a compact form factor.
• Offer high port density (up to 26 ports),
excellent RFI/EMI shielding under extreme
conditions and great flexibility
• Dynamic layer 2 and layer 3 routing
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Hirschmann DRAGON MACH 4x00 Series
The DRAGON MACH4x00 series offers an
innovative, technically-advanced
architecture that delivers superior bandwidth
(up to 10 Gigabit) for connecting OT and IT
networks. It is designed for the special
requirements of industrial automation.
• Meets the relevant industry standards,
providing very high operational reliability,
even under extreme conditions, and also
long-term reliability and flexibility
• Supports data rates up to 10 Gbit/s
• 4x2.5/10GE using SFP+
• All advanced HiOS Layer 3 functions

11

IP67/IP65/IP54 Waterproof Switch & Router
Hirschmann OCTOPUS Series IP67

IP67 switches from the OCTOPUS series allow
fail-safe networks to be installed in
demanding cabinet-free environments.
• Compact IP67 metal housing with high
port density
• Vibration-proof M12 connection technology
• Standardized redundancy mechanisms like
RSTP, MRP or DLR as well as Fuse-net for
redundant interconnection of networks

12
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Industrial Wireless LAN
Hirschmann OpenBAT Series
Industrial Wireless Access Point
Individually configurable via Internet, the
robust access points in the OpenBAT series
guarantee stable WLAN connections, even in
the most demanding industrial applications,
with an optimum price-performance ratio.
• PRP functionality
• IP 30/67 water and dust resistant
• Support of multiple channels and
prioritized channel scan
• NAT and “Keep client connection alive”
function
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Hirschmann BAT450-F Industrial
Wireless Access Point

Dual Band Ruggedized (IP65/67) Industrial
Wireless LAN Access Point/Client with IEEE
802.11n for installation in harsh environment.
• Can be customized to support a variety of
wireless and wired connections
• Combined with the latest HiLCOS software,
it provides extensive redundancy and
security functions, as well as IPv4/6 routing
• Ethernet port 1: 8-pin, X-coded M12 plug
for 10/100/1000Mbit/s, PoE port
(IEEE 802.3af)
• Interface2: - V.24/ACA11: 4-pin, A-coded
M12 socket
• Integrated ESD protection
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Hirschmann BAT867-R Industrial
Wireless Access Point

The BAT867-R offers only the essential
interfaces - one radio, one Ethernet port and
one power supply - for applications in need of
a compactly designed, cost-effective and
easy-to-install wireless access point.
• Can operate at up to 867 Mbps
• 2 x 2 MIMO support
• Support of 802.11ac standard
• Version with IP40/RJ45 and IP65/M12
connectivity
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Hirschmann BAT-WLC Controller
The BAT-Controller WLC provides centralized
management of a large number of WLAN
clients and access points, with up to a
thousand access points per controller.
• Management from 25 to 1000 access points
and clients
• Integrated IP router with firewall and
VPN support
• Fast roaming possible across a number
of subnetworks

16

Hirschmann WLAN Antenna

The huge diversity of omni-directional
antenna, directional antenna, vehicle omni
antenna and leaky cable offers the ideal
solution for your application.
Hemispherical antenna for 2.4 and
5 GHz band
• 2.4 GHz: 6.0 dBi; 5 GHz: 8.0 dBi with
1sqm ground plate, N female
Antenna cable. 5 m, N plug to N jack
• 30 x 30 x 5 cm, 0.5 kg
• Attenuation:1.3 dB / 2.4 GHz; 2.3 dB / 5 GHz
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Management, Secure Remote Access
& Software

Hirschmann Industrial HiVision Network
Management Software
Industrial HiVision is designed to meet the
needs for maximum network visibility. It saves
you time, reduces errors and provides a
snapshot of network health so you can easily
increase availability and enhance security.
• MultiConfig configures hundreds of devices
from any manufacturer simultaneously
• Alerts are generated when unauthorized
changes are made, rogue devices are added
or MAC/IP address pairs change
• User roles control access to the network by
granting different levels of access rights
• HiProvision – MPLS-TP Provisioning
Software
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System Accessories
Belden Modular Industrial
Patch Panel (MIPP)
Modular Industrial Patch Panel (MIPP) from
Belden is a termination panel that offers
significant space and cost savings. The panel
easily manages both copper and fiber cables.
• High port density for maximum up to
24 ports
• Available as both single and double
modules for fiber, copper
• Up to 6 modules can be combined in
one line

19

Industrial Cyber Security Solutions
Industrial Security & Firewall
Hirschmann EAGLE20/30 Firewall
Multi-port Firewalls offer absolute flexibility
for physical deployment combined with
state-of-the-art security functionality
tailored to the unique requirements of
industrial Ethernet networks.
• Advanced Security Features and built-in
HiSecOS software eliminate the need for
multiple routers and protect your
production cell
• Comes with up to 8 ports, including 2 x
Gigabit, 4 x Fast Ethernet and more
• Defense in Depth at Layer 3 by combining
Filtering and Deep Packet Inspection
• NAT (Network Address Translation)

20

Hirschmann EAGLE One Security Router

Extensive Layer 2 and Layer 3 redundancy
features, combined with other highlights such
as NAT and firewall, not only guarantee
maximum data security but also make it easy
to integrate your production facilities into the
network.
• DIN rail mounted, fanless design
• 2 ports in total, Ports Fast Ethernet:
2 x 10/100 Mbit/s
• Firewall rules (incoming/outgoing,
management), DoS prevention, MAC filter,
user firewall for external activation of FW
rules

21
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Tofino Xenon Security Appliance

Tripwire IP360

The Tofino Xenon Industrial Security
Appliance is a Layer 2 Industrial Firewall
purpose-built to protect ICS/SCADA against
cyber threats. The device now offers two
deep packet inspection Loadable Security
Modules (LSM) for DNP3 and IEC 104
(IEC-60870-5-104). Other LSMs include
industrial protocols such as EtherNet/IP,
Modbus TCP and OPC.
• Permits read-only and read/write access for
Modbus TCP data
• Blocks any traffic that does not conform to
the protocol specification
• Permits device restarts only from the shift
operations manager’s terminal

You have more to protect, fewer resources
with which to do it, and more alerts than
you can handle. Tripwire® IP360™ is an
enterprise-class vulnerability management
solution that enables cost-effective
reduction of cyber threat risk by focusing
your remediation efforts on the highest risks
and most critical assets.
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Tripwire Enterprise
(with Tripwire Data Collector)
Data Collector

Tripwire® Enterprise is a security configuration
management (SCM) suite that provides fully
integrated solutions for policy, file integrity
and remediation management. Tripwire® Data
Collector, which is an extension of Tripwire®
Enterprise, provides an innovative approach
for industrial organizations to assess
configurations, security and status in their
environments – a simplified and cost-effective
solution for maintaining system hardening
and continual proof of compliance for
standards like IEC 62443
• Increased network visibility
• Web Retriever configuration scanning
• Communication with industrial protocols
• No-touch integration with third-party
software

Tripwire Log Center
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Tripwire® Log Center® provides secure,
reliable centralized log collection, analysis
and delivery. Tripwire Log Center integrates
with your existing infrastructure and
includes a large library of available
correlation rules, empowering your team
to monitor, detect and quickly respond to
threats in your environment.
• Centralized Forensics Data
• Enabling Local Expertise
• Efficient Analytics
• Cost Effective Compliance

24
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Industrial Cable Solutions
Belden VFD Cable
As the original developer of high quality VFD
cable, Belden provides superior electrical
performance and reliability, for industrial
environments and applications as conveyor
systems and driverless transport systems.
• High-strand tinned copper circuit
conductors
• High Flex variant TPE jacket rated for
10 million cycles
• Robust ground and shielding system
protects equipment from disruption

Belden Industrial Ethernet Cable
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The comprehensive Industrial Ethernet cable
range ensures the highest level of reliability,
quality and performance.
• Covering current and future-proof
applications such as PoE to PoE++, 2.5
and 10 Gbit/s
• Designed and built for harsh and
mission-critical environments
• End-to-end solution offering complete
suitability and meeting local expertise
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Belden MachFlex Cable

Industrial Connectivity Solutions

Be confident in your mission-critical
application installations of flexible and
flexing cables. Across the entire range of
MachFlex™ cables, you can decrease the total
cost of ownership of your machine or device
through reduced cable maintenance cost and
improved uptime by specifying reliable
cabling infrastructure. In addition, you can
solve the space-saving puzzle by utilizing
flexible cables designed for tight spaces while
maintaining the physical and mechanical
requirements needed for rigorous motion.
• Various conductor sizes from 0.14mm2 to
35.00mm2
• Bare or tinned copper conductors
(DIN VDE 0295)
• PVC or LSZH insulation & jacket / sheath
• Optional ground wire in green / yellow
color
• Optional foil & braid shield
• Optional tinned copper braid (CY)
• Optional steel wire braid (SY)
• Voltage (Uo/U) = 300/500V
• Variety of insulation & jacket color options
• Coils or drum packaging

Belden Fiber Optic Cable
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Belden's loose tube cables are ideal for both
outdoor & indoor/outdoor applications,
including use in conduit, direct burial, lashed
aerial, trucking. Their designs utilize 250µm
fibers in both central & multi loose tube
constructions ranging in fiber counts from
2 to 288.
• Indoor use or outdoor use
• Single module and Multi-module are
available
• Armored are optional
• Fire resistance are optional
• Low smoke and halogen-free are available
• Oil and UV-resistant outer jacket
• Offers a projected lifetime > 30 years
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LumbergAutomation Passive I/O Box
Passive I/O boxes come in a variety of
configurations and meet practically every
on-machine application requirement. They
include 4, 6, 10 or 12-port designs with M8
or M12 connections, single or duplex
assignments, fixed home run cables or as an
on-board pluggable variant. All variants are
available with or without LED function
indicators.
• Space-saving design for versatile
applications in a minimum of space
• Quick installation, due to various fixing
options
• Broad range of applications, thanks to high
vibration and shock resistance
• Stainless-steel models are also provided for
use in food-processing machinery and other
special applications where aggressive
chemicals or cleaning agents are used
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LumbergAutomation Active I/O Module
LioN-C, M, S, R

LioN-C, M, S, R series stand alone active I/O
modules cover most popular fieldbus and
industrial Ethernet protocols, such as
Profibus, DeviceNet, CANOpen, Interbus, Asi,
and Profinet, Ethernet/IP, EtherCAT.
• M8 or M12 port
• DI / DO / DIO versions are available
• Environmental temperature depending on
type from -25°C to +60°C
• Materials (depending on type of module)
- Housing: die-cast zinc, V4A, PBT or PUR
- Inserts: PA
- Contacts: CuZn, pre-nickeled and
gold plated
• Protection class IP67/IP68/IP69K
• Electrical data
- Nominal current at +40°C: 0.5A to 2A per
channel and up to 12 A per module
- Nominal voltage: 18 to 30 V DC
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LioN-P Stand Alone

LumbergAutomation Sensor & Actuator Connector

Multiprotocol technology inside LioN-Power
active I/O modules supports the three largest
Ethernet protocols in a single device plus
M12 power technology.
• Most compact design with metal housing
• Special housing coating against welding
sparks
• One device for EtherNet/IP, PROFINET,
EtherCAT
• Scalable, digital Input/Output (DIO)
universal module option
• Complementary M12 power technology
with unscaled 2x 16 amps current rating
• Webserver allows to monitor module via IE
through IP address directly
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LioN-P Hybrid I/O Module

Distribution boxes are equipped with
plug-n-play side or top mount quickdisconnect ports and on-board quickdisconnect (M23),integrated home run
control cable with Mini style connector or
open leads.
• Ports: 4, 6, or 8 ports
• Housing Types: TPU, self-extinguishing
or Stainless Steel
• LED: with or without
• IP Ratings: from IP 67 to IP 69K
• UL/CSA approvals
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M12 Shielded Connector

LioN-Power Hybrid I/O Modules is the world's
first I/O module that provides multiprotocol
support in combination with M12 hybrid
technology.
• Faster Installation with fewer errors
• One of a Kind – Multiprotocol & Hybridity
• Use the embedded webserver or our
IO-Link Device tool to easily configure
IO-Link devices, Configure every port of
the LioN-Power Hybrid I/O module as DI,
DO or IO-Link to best meet your individual
demands
• Data transfer rate of 100 Mbit/s
• Power transmission of up to 2 x 6A
• Ingress protection of up to IP69K
• Certification according to UL 2238

Automated systems in food processing,
packaging, machine tool engineering,
automobile manufacturing and many other
industries work at extremely high speeds and
are often subject to strong shock and
vibrations. To maximize process reliability
and system availability the use of robust
designed connectors will assure optimal
secure data transmissions.
• Where there is a potential risk of cable
breaks or installation space is limited, the
latest 360° shielded male and female right
comprehensive diagnostics
• The rugged design of the 360° shielded
• M12 connectors withstands high pressure
and steam cleaners
• extremely resistant to vibration

LioN-P Field Level PLC (µDCU)

M8/M12 Circular Connector & Cordset

LioN-Power µDCU (µ =micro) is the first
device that combines the benefits of a field
I/O and a programmable logic controller (PLC)
• Control on-board I/Os independently
from higher level PLC
• Communicate simultaneously with a
connected PLC
• Free and open programming software
• React to diagnostic events
(short circuit, under voltage, etc.)
• IO-Link Master version is available, with
I/O-Link Hubs, easy to expand system
scale

M12 connectors have been used routinely for
decades worldwide to connect sensors/
actuators with Control cabinets or I/O
modules. Protected against dust and
moisture and resistant to many oils and
chemical substances the M12 connectors
provide reliable, long lasting wiring solutions.
• Standardized connector formats, A-, B-, D-,
U-, and X-coding
• Wide range of integrated connectors, field
attachable and overmolded connectors
• With and without LED function indicator,
unshielded and shielded
• 3, 4, 5, 6, 8, and 12-pin versions
• Various cable versions
• Versions with degrees of protection
IP65,IP67, IP68 to IP69K
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M12 Circular Connector and Cordset
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Data Connector

Belden Fiber System

Industrial Ethernet Patch Cords
Belden offer a complete range of high
quality, high reliability DataTuff Industrial
Ethernet cables that have been designed for
industrial use and tested usin state-of-theart testing equipment. Belden DataTuff
cables are also field-proven relative to
exceptional day-in/day-out performance.
• Fast commissioning, through simple and
comprehensive diagnostics
• Oil, sunlight and gasoline
• Temperature variations
• Abrasion, crushing and burial
• Flexing
• Presence of EMI/RFI (electromagnetic
interference or radio frequency
interference)
• MSHA mining approval
• Red jackets designating safety network
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Enterprise Connectivity Solutions
Belden Copper System
Belden Copper Systems represent networking
leadership at every turn, providing top
performing structured cabling systems that
reduce downtime, ease deployment and
facilitate migration to advanced networking
technologies and converged building systems.
Designed with innovative technologies that
provide beyond standards performance,
Belden Copper Systems are available in five
different levels to meet your specific needs —
no matter what your application, your
environment or your plans.
• 10GA System – Category 6A
• 1685ANH System – Category 6A
• 78** System – Category 6
• 1583* System – Category 5E
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Involved in the development of optical fiber
components for over 40 years, Belden is a
leading supplier of high-quality, cost effective
optical fiber cabling systems. The FiberExpress
(FX) Systems are the culmination of Belden’s
experience and expertise in a variety of
applications, including data centers, premise
and campus network backbone
infrastructures, fiber-to the- desk (FTTD)
applications, and horizontal and centralized
cabling systems. Guaranteed to meet or
exceed all applicable TIA/EIA, ISO/IEC and IEEE
standards, each end-to end FX System is
designed to offer reduced complexity,
increased flexibility, and rapid installation.
• FiberExpress® Systems
• Fiber Cable Assemblies
• Workstation
• Wall Mount Systems
• Optical Fiber Cables

Belden Rack & Cabinet System
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Belden offers a complete selection of racking,
cabinets, power distribution units, monitoring
and airflow management products to meet
your infrastructure needs for optimizing
system performance.
• Belden provides a portfolio of enclosures
and racks that meet security, availability
and efficiency challenges
• The X Series (XM, XS, XN), seamlessly
integrate power distribution, airflow
containment and management, networking
connectivity and cable management
System
Accessories
• Belden in-enclosure
mounted
Power
Distribution Units(PDUs) and Environment
Monitors and Sensors are designed from
high quality components to support all
your mission critical applications
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The Belden Brand Promise
The world is growing more and more connected with an explosion of links from human to human, human to
machine, and machine to machine. And, as more connections are created, the networks they form become
increasingly vital to our daily lives and our long term-goals.
But, with more connectivity comes more complexity. As the machines, processors and systems that power our
world become more sophisticated, the people who design, build and maintain them need a partner with
perspective that spans technology platforms, geographies and industries.
That’s why Belden is on a path to assemble a portfolio of best-in-class communication technology brands. As
a part of Belden, our brands benefit from over a century of excellence in manufacturing to the highest
standards, and they’re able to share innovations and thought leadership across the organization to stay ahead
of the competition. Our customers across all our brands can rely on what we build to outperform and outlast
in the most demanding conditions, and they know that we’ll support them with uncompromising and
responsive service.
We are greater than the sum of our parts. We prove it by adding expertise and resourcefulness that goes
above and beyond product performance. We prove it through our focus on the applications and markets that
are most-in-demand from industrial IT to industrial connectivity to enterprise connectivity and broadcast. We
prove it through continually optimizing our portfolio of technologies, capabilities and brands to create the
strongest connections possible.
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About Belden
Belden Inc. a global leader in high quality, end-to-end signal
transmission solutions, delivers a comprehensive product
portfolio designed to meet the mission-critical network
infrastructure needs of industrial, enterprise and broadcast
markets. With innovative solutions targetted at reliable and
secure transmission of rapidly growing amounts of data, audio
and video needed for today’s applications, Belden is at the center
of the global transformation to a connected world. Founded in
1902, the company is headquartered in St Louis, USA, and has
manufacturing capabilities in North and South America, Europe
and Asia.

Belden, Belden Sending At The Right Signals, GarrettCom, Hirschmann, LumbergAutomation, Tofino Security,
Tripwire and the Belden logo are trademarks or registered trademarks of Belden Inc. or its affiliated
companies in the United States and other jurisdictions. Belden and other parties may also have trademark
rights in other terms and herein.
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United States

Asia Pacific

Division Headquarters - Americas
2200 U.S. Highway 27 South
Richmond, IN 47374
Phone: 765-983-5200
Inside Sales: 800-235-3361
Fax: 765-983-5294
info@belden.com
Web: www.belden.com

Hong Kong
7/F Harbour View 2
16 Science Park East Avenue
Hong Kong Science Park, Shatin
Hong Kong
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Fax: 852-2907-6933
hongkong.sales@beldenapac.com

Singapore
83 Clemenceau Avenue
#07-01/04 UE Square
Singapore 239920
Phone: 65-6879-9800
Fax: 65-6567-9656
singapore.sales@belden.com

Shanghai
Unit 301, No. 19 Building
1515 Gu Mei Road
Caohejing High-Tech Park
Shanghai 200233
People’s Republic of China
Phone: 86-21-5445-2388
Fax: 86-21-5445-2366/77
china.marketing@belden.com

Malaysia
Suite 1-2, Lower Level 1
The Horizon Annexe, Avenue 7
Bangsar South, No. 8, Jalan Kerinchi
59200 Kuala Lumpur
Malaysia
Phone: 603-2247-1898
Fax: 603-2247-1878
malaysia.sales@belden.com

Beijing
Room 2507, 25/F Jintai Building
No.1 Xi Bahe Southern Road
Chaoyang District
Beijing
People’s Republic of China
Phone: 86-10-6591-8801
Fax: 86-10-6591-8933
china.marketing@belden.com

Indonesia
Wisma 46 – Kota BNI
48th Floor
Jl. Jend Sudirman Kav. 01
Jakarta Pusat 10220
Indonesia
Phone: 62-21-5799-3466
Fax: 62-21-5748-8888
indonesia.sales@belden.com

Suzhou
333 Yanhu Road, Huaqiao Town
Kunshan City, Jiangsu Province
Suzhou 215332, Jiangsu Province
People’s Republic of China
Phone: 86-512-5796-1688
Fax: 86-512-5796-1222
china.marketing@belden.com

Thailand
No. 3 Promphan 3 Building
UNIT 1725, 17th Floor, Soi Lad Phrao 3
Chomphon Sub-District,Chatuchak District
Bangkok 10900
Thailand
Phone: 66-2026-0525
Fax: 66-2024-6767
thailand.sales@belden.com

Shenzhen
Rm 809, 8/F, New World Center
No.6009 Yitian Road
Fu Tian District
Shenzhen 518035
People’s Republic of China
Phone: 86-755-2398-0778
Fax: 86-755-2398 0578
china.marketing@belden.com

Philippines
One Global Place Level 10-1
25th Street & 5th Street
Bonifacio Global City, Taguig
Philippines
Phone: 632-224-2029
Fax: 65-6564-9602
philippines.sales@belden.com

Gurgaon
Unit no:233-236, 2nd Floor
Spazedge, Tower B, Shona Road
Section 47, Gurgaon Haryana 122002
India
Phone: 91-124-450-9999
Fax: 91-124-450-9900
india.sales@belden.com

Vietnam
Unit 0901, Level 9, CJ Building
2bis-4-6 Le Thanh Ton
Ben Nghe Ward District 1
Ho Chi Minh City
Vietnam
Phone: 84-8-6255-6898/9
Fax: 84-8-6255-6801
vietnam.sales@belden.com

Mumbai
Unit 2001 to 2003, 20th Floor
Kailas Business Park, A Wing
Veersawarkar Road, Vikhroli (W)
Mumbai 400079
India
Phone: 91-22-4009-8200
india.sales@belden.com

Japan
Dai 2 Yanagiya Building 2F
1-12-8 Nihonbashi, Chuo-Ku
Tokyo 1030027
Japan
Phone: 81-3-6860-8120
Fax: 81-3-3516-2519
japan.sales@belden.com

Bengaluru
Vaswani Presidio, 6th Floor
56 Panathur Rd, New Kaverappa Layout
Kadubeesanahalli, Panathur
Bengaluru, Karnataka 560103
India
Phone: 91-80-6703-7800
india.sales@belden.com

South Korea
18F, Taesuk Bldg, Mabangro
10gil 5, Seocho-gu
Seoul 06775
Korea
Phone: 82-2-3497-0331
Fax: 82-2-3497-0458
korea.sales@belden.com

Pune
Plot No D-228/1
Chakan MIDC Phase II
Village Bhamboli, Tal:Khed
District-Pune, PIN:410507
India
Phone: 91-21-3563-8791
Fax: 91-21-3563-8790
india.sales@belden.com

Australia
Ground Suite 1, Building A
18-24 Ricketts Road
Mount Waverley Vic 3149
Australia
Phone: 1800-500-775
Fax: 613-9347-8274
australia.sales@belden.com

The Netherlands
Division Headquarters - Europe
Edisonstraat 9, Postbus 9
5928 PG Venlo, 5900 AA
The Netherlands
Phone: 31-773-878-555
Fax: 31-773-878-448
venlo.salesinfo@belden.com
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